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Preface

About this document

Who should read this guide?

The target audience for this guide are those who install or maintain ECM SM environments.

Every effort has been made to provide you with complete installation instructions. If information becomes
available after the creation of the installation media from which you accessed this guide, we will pro-
vide an updated version of the guide on the IBM/FileNet Customer Service and Support web site (http://
www.ibm.com/support). As a general rule, you should refer to the IBM web site to obtain the current version
of this guide.

This guide provides instructions for installing and/or upgrading IBM Enterprise Content Management System
Monitor, and identifies the IBM/FileNet and 3rd Party products that are certified for the current release. Be
aware that each release of IBM Enterprise Content Management System Monitor may have multiple Interim
Fixes, or Fix Packs available for installation, each with potentially different dependencies and installation
requirements. Therefore, before you attempt to install or upgrade IBM Enterprise Content Management
System Monitor, review the list of releases and their associated dependencies on the IBM Support web site
(http://www.ibm.com/support).

Before you start

Users of the guide should have knowledge about Unix and/or Microsoft Windows® operating system, web
servers, database systems and middleware platforms. The configuration of managed systems (clients)
requires advanced knowledge of all IBM ECM systems that should be monitored.

If you lack the requisite skill sets it is strongly recommended to have IBM Lab Services or a certified ValueNet
Partner in order to install this product.

Where you find this guide

You can find this documentation on the ECM SM installation media in the following folder:
UNIX: <Mbunt poi nt >/ | NSTALL/ docs
Windows: <Drive |etter>:\1NSTALL\ docs

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)
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About this document

Feedback on documentation

Send your comments by e-mail to comments@us.ibm.com. Be sure to include the name of the product,
the version number of the product, and the name and part number of the book (if applicable). If you are
commenting on specific text, include the location of the text (for example, a chapter and section title, a table
number, a page number, or a help topic title).

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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ECM SM identification of Servers and Agents

Agent ID - the unique identifier for Servers and Agents

While ECM SM Server used the IP address and full qualified IP name to identify agents this no longer
identifies an agent, because changed domain names and IP addresses can occur. In addition to the above
scenario ECM SM supports multi-agent installation on a single server. To be able to identify the correct agent
it was necessary to add a unique identifier.

Since version 4.5 the Agent Postfix exists. The Agent Postfix allows users to add an identifier in the case
more than one agent need to be installed. This identifier was only added to the Windows Service Name
and the UNIX/Linux Daemon control scripts to be able to start an specific instance of the agent. With the
multi-agent support the enhanced server required an unique identifier for each agent, to so called ‘Agent ID".

The new 'Agent ID' is build from 2 parts, the hostname and the Postfix the user specifies during agent
installation, combined with an underscore: <lower case hostname>_<lower case postfix>, example: The
Agent ID for server 'MyServerl' with Postfix '‘Servl_DB' will be 'myserverl_Servdb', since all underscores
and blanks will be removed.

Starting with version 5.2.0 the Agent ID will be used within the ECM SM CALA Agent Installer, the Task
Execution Manager and the Monitoring Manager. In the case no Postfix is specified (older agents from
version 4.5x and 5.1x) the default postfix ‘agent' will be used.

Note: Version 4.5 and 5.1 didn't allow multi-agent installation connected to one ECM SM server, the agents
had to use different servers.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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ECM SM Server functionality

Distributed Installation of ECM SM Server components

This chapter describes the distributed installation and configuration of ECM SM Server components,
describes customer scenarios where the distributed installation adds significant additional value.

Distributed Server installation scenarios

There are two major scenarios for the distributed Server component scenario:

High availability

Scaling (Performance)

Server components

The following server components are available

Database initialization
Required once in a ECM SM to generate the database tables and content

CALA_REX Server
Used to install and control agents, communication to the Java WebStart tools

GUI Server

At least one GUI Server or one GUI EAR package deployed on a WebSphere Application Server is
required in a ECM SM environment. Several GUI Server components can be active at one time. The
GUI Server serves the GUI, in non-WAS based ECM SM environment the GUI Server additionally
servers all Download functionality and internal links of the product.

Event Server

The Event Server component is used to processes Events, generates Reports and forwards Events
to other systems (email, SNMP forwarding, etc). With this release only one Event Server can be
active at a time, but more than one Event Server can be installed for High Availability purposes.

Download Server
Only available in distributed environments without a GUI Server on the Primary Server or in the case
of WAS based environments.

Embedded CALA_REX Agent

Since this release the ECM SM server installer can install an embedded CALA_REX agent with the
server installation. Together with an installed CALA Monitoring agent on the embedded CALA_REX
Agent (Agent name <lower case hostname>_srvagnt) the installed Server components can be mon-
itored and controlled. It is strongly recommended to install the embedded CALA_REX Agent to the
server, since otherwise the new 'ServerPomponentStatus' monitor that monitors and controls the
server components cannot be used.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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Distributed Installation of ECM SM Server components

Three different ECM SM Server installation types

Starting with version 5.2.0 ECM SM supports three different ECM SM installation types.

Complete installation of the ECM SM Server

The installation type 'Complete installation' is similar to the installation of previous releases. All required

server components will be installed.

Note: Only one '‘Complete Server' or 'Primary Server' installation can be part of a ECM SM environment.

Jetty based installation  IBM WAS based installa-
tion

Function

Database initialization O O

Provides the database
initialization and content

CALA_REX Server O u

Used to install and con-
trol agents, communica-
tion to the Java WebStart
tools

Download Server - O

Background Download
Service for JRE pack-
ages (CALA_REX Up-
grade task and download
links provided through
GUI Service), UNIX-like
shell archive (Windows
agent installation only)
and CALA_REX Installer
Images (access provided
through GUI Service)

GUI Server O -

Serves the GUI, Back-
ground Download Ser-
vice for JRE packages
(CALA_REX Upgrade
task and download links
provided through GUI
Service), UNIX-like shell
archive (Windows agent
installation only) and
CALA_REX Installer
Images (access provided
through GUI Service)

Event Server O -

Processes and forwards
events, provides Report-
ing functionality

WAS EAR Package GUI - O
Server

Serves the GUI

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016
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Distributed Installation of ECM SM Server components

Jetty based installation

IBM WAS based installa-
tion

Function

WAS EAR Package - O Processes and forwards

Event Server events, provides Report-
ing functionality

Optional CALA_REX O O Used as control agent for

Agent

all above listed services
(except WAS based ser-
vices)

The optional CALA_REX Agent is required on all installed servers in the case the new 'Server Component
Monitor' is planned to monitor the installed ECM SM server components.

Note: Upgrading from 5.1.0 to the current release is similar to a Complete installation, since the previous
release only contained the full installation functionality. Once a 5.1.0 ECM SM server is upgraded to 5.2.0
as many 'Secondary Server installations' as required can be connected to the upgraded server, which is in
fact a 'Complete Installation'.

Primary Server installation of ECM SM Server

The installation type 'Primary Server installation' contains the minimum required components to implement

a ECM SM environment.

Note: Only one '‘Complete Server' or 'Primary Server' installation can be part of a ECM SM environment.

Jetty based installation

IBM WAS based installa-
tion

Function

Database initialization

O

O

Provides the database
initialization and content

CALA_REX Server

O

O

Used to install and con-
trol agents, communica-
tion to the Java WebStart
tools

Download Server

O Optional, can be re-
placed by GUI Server or
the WAS EAR Package
GUI Server

Background Download
Service for JRE pack-
ages (CALA_REX Up-
grade task and down-
load links provided
through GUI Service)
and CALA_REX Installer
Images (access provided
through GUI Service)

GUI Server

O Optional, can be re-
placed by Download
Server (default)

Serves the GUI

WAS EAR Package GUI
Server

O Optional, can be re-
placed by Download
Server (default)

Serves the GUI

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016
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Jetty based installation  IBM WAS based installa- Function

tion
Optional CALA_REX O O Used as control agent for
Agent all above listed services
(except WAS based ser-
vices)

The optional CALA_REX Agent is required on all installed servers in the case the new 'Server Component
Monitor' is planned to monitor the installed ECM SM server components.

Secondary Server installation of ECM SM Server component

The installation type 'Secondary Server installation' contains the components that can be installed more than
one time in a ECM SM environment.

Note: As many 'Secondary Servers installations' as required can be added to a 'Complete Server' or 'Primary
Server' installation.

During the 'Secondary Server installation' the installation process requires access (hetwork communication
to the CALA_REX server component) of the 'Primary Server / Complete Server Installation'.

The 'Secondary Server installation' can be done on a different platform than the 'Primary Server / Complete
Server installation' (mixed OS support).

Jetty based installation ~ IBM WAS based installa- Function

tion

GUI Server 0 Optional - Serves the GUI

Event Server O Optional - Processes and forwards
events, provides Report-
ing functionality

WAS EAR Package GUI - 0 Optional Serves the GUI

Server

WAS EAR Package - O Optional Processes and forwards

Event Server events, provides Report-
ing functionality

Optional CALA_REX O O Used as control agent for

Agent all above listed services
(except WAS based ser-
vices)

The optional CALA_REX Agent is required on all installed servers in the case the new 'Server Component
Monitor' is planned to monitor the installed ECM SM server components.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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ECM SM Agent functionality

ECM SM Agent functionality

ECM SM contains 2 agents: the 'ECM SM CALA_REX agent' and the 'ECM SM CALA Agent'. Both agents
exist on ECM SM Servers (managing servers) and managed systems (FileNet, Database, Web Application
Servers or other servers).

ECM SM CALA_REX Agent

o The ECM SM CALA_REX Agent (Windows service or UNIX daemon) is used for the communication
between the ECM SM Server and the clients. The installation of the ECM SM CALA agent (described
below) is realized with the ECM SM CALA_REX Agent, too. The communication between the graph-
ical tools like ECM SM Monitoring Manager or the ECM SM Task Execution Manager is handled by
the ECM SM CALA_REX agent, too.

ECM SM CALA Agent

. The ECM SM CALA Agent (known as CALA or Cenit Advanced Logfile Adapter) is the monitoring
component of ECM SM. The ECM SM CALA agent (Windows service or UNIX daemon) checks
thresholds (configured with the graphical tools like ECM SM Monitoring Manager) and analyzes log-
files and Windows Eventlogs for errors.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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Installation Requirements and Server Preparation

IBM Collocation Support Information

The ECM SM Server cannot be collocated on servers running IBM FileNet, IBM Content Manager OnDe-
mand or IBM CM8 software or any other IBM ECM software, that will be monitored by an ECM SM Agent.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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Requirements of all Server platforms

ECM SM server hardware requirements

ECM SM server components require the following minimum system configuration:

o 2 Core/CPU hardware platforms (recommended 4 Core/CPU)

. 2 GByte RAM (4 GByte recommended). If running a WebSphere-based installation this value can be
higher

o see system os specified section for disk space requirements

Static IP address for ECM SM server

The ECM SM server must have a static IP address. It is not possible to use a machine that has a DHCP
address only.

For network performance reasons, the server and all clients should be added to the DNS.

Web Application Server

During installation of the ECM SM server component the user can decide to use either the embedded Jetty
Web Application Server shipped with the product or a pre-installed IBM WebSphere Application Server.

Embedded Jetty Web Application Server

If the Embedded Jetty Web Application Server is selected during installation there is no need to install or
configure any additional Web Server component before or after the ECM SM server installation.

IBM WebSphere Application server

If IBM WebSphere Application Server is selected during installation this requires an installed and configured
IBM WebSphere Application server environment. See Hardware and Software Guide for details about sup-
ported IBM WAS versions.

IBM WebSphere Application server requirements

If ECM SM should be installed based on IBM WebSphere Application Server the following installation and
configuration steps are required:

Software requirements:

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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IBM WebSphere Server (see the Hardware and Software Guide of ECM SM for details about the
supported/required versions)

The following section describes the installation steps of a IBM WebSphere based ECM SM server installation:

IBM WebSphere Server Base installation (see WAS documentation)

IBM WebSphere Server Fixpack installation with IBM Updatelnstaller for WebSphere (see WAS doc-
umentation)

IBM WebSphere Software Development Kit update with IBM Updatelnstaller for WebSphere (see
documentation)

Import of the existing WAS installation into the IBM Installation Managers
Installation of the ECM SM (InstallAnywhere installation, see later chapter)

Create a new WAS profile (from default profile 'aries’) or edit an existing profile by using the IBM
WebSphere Profile Management Tool.

Deploy the two ECM SM ear packages (applications) in the adjusted profile.
Create or adjust the WAS datasource, custom properties according to the Database settings of the
ECM SM installation.

user

<db-user>

password

<db-password>

Extend the JVM custom properties of the WAS server as documented in JVM Properties for an IBM
WebSphere Based Installation.

Restart the WAS profile.
Starting of the two ECM SM WAS applications

Perl 5

ECM SM expects Perl 5 to be installed on the client and server systems.

For Microsoft Windows systems, Perl 5 is included in the ECM SM server and client installation packages.

On Linux and Unix systems, Perl 5 should be installed using the system depend package management
system.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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Java JRE

ECM SM requires a Java runtime environment (JRE) greater than or equal to 7 to be installed in the ECM
SM server. ECM SM server and client installation packages contain a bundled Java JRE version 7 package.
This JRE is automatically installed in the directory | r e in both the ECM SM server and the client installa-
tion directory. Previous versions of the ECM SM CALA_ REX client can be upgraded using the appropriate
CALA_REX upgrade task. See Migration Tasks guide for further details.

Database

ECM SM supports the following database management systems as ECM SM database. Check the latest
ECM SM Hardware and Software requirements guide for supported databases and JDBC driver and ver-
sions.

o IBM DB2
o Microsoft SQL Server
o Oracle

o PostGreSQL (only supported for Demo and testing purposes)

ECM SM uses one technical user for installation and runtime connection to the database. The user name
can be adjusted during installation.

JDBC Driver

The ECM SM CALA_REX and ECM SM CALA server agents are using JDBC to connect to the database.
Therefor a jdbc driver has to be present on the ECM SM server system.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
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Database system

Database installation requirements

Database

ECM SM supports local and remote database access. The access is based on JDBC. This no longer requires
the database vendor specific Database client tools installed on the ECM SM server. Only the supported
database JDBC driver needs to be installed on the ECM SM server. See ECM SM Hardware and software
guide for detailed information about supported database systems and JDBC drivers.

IBM DB2

General installation parameters

. Create a ECM SM database (use codeset UTF-8 and database Page size 32k). Smaller Page size
settings are not supported and cause installation errors.

. Create the ECM SM technical DB user on your operating system (select a name, e.g. webadmin).

. Create the ECM SM technical DB user on your previously created ECM SM database with at least
the rights "Connect to database", "Create tables" and "Create schema implicitly".
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Ww2K3DE231 - DBZ - FSMDB

Database

SChemal Tablel Indexl "v"iew| Table Spacel Functinnl F'mcedutal Methudl Packagel

Specify a user name. 'You can select a user name from the list or lvpe one in.

User [ WEBADMIN ~|

Choose the appropriate authorties to grant to the selected user.
authoritie

[v Connect to database

[ Create tables

[~ Create packages

[ Register routines to execute in database manager's process
[~ Dalabase administrator authority

[v Create schemas implicitly

[~ Access to the load utility

[T Create extemal routines

[~ Connect to quiesced database

v Securty administrator authority

| oK I Cancel Apply Reset Show SAL Help

IBM DB2: Example to create user WEBADMIN.

Oracle

General installation parameters

Use the Oracle database configuration assistant (dbca) to create the ECM SM database.

. Create a ECM SM database. Use character set AL32UTF8 and minimum database Block size of
8192 (parameter db_block_size). Smaller Block size settings are not supported and cause runtime
errors.

Select 'Shared Server mode' for the ECM SM database.
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Set or create the following parameters for the ECM SM database: shared_servers = 10 and
max_shared_servers = 20 (in the case these parameters are configured with smaller values or
do not exist). In the case these parameters are already assigned with bigger values leave them
unchanged.

. Create the ECM SM technical DB user on your previously created ECM SM database with the follow-
ing roles: "CONNECT" and "RESOURCE".

MS SQL Server

General installation parameters

The MS SQL Server must be configured for SQL Server Authentication, Mixed Mode Authentication or
Windows Authentication (only for Windows-based ECM SM Servers). To change the authentication mode
from Windows Authentication mode to SQL Server and Windows Authentication mode, see MS SQL
Server documentation.

o Create a database to use with ECM SM Server. Assign the Latinl General Cl_AS collation to the
database.

o Create a database user. Assign the just created ECM SM Server database as Default database
and assign the db_datareader, db_datawriter, db_owner and public roles within the database role
membership.

NOTE Make sure, the database schema, that you will use, is the Default Schema of
your specified database user, which will be used to connect to your ECM SM
Server database and for database initialization and import, otherwise database
initialization for instance will fail.
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§ Login Properties - webadmin

Server Foles
User Mapping
Securables

Status

zer must chahge pa

£ 1y HI p-iﬂ'j

Server

WK ISERW W 2K IS OL2005 FSMDE |_
Comectin .

WK ISERW WA dminigtrator

!E "iew connection properties

~ Ready

San?

Example: MS SQL Server configured as remote database using SQL Server authentication (General Properties)
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1 E Login Properties - webadmin = 1ol
N 5elect apage 6 Seript ~ [ Help

General

; Server role iz uzed to grant gerver-wide secunity privileges to a uzer
|dgzer Mapping

Securables
12 Status Server moles:

[ bulkadrmin
[ dbcreator

[ digkadmin
[] proceszadmin
[ securtyadmin
[ serveradmin
[ zetupadmin
[ zpzadmin

Connection

Server
WK ISERN W 2K 35012005

Connection:
WK 3SERV\Administrator

3} "Wiew connection properties

Feady

QK. I Cancel |

4

Example: MS SQL Server configured as remote database using SQL Server authentication (Server Roles Properties)
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1 E Login Properties - webadmin = 1ol
N 5elect apage 6 Seript ~ [ Help

14 General
=5 Ral
g BWE . Uzers mapped to thiz login:
_élﬁ Securables ap | D atabase | L zer | Default Schema
12 Status I FSMDB fsmwebadmin dbo [
Il rnaster
Il rnodel
|l mzdb
|l tempdb

[T Guest account enabled for FSMDE

Databaze role membership for: FSMDE

[ db_acceszadmin

[ db_backupoperator

Server
WZKISE Ry 2K 35012005 bl db_datareader
] lw| db_datawriter
Connection: - [1 db_ddladmin
W 2K 3SERV\Administrator [ db_denydatareader
[ db_denydatawriter

3} "Wiew connection properties
[w] db_owner

[ db_zecurityadmin
o b

Feady

QK. I Cancel |

4

Example: MS SQL Server configured as remote database using SQL Server authentication (User Mapping Properties)
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| E Login Properties - webadmin =10l x|
! Selectapag& ‘L_ts Script - Help

4 General

1 Server Roles
& User Mapping
I srables Securables:

157 Status [ Name [ Tope |

Login name; Iwebadmin

Effective Permissions... | Add... | Eemove |

. Explicit permizzions:
Perrnizzion | Grantar | Grant | with Grant | Deny |

Server
W 2K IS ERWYW 2K 35012005

Connection;
W 2K IS ERY  Administrator

Sj Wiew connection properties

Ready

ak. I Canicel |

4

Example: MS SQL Server configured as remote database using SQL Server authentication (Securables Properties)
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§ Login Properties - webadmin

General
Server Roles
Ilzer Mapping
Securables
Status

Server
WK ISERVYWW 2K 35012005

Conhection:
W2k ISERV A dministrator

!E Wiew connection properties

~ Feady

L)
“ean®

Example: MS SQL Server configured as remote database using SQL Server authentication (Status Properties)

JDBC driver

. It is recommended to download the JDBC driver from the website of the database vendor.
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AIX

Required Perl version ECM SM server

ECM SM server requires the following software to be installed on the server system:

o perl 5 required but NOT installed during ECM SM server install

Creating filesystems

Please use smitty to create the following AlX filesystems for ECM SM server installation:

Filesystem mount point Filesystem minimum size (in GB)

Filesystem containing Installer 5.0
images

Temporary extraction directory up to 3x the size of the installer image
(default: /tmp)

<path to your ECM SM server 10.0
installation directory>, default
location is / opt / | BM ECVEM

If the system temporary filesystem (/tmp) is not big enough to hold the temporarily extracted InstallAnywhere
installer files it is possible to set the UNIX environment variable IATEMPDIR to a directory that has enough
free space, which then is used as extraction directory instead of /tmp.

The required database filesystem size depends on the database vendor, number of client and events handled
by the ECM SM server.

Manual adjustments

OS adjustments

Adjust system parameter ncargs

If the value of the system parameter ncargs is too low, some monitors may show the error message "arg
list too long".

To avoid this message, you should increase the value of ncargs to at least 16.

To check for the current value, enter the following command:

| sattr -EH -1 sysO | grep ncargs
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or use the AIX smit(ty) tool (run 'smitty system' and then select ‘Change show characteristocs of a operating
system'.

The value should be 16 or higher. To change the setting of ncargs, enter the following command.
chdev -1 sysO -a ncargs=<val ue>

This change takes affect immediately and is preserved over boot.

Adjust system parameter maxuproc

If the value of the system parameter maxuproc (maximum allowed processes per user) is too low, processes
like monitors, tasks or shell binaries cannot be executed and may hang.

To avoid this error, you should increase the value of maxuproc to at least 1024.

To check for the current value, enter the following command:

| sattr -EH -1 sysO | grep naxuproc

or use the AIX smit(ty) tool (run 'smitty system' and then select ‘Change show characteristics of a operating
system'.

The value should be 1024 or higher. To change the setting of maxuproc, enter the following command.
chdev -1 sysO -a naxuproc=<val ue>

This change takes affect immediately and is preserved over boot.
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HP-UX

Required Perl and gawk versions ECM SM server

ECM SM server requires the following software to be installed on the server system:

o perl 5 (required but NOT installed during ECM SM server install

o gawk . Please check chapter Requirements of all Server platforms for HP-UX for additional informa-
tion.

Creating filesystems

Please use sam to create the following HP-UX filesystems for ECM SM server installation:

Filesystem mount point Filesystem minimum size (in GB)

Filesystem containing Installer 5.0
images
Temporary extraction directory up to 3x the size of the installer image
(default: /tmp)

<path to your ECM SM server 10.0
installation directory>, default
location is / opt / | BM ECVEM

If the system temporary filesystem (/tmp) is not big enough to hold the temporarily extracted InstallAnywhere
installer files it is possible to set the UNIX environment variable IATEMPDIR to a directory that has enough
free space, which then is used as extraction directory instead of /tmp.

The required database filesystem size depends on the database vendor, number of client and events handled
by the ECM SM server.

Installing required Software packages

The software mentioned below is delivered with HP-UX 11 Application Software CDs, or must be downloaded
from the HP web site.

NOTE gawk and the required libraries from the is only required if you do not have an
awk installed, that can handle more than 3000 bytes per input line.

. gawk (3.1.5) or newer

. libiconv (1.10 or newer) [needed by gawk]
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. gettext (0.14.5 or newer) [needed by gawk]

gawk and libraries
Due to limitations of the HP-UX awk tool it is necessary to install gawk, libiconv and gettext fro the HP Web
site.

There you will find HP-UX depot files for gawk, libiconv and gettext. Copy or download these files to a
directory, where you have write access, and uncompress them with gzip (gunzip); e.g.:

cp *.depot.gz /tnp ; cd /tnp ; gunzip *.depot.gz

Now you can install the software with the HP-UX swinstall command, entering the following command at
the command line (/ t np/ is only an example path):

swinstall —s / t np/ <package>. depot \ *

The swinstall command needs the absolute path to the unzipped depot file.

NOTE If you are unfamiliar with the swinstall command, read its manual page or ask
your HP-UX system administrator for assistance.

After the successful installation of gawk, you must create a symbolic link into / usr/ bi n/ named nawk,
pointing to the gawk executable. Assuming the gawk tool is installed at / usr/ | ocal / bi n/ gawk enter the
following:

In —sf /usr/ 1 ocal / bi n/ gawk / usr/ bi n/ nawk
Control the success by entering the following at the command line:
which nawk

The response from the system should be:

[ usr/ bi n/ nank
#

Manual adjustments

Required environment variables

Make sure that the environment variable HOVE is set to a valid directory that contains a file named . r nd. This
file is required during creation of the CALA_REX server SSL certificates and is overwritten during creation
of the certificate. The initial file can be any file that is sufficiently large (e.g. a binary).
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Redhat Linux

Required Perl version ECM SM server

ECM SM server requires the following software to be installed on the server system:

o perl 5 (required but NOT installed during ECM SM server install

Software installation using 'Normal' Redhat mode

For RHEL 32 and for 64 bit based installations you have to install the following 32 bit package:
o compat-libstdc++-33.i686
For RHEL 32 bit based installations you have to install the following 32 bit packages:

. the file command

o the perl interpreter

For RHEL 64 bit based installations you have to install the 64 bit package containing the following compo-
nents:

. the file command

o the perl interpreter

Also, if the error message "Graphical installers are not supported by the vm" is given while the installer tries
to start, the following 32 bit libraries must be installed:

o libXdmcp.i686

. libXext.i686
. libXrender.i686

. libXft.i686
. libXi.i686
. libXt.i686

. libXtst.i686

. libgcc.i686

Redhat Enterprise Linux 7.0 and newer additionally requires the following package:
. libstdc++.i686

These libraries can be installed by the yum package manager from the commandline; e.g.:

# yuminstall |ibgcc.i 686
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Creating filesystems

Please use cfdisk or fdisk, and mkfs to create the following filesystems for ECM SM server installation:

Filesystem mount point Filesystem minimum size (in GB)

Filesystem containing Installer 5.0
images
Temporary extraction directory up to 3x the size of the installer image
(default: /tmp)
<path to your ECM SM server 10.0

installation directory>, default
location is / opt / | BM ECVEM

If the system temporary filesystem (/tmp) is not big enough to hold the temporarily extracted InstallAnywhere
installer files it is possible to set the environment variable IATEMPDIR to a directory that has enough free

space, which then is used as extraction directory instead of /tmp.

The required database filesystem size depends on the database vendor, number of client and events handled
by the ECM SM server.

ECM SM Installation Guide
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Solaris

Solaris (all versions)

Required Perl version ECM SM server

ECM SM server requires the following software to be installed on the server system:

o perl 5 (required but NOT installed during ECM SM server install

Solaris 9

Creating filesystems

Please use smc (Solaris Management Console, if Solaris Volume Management is used) or vea (if the Veritas
Volume Manager is installed) to create the following filesystems for ECM SM server installation:

NOTE Itis not required but recommended to create these filesystems.

Filesystem mount point Filesystem minimum size (in GB)

Filesystem containing Installer 5.0
images
Temporary extraction directory up to 3x the size of the installer image
(default: /tmp)

<path to your ECM SM server 10.0
installation directory>, default
location is / opt / | BM ECNVSM

If the system temporary filesystem (/tmp) is not big enough to hold the temporarily extracted InstallAnywhere
installer files it is possible to set the UNIX environment variable IATEMPDIR to a directory that has enough
free space, which then is used as extraction directory instead of /tmp.

The required database filesystem size depends on the database vendor, number of client and events handled
by the ECM SM server.

Installing Solaris patches

Because Solaris 9 does not contain some required libraries and tools the system needs to be updated with
the latest Solaris 9 recommended patches (check http://www.sun.com for more details).
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Install the Solaris 9 cluster patch (download the latest cluster patch from http://www.sun.com)

NOTE Y ou need to install the Solaris 9 recommended patches in Single user mode (init
state s).

Log on to the system in single user mode and change into the patch directory, where the cluster patch is
extracted.

Execute
Jinstall_cluster

and follow the instructions. After this installation step you need to reboot the system (normal init state)

Installing required Software packages

Perl

Use the following command to check for perl:
pkginfo | grep - perl

The system should print out the following information:

system SUNWbpl 5m Perl 5.005_03 Referensystem SUNWopl 5p Per |

5.005_03 (PCOD Dosystem SUNWpl 5u Perl 5.005_03system SUNWI 5m
Perl 5.6.1 Referencesystem SUNWI 5p Perl 5.6.1 (POD Docunsystem

SUNWI 5u Perl 5.6.1 (core)system SUNWI 5v Perl 5.6.1 (non-core)

Ref er ensyst em SUNWopl 5p Per|l 5.005_03

(POD Dosystem SUNWopl 5u

Perl 5.005_03system SUNWHI 5m Per |

5.6.1 Referencesystem SUNWI 5p Perl 5.6.1

(POGD Documsystem SUNWI 5u Per |

5.6.1 (core)system SUNWBI 5v Perl 5.6.1

Install missing Perl packages from Solaris 9 Operating System CD 1.

Mount Solaris 9 Operating System CD 1, change into the Sol ari s 9/ Product directory and install all
missing file packages with the following command

pkgadd - d $PVWD SUNWI 5u SUNWI 5v SUNWopl 5u SUNWI 5p

Solaris 10

Creating filesystems

Please use smc (Solaris Management Console, if Solaris Volume Management is used) or vea (if the Veritas
Volume Manager is installed) to create the following filesystems for ECM SM server installation:

NOTE Itis not required but recommended to create these filesystems.
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Filesystem mount point Filesystem minimum size (in GB)

Filesystem containing Installer 5.0
images
Temporary extraction directory up to 3x the size of the installer image
(default: /tmp)

<path to your ECM SM server 10.0
installation directory>, default
location is / opt / | BM ECVEM

If the system temporary filesystem (/tmp) is not big enough to hold the temporarily extracted InstallAnywhere
installer files it is possible to set the UNIX environment variable IATEMPDIR to a directory that has enough
free space, which then is used as extraction directory instead of /tmp.

The required database filesystem size depends on the database vendor, number of client and events handled
by the ECM SM server.

Installing Solaris patches

Because Solaris 10 does not contain some required libraries and tools the system needs to be updated with
the latest Solaris 10 recommended patches (check http://www.sun.com for more details).

Install the Solaris 10 cluster patch (download the latest cluster patch from http://www.sun.com)

NOTE Y ou may needtoinstall the Solaris 10 recommended patchesin Single user mode
(init state s).

Log on to the system in single user mode and change into the patch directory, where the cluster patch is
extracted.

Execute
Jinstall_cluster

and follow the instructions. After this installation step you need to reboot the system (normal init state)

Installing required Software packages

Perl

Use the following command to check for perl:
pkginfo | grep - perl

The system should print out the following information:
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GNOVE2 SUNWper | - xm - par ser XM.: : Parser PERL nmodul eGNOVE2

SUNWper | - xm - par ser -devel -share XM.:: Parser PERL nodul e devel oper files - platform
i ndependent files, /usr/sharesystem SUNWper | 584core Per

5.8.4 (core)system SUNWper | 584man Perl 5.8.4 Reference Manua
Pagessystem SUNWper | 584usr Perl 5.8.4 (non-core)

PERL nodul e GNOVE2 SUNWper | - xm - par ser - devel -share XM.:: Parser PERL nodul e devel oper
files - platformindependent files,

/usr/sharesystem SUNWper | 584cor e Per |

5.8.4 (core)system SUNWper | 584man Perl 5.8.4 Reference

Manual Pagessystem SUNWper | 584usr Per |

Install missing Perl packages from Solaris 10 Operating System CD.

Mount Solaris 10 Operating System CD and install all missing Perl file packages with the following command

Manual adjustments

OS adjustments

Verify that OS kernel parameters are configured correctly. In some cases the following parameters need to
be specified or adjusted in /etc/system file. Note: Do not decrease the values, if the parameters are specified
with higher values.

set rlimfd_nax=4096
set rlimfd _cur=1024

Note: /etc/system changes require system reboot.
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SUSE Linux

Required Perl version ECM SM server

ECM SM server requires the following software to be installed on the server system:

o perl 5 (required but NOT installed during ECM SM server install

Software installation

It is recommended to use SUSE Linux Enterprise Server Version 10 (SLES 10) or 11 (SLES 11).

For SLES 32 or 64 bit based installations you have to install these packages/modules:

o the file command
o the perl interpreter

. libstdc++33-32bit

Also, if the error message "Graphical installers are not supported by the vm" is given while the installer tries
to start, the following 32 bit libraries must be installed:

. libXdmcp.so

o libXext.so

J libXrender.so
. libXft.so

. libXi.so

. libXt.so

. libXtst.so

o libgcc.so

These libraries can be installed by the zypper package manager from the commandline or yast2; e.g.:

# zypper install |ibstdc++33-32bit

Creating filesystems

Please use yast to create the following filesystems for ECM SM server installation:
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Filesystem mount point

Filesystem minimum size (in MB)

Filesystem containing Installer
images

5.0

Temporary extraction directory
(default: /tmp)

up to 3x the size of the installer image

<path to your ECM SM server
installation directory>, default
location is / opt / | BM ECVEM

10.0

If the system temporary filesystem (/tmp) is not big enough to hold the temporarily extracted InstallAnywhere
installer files it is possible to set the environment variable IATEMPDIR to a directory that has enough free

space, which then is used as extraction directory instead of /tmp.

The required database filesystem size depends on the database vendor, number of client and events handled

by the ECM SM server.
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Windows

Required Perl version ECM SM server

ECM SM server requires the following software to be installed on the server system:

o perl 5 (automatically installed during ECM SM server installation)

o shell (installed during ECM SM server installation)

Creating filesystems

Please use the disk management tool to create the following filesystems for ECM SM server installation:

Filesystem mount point Filesystem minimum size (in GB)

Filesystem containing Installer 5.0
images
Temporary extraction directory up to 3x the size of the installer image
(default: % TEMP%)

<path to your ECM SM server 10.0
installation directory>, default

location is C: \ Program [
Fi | es\ | BM ECMSM

If the system temporary filesystem (% TEMP%) is not big enough to hold the temporarily extracted Instal-
IAnywhere installer files it is possible to set the environment variable TMP to a directory that has enough
free space, which then is used as extraction directory instead of % TEMP%.

The required database filesystem size depends on the database vendor, number of client and events handled
by the ECM SM server.
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Preliminary Considerations

Enhanced security - FIPS 140-2 compliant password
encryption

Why must ECM SM store passwords?

Some ECM SM components, especially monitors, need access to services that are protected via credentials.
E.g. a database monitor must log-in at the database to check if it is available.

Therefore the credentials (user and password) need to be stored in the configuration files. Although the
credentials are stored encrypted, it is recommended to use a technical user with limited permissions for
monitoring.

Improper chracters within passwords

The special characters double quotes (“), Dollar sign ($), semi colon (;), hash (#) and grave accent (°) are
not supported within passwords.

FIPS-140-2 compliant password encryption

ECM SM uses a FIPS-140-2 compliant encryption when storing passwords. There are three keys that are
needed to encrypt sensitive data. All of these keys are also needed to decrypt the data.

username or filename
The first key is the username or filename the password is associated with.

keyfile
There is a key file in each ECM SM agent and server installation which contains the second key
that is used for encryption. The key within this file is created at installation time and is specific to
the ECM SM installation. The keyfile is stored in the . keys subdirectory of the server or agent
installation. It is recommended to protect this directory using the operating system specific methods
to avoid other users than the user running the agent having access to the keyfile.

The keyfile for an agent is generated by the server and stored on the agent by 'Accepting' an agent
in the 'Connected Agents' view.

the agent id
The key within the keyfile is encrypted with the agent id of the ECM SM.
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ECM SM uses a AES-128 algorithm twice with different keys (username/filename and keyfile content) to
encrypt passwords.

Migration of configuration files from ECM SM prior 5.2

Prior versions of ECM SM used an other mechanism for password encryption. Passwords from older version
can still be decrypted by the current version of ECM SM. So all monitors and tasks will still work. Once the
configuration is changed, passwords are stored using the new algorithm described above. This requires an
upgraded agent, use the task 'Upgrade CALA_REX Agent' to upgrade an old ECM SM agent.
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SSL authentication in CALA_REX

Basics - How SSL authentication works

Overview
SSL authentication uses certificates and certificate chains. Each certificate must be signed by another cer-
tificate except of so called root certificates, which is self-certified.

The authenticity of an certificate can be verified by following the certificate chain up to one certificate which
is known to be trustworthy.

Root Certificate (E)

sighed by

trusts signhed by

A client connects to a server and sends its certificate ( B) which has been signed with ( D) which has been signed with
(E) . Since the server nows, that (E) is trustworthy, it can verify the authenticity of ( B) .

A simple certificate chain for authenticating a client
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Root Certificate (E)

sighed by

sighed by

trusts signed by

Another example for certificate chains when authentication clients
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Root Certificate (E)

sighed by

trusts sighed by

Another certificate chain example with a longer certificate chain

For a further control, the applications should also do some additional checks after the validity of the certifi-
cates has been approved. It could for example check if the ip address or hostname of the client is the same
as specified in the certificate. This avoids clients from connecting with a certificate copied from another client.

Certificate files

While installation, the following files are created in the keys subdirectory of the ECM SM server installation
directory.

root _cert. pentthe certificate of the root ca

root cert. srl:the serial number file of the root ca

root key. pem the private key for the root certificate
serverca_cert. pem the server ca certificate
serverca_cert.srl:the serial number file for the server ca

server ca_key. pent the private key for the server ca certificate
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o trust ed cas. pent the certificates of trusted cas (includes r oot _cert. pemand serverca_
cert.pen)

o cal a_rex_srv_cert. pem the certificate used by CALA REX server

. cal a_rex_srv_priv. pem the private key of the CALA_REX server certificate file

NOTE The files starting with r oot should be moved to a safe place after successful
installation. They are useful, if the server ca certificate is compromised.

See Creating an SSL certificate for the agent for a description for creating SSL certificates for clients.

The default passwords for the private keys

This table shows the default passwords for the private keys as they are created while installation of
CALA_REX server and client.

root _key. pem cAl ar EXr 00TCaPAsswORd
serverca_key. pem cAl ar EXSer V3r CaPAsswORd
cala_rex_srv_priv.pem cAl ar EXseRver PAsswORd
cala rex_cli_priv.pem cAl ar EXcL1lent PAsswORd

Integrating CALA_REX into an existing public key
infrastructure

For integrating ECM SM into an existing public key infrastructure, the following files must be created:

o trust ed cas. pentthe certificates of trusted certificate authorities in PEM format
o cal a_rex_srv_cert. pentthe certificate used by CALA_REX server in PEM format

o cal a_rex_srv_priv. pent the private key of the CALA_REX server certificate file in PEM format

The files need to be copied to the keys subdirectory of the ECM SM installation directory. If done so before
the installation of CALA_REX server software, the files are detected while installation and are not replaced.

Certificate requirements

Custom generated certificates need to have some fields set to specified values when used with CALA_REX.
See the sections below for a description of this fields. Certificates and certificate chain files used with
CALA_REX need to be stored in the PEM format.
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CALA_REX server

o the commonNarnre field must contain the servers' hostname
o for each network interface CALA_REX server listens on, a subj ect Al t Nanme entry must be present
o for each hostname alias of the ECM SM server, a subj ect Al t Nanme entry must be present

o the ext endedKeyUsage field must contain the entry for server authentication (OID 1.3.6.1.5.5.7.
3.1)

CALA_REX client

. the compnName field must contain the clients' hostname

. the network interface which is used to connect to CALA_REX server, a subj ect Al t Nane entry
must be present

. for each hostname alias of the ECM SM client, a subj ect Al t Nane entry must be present

. the ext endedKeyUsage field must contain the entry for client authentication (OID 1.3.6.1.5.5.7.3.2)

Configuration details for CALA_REX clients and servers

Default configuration

To make the user's life as easy as possible, the default configuration should work the following way:
. the default names for certificate files are:

o $CENI T_ROOT/ keys/ trusted cas. pem( ECM SM client and server)
. $CENI T_ROOT/ keys/ cal a_rex_srv. pem(ECM SM server only)
° $CENI T_ROOT/ keys/ cal a_rex_cli.pem(ECM SM client only)
o if the necessary certificate files are found, CALA_REX automatically switches to authenticated mode

o using the default configuration, the server accepts both authenticated and anonymous client and
application connections

o The certificates created by the webconsole have a well defined format. The default configuration ver-
ifies the certificate using fields from this format, further configuration is only needed, when a cus-
tomer uses self created certificates.
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new configuration parameters for CALA_REX clients and servers

name

description

default value

host db. col . ci phers

The database column to receive

the cipher algorithms used on the

client connection (CALA_REX
server only)

CSM_CI PHERS

host db. col . cert

The database column to receive
the client's certification data
(CALA_REX server only)

CSM_CERT

ssl . al | owanoncnx

Specifies for which connection
types anonymous connections
are allowed. One of the values:
none, appl i cation,client,
client_and_application
(CALA_REX server only)

client_and application

ssl.trustcert.file

The file containing a trusted cer-
tificate

$CENI T_ROOT/ keys/ t r ust -
ed O
cas. pem

ssl.trustcert.dir

A directory containing trusted cer-

tificates

NULL

ssl . cipherli st

The list of ciphers to use (see
OpenSSL documentation)

ALL: I LOW ! EXP: !
VD5: @STRENGTH

ssl.verifydepth The maximum length of the verify 3
chain.
ssl.certificate The certificate to be senttothe  gceni T [

connection peer

ROOT/ keys/ cal a_0O
rex_srv_0
cert. pem(srv)

$CENI T_OJ

ROOT/ keys/ cal a_0O
rex_cli_O

cert. pem(cli)

ssl . keystore

The keystore containing the pri-
vate key

$CENIT_O
ROOT/ keys/ cal a_0O

rex_srv_0O
priv. pem(srv)

$CENI T_[J

ROOT/ keys/ cal a_O
rex_cli_O

priv. pem(cli
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name description default value

ssl . keyst ore. passwor d The (pwdcrypt encrypted) pass-  11201e1900242a0b1733041d000
word for the keystore. 31330b0116422a1600 (srv)

11201e1900242a1b3e501716060]
31330b0116422a1600 (cli)
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Integrating ECM SM into an existing authentication
system

The user management of ECM SM can be configured to used existing directory services for user authen-
tication.

The currently supported directory services are:

. IBM Tivoli Directory Server

o Microsoft Active Directory Service
. Sun Java Directory Server

o Novell eDirectory Server

. the ECM SM native authentication service

See section Configuring LDAP authentication in the chapter Installing ECM SM Server.

The default roles used by ECM SM

The roles listed below are preconfigured afterECM SM installation. These roles may be modified or additional
roles may be added afterwards.

fsm_user
User role for ECM SM WebConsole. Allow basic access to the web server (login, logout), see hosts
and events.

fsm_operator
Operator role for ECM SM WebConsole. Additional right to acknowledge events and to see Current
CALA_REX Hosts.

fsm_admin
Administrator for ECM SM WebConsole monitoring. Execute any CALA_REX action, close events,
delete monitors and manage hosts.

fsm_useradmin
Administrator for ECM SM WebConsole monitoring and web server administration. Additional right
to manage user (create, change and delete).
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Installing ECM SM Server

Installation Prerequisites

Ensure all prerequisites listed in chapter Installation Requirements and Server Preparation are fulfilled.
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Server Installation process

Starting the installer

During ECM SM server installation the following components will be installed and configured:

. JDBC parameters and the JDBC database connection to the database will be checked

o ECM SM Web Console will be installed and services will be created (unless WebSphere based
installation is selected).

o ECM SM WebSphere application archives will be created (if WebSphere based installation is select-
ed).

o All agent install and configuration files including the agents and platform specific JRE archives
. Database tables will be created and data will be imported (unless DDL-creation only is specified)

. ECM SM CALA_REX Server agent will be installed, configured and started

Note: for full ECM SM server installation you'd need the following three InstallAnywhere install Images:

ECM SM server install image
This platform specific installer image contains all server-related components.

ECM SM All JRE's archives
This package contains JRE archives for all platforms. These archives are required for using ECM
SM Admin GUI tools and to update existing ECM SM CALA_REX 4.0x agents.

Note: There is a Windows-based JRE-archives InstallAnywhere install image and an All-UNIX In-
stallAnywhere install image available.

This installation image can automatically be installed as sub-package of the ECM SM server install
image. If installed separately on UNIX systems this image requires manual extension of the system
variable PATH to a Java JRE version 7 binary, which is required during installation. Note: Add the
Java JRE installation directory $CENIT_ROOT/jre/bin provided by the server installer to the path
variable.

ECM SM CALA_REX All agents images
This installation image contains CALA_REX agent InstallAnywhere images for all platforms. This
Image is required, if any kind of agent (managed systems) is to be installed.

Note: There is a Windows-based CALA_REX InstallAnywhere install image and an All-UNIX Instal-
IAnywhere install image available.

This installation image can automatically be installed as sub-package of the ECM SM server install
image. If installed separately on UNIX systems this image requires manual extension of the system
variable PATH to a Java JRE version 7 binary, which is required during installation. Note: Add the
Java JRE installation directory $CENIT_ROOT/jre/bin provided by the server installer to the path
variable.
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If you do not have enough temporary space at /tmp (UNIX/Linux) you can specify the variable | ATEMPDI R,
that should point to a filesystem with enough space to extract the installAnywhere archive.

If you do not have enough temporary space at %8 MP%and %0 EMP%(Windows) you have to set the variable
TEMP and TMP. The variables must point to a local partition with enough space to extract the installAnywhere
archive. The directory cannot be located on a file share, it must be on a local disc.

Starting the InstallAnywhere install image on UNIX:

./1BM_ECM SM SERVER . bi n

Starting the InstallAnywhere install image on Windows:

./1BM ECM SM SERVER. exe
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NOTE If using Windows 2012 as operating system, set the compatibility modeto "Win-
dows 7" in the properties of thefile"IBM_ECM_SM_SERVER.exe".

4 Files Currently on the Disc (2)
@ IBM_ECM_5M-5.2.0-001-Win 27.04.2015 1549 Application 479,458 KB
|| IBM_ECM_5M-5.2.0-001-Win exe,MD5 27.04.2015 15:49 D5 File 1EB

s IEM_ECM_5M-5.2.0-001-Wir Properties

Generalf] Compatibility Fhetsils

If this program isn't working correctly on this version of Windows,
try running the compatibility troubleshooter.

| Fun compatibility troubleshoaoter |

How do I choose compatibility settings manually?

Compatibility mode
Run this program in compatibility mode for:

| Windows 7 W

Settings
[]reduced color mode

3-bit (258) color

|:| Run in 540 x 480 screen resolution

[ | pisable display scaling on high DPI settings
[]Enable this program to work with SkyDrive files

["1Run this program as an administrator

| Change settings for all users |

oK || Cancel || Apply |

Changing the Compatibility Mode for the InstallAnywhere install image on Windows:
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InstallAnywhere options:

-D NOADDITIONALSPACE=true
Normally the installer including sub-images requires a lot of free space in the installation directory.
If you'd want to overwrite an existing installation (same or previous version) than you can force
the installer to just check for the minimum free space in the installation directory. Set the variable
NOADDITIONALSPACE to true.

After starting the InstallAnywhere install image the Intro panel is displayed.

S 7
Install&Anywhere

T Inztallérpwhers bereitet die [nztallation war...

Abbrechen

[C] 2012 Flexera Saftware LLC

- P

ECM SM Installation: Intro panel

The ECM SM splash image is displayed short term afterwards.
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r L el =
@ IBM Enterprise Content Management System Monitor Server o — r= el

IBM® Enterprise Content Management System Monitor
Version 5.2.0

Licensed Materials - Property of IBM Corp. 5724-R91 @ Copyright 2000-2014 CENIT AG, Germany; © Copyright 2005, 2014 IBM
Corporation. |1BM and the IBM lego are trademarks of |IBM Corporation. registered in many jurisdictions worldwide. Built on Eclipse is a
trademark of Eclipse Foundation, Inc. Java and all Java-based trademarks and logos are trademarks or registered frademarks of Oracle
and'or its affiliates. This Program is licensed under the terms of the license agreemeant accompanying the Program. This licenze
agreement may be either located in & Program directory folder or library identified as "License” or "Mon_IBM_License”, if applicable, or
prowvided as a printed license agreement. Please read this agreement carefully before using the Program. By using the Program, you
agree 1o these terms.

[[=N

« .

BUILT ON

2. Java

COFATRIE

ECM SM Installation: ECM SM Splash screen

You'd need to confirm the ECM SM license agreement to proceed with the installation.
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-
G IEM Enterprise Content Management System Monitor Server . =

Softwarelizenzvereinbarung

Flease read the following license agreement carefully.

International Program License Agreement e
=)
Part 1 - General Terms
E nterprise Content Managemeant BY DOWWLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN
System Monitor "BCCEPT"™ BUITCN, COR OTHERWISE USING THE PROGRAM, LICENSEE AGREES TO

THE TERMS3 OF THI5 AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS5 CN
BEHALF OF LICENSEE, YOU REPRESENT AND WARRANT THAT YOU HAVE FULL
AUTHCRITY TO BIND LICENSEE TC THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,

* DO NOT DOWNLOAD, INSTALL, COFY, ACCESS, CLICK ON AN "ACCEFI"™ BUIIOCHN,
OR USE THE PROGRAM; AND

/ * PRCMPTLY RETUEN THE UNUSED MEDIZ, DOCUMENTATICN, AND PROOF OF

ENTITLEMENT TO THE PARTY FRCM WHCM IT WAS COBTAINED FOR A REFUND OF THE
AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES COF THE
PROGRAM.

1. Definitions

"Authorized Use" - the specified level at which Licensee is authorized -

(@) 1 accept the terms in the license agreement.

() 1do not accept the terms in the license agreement.,

Install&Anywhere

[ = 4

ECM SM Installation: ECM SM license agreement

Carefully read the license agreement and select | accept ... and press Next to continue or press | do not
accept ... or cancel to exit the installation.

A short introduction text is displayed on the next panel. Press the 'Next' button to proceed.
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-
@ IBM Enterprise Content Management System Monitor Server =Ll =

Introduction

InstallArwhere guides you through the installation of IBM Enterprise Content Management Systemn
Manitar Server.

Itis strongly recommended to close all programs before you proceed with the installation.

Press Mext'to open the next windows, press the 'Previous' button if vou want to re-open the previous
wirc oy,

Enterprise Content Management

System Monitor n " " :
You can stop the installation at any time by pressing the 'Cancel’ Button.

Help for the displayed panel is available through the ‘Help' hutton.

S

InstallAmahere

Help Previous l [ Next

[ — -]

ECM SM Installation: Introduction screen

Detecting previous installations

The installer detects previously installed ECM SM server components.
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.
gement System Monitor Server EI_IE

Update | Reinstallation of the product

-
a IBM Enterprise Content M.

An existing 4.5+ ECM SM installation
at location C:\Program Files (x86 MBMECMSM was detected.

Please select one of the following options:

Enterprise Content Management

System Monitor
Mew Install -

Selecting ‘"New Install® means that the previous installation of
ECM SM server at
C:'Program Files {x86)IBMECMSM can no longer be used, because

only one ECM SM server
installation instance is supported on a server.

Mote: The previous installation directory will be unchanged,
until a new installation directory is selected.

InstallAnmawhere

Cancel ] l Help Previous l ’ Mext

[ -_— e 4

ECM SM Installation: Installation type screen - New Install

If this is not an initial installation of the software on this system you can select the installation type.
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-
I;J IEM Enterprise Content Management System Monitor Server = e

Update / Reinstallation of the product

An existing 4.5+ ECM SM installation
at location C:\Program Files (x86\IBMIECMSM was detected.

Please select one of the following options:

Enterprise Content Management

System Monitor
Reconfigure Only -

Reconfigure only means the installer will not install components of
ECM SM on the system into the existing
installation directory C:\Program Files (x86yIBMECMSHM.

This selection is used to change global configuration
/ settings (ports, LDAP settings, etc) of the installation.

Mote: Activating the ‘Re-Initialize Database' will delete all existing data.

If you'd want to re-initialize the database activate check the following checkbox!
[] Re-Initialize Database

Installamywhere

Cancel ] ’ Help Previous ] [ Mext

ECM SM Installation: Installation type screen - Reconfigure Only

In the case the system detects an previous installation the installation type 'Reconfigure Only' can be select-
ed.

Note: Only check the 'Re-Initialize database’', if you want to clear the complete database.
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-
Q IBEM Enterprise Content Management System Monitor Server

E nterprise Content Management

System Monitor

B

InstallAnywhere

Update / Reinstallation of the product

An existing 4.5+ ECM SM installation
at location C\Program Files (x86 MBMECMSM was detected.

Please select one of the following options:

:Upgrade

Update means the installer will use the existing installation
directory C:'Program Files (x86)IBM'ECMSM.

All product components will be installed and configured again.
Existing service / agent settings will be removed and installed again.

Mote: This selection will update the existing database

including content! it is recommended to create a backup hefore you proceed.

Cancel ] ’ Help

Previous ] ’ Mext

ECM SM Installation: Installation type screen - Upgrade

If you want to upgrade an existing installation select the installation type ‘Upgrade’.
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Configuration Options

Setting the installation directory

F Bl
9 IBM Enterprise Content Management System Monitor Server ==
Installation folder
Please specify the ECM SM server installation folder.
Enterprise Content Management
System Monitor
Where do you want to install the ECM SM server components?
C:\Program Files (x86)\IBMECMSM
Restore Default Folder ] ’ Choose...
Install&mpihere
Cancel ] ’ Help Previous ] | Mext
- ] ]

ECM SM Installation: Specify the installation folder

Select Choose... to adjust the installation location of the ECM SM software and click the Next button.

NOTE Press Restore Default Folder to reset the selected installation folder.
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Selecting the Server installation type

-

I,J IBM Enterprize Content Management System Monitor Server l = 23

Select Installation type and local host name

Select one of the available installation types

Enterprise Content Management

System Monitor
Local Hostname (correct name resolution required - full qualified host name)
N7P00157B64B1T.de. cenit-group. com

Enable ECM SM Server installer debugging

/ .Complete Installation (all server components) -

Complete Installation means all server components

{CALA_REX Server, Database initialization, GUI Server and Event Server)
will be installed on the local system.

By executing this installer on another system additional GUI Server or
Event Server instances can be installer.

It is recommended to install a CALA_REX agent to be able to monitor and controll Server
components.

Add CALA_REX Agent - recommended for all Servers

InstallAmpwhere

Cancel ] ’ Help [ Previous ] | Mext

ECM SM Installation: Specify the Server installation type (Complete installation)

Adjust the detected full qualified hostname, in the case the detected network settings aren't correct. Enable
of disable the checkbox 'Enable ECM SM server installer debugging' in the case you expect issues or you
need additional installation information.

Select Complete installation in the case you want to install all ECM SM Server components. All components
are: Database initialization, CALA_REX server, Event Server and GUI Server. AECM SM CALA_REX Agent
can optionally be installed on the server by activating the corresponding checkbox.
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() IBM Enterprise Content Management System Monitor Server EI_IéJ

Select Installation type and local host name

Select one ofthe available installation types

Enterprise Content Management

System Monitor
Local Hostname (correct name resolution required - full qualified host name)
MN7PO0157B54BIT. de. cenit-group.com '

Enable ECM SM Server installer debugging I

Primary Server contains the following components:
CALA_REX Server, Database initialization, Download Server. '
Optionally the Download Server can be replaced by the GUI Server component.
Mote: This installation type requires at least another installation on a

remote system running the Event Server and the GUI Server component I
{unless the Download Server wasn't replaced ba the GUI Server).

/ :Primary Server - Core component installation -

It is recommended to install a CALA_REX agent to be able to monitor and controll Server
components.

[] Add GUI Server component instead of the Download Server |

Add CALA_REX Agent - recommended for all Servers

Install&nywhere

Cancel ] ’ Help Previous ] ’ Mext ]

ECM SM Installation: Specify the Server installation type (Primary Server installation)

Adjust the detected full qualified hostname, in the case the detected network settings aren't correct. Enable
of disable the checkbox 'Enable ECM SM server installer debugging' in the case you expect issues or you
need additional installation information.

Select Primary Server - core component installation in the case you want to install only the core ECM SM
Server component. Minimum core components are: Database initialization, CALA_REX server, Download
Server or optionally instead of the Download Server a GUI Server.

NOTE The Primary Server isasubset of the Complete installation, without an addition-
al GUI Server and Event Server installation as Secondary Server installation the
ECM SM System architecture is not complete. A ECM SM CALA_REX Agent
can optionally be installed on the server by activating the corresponding check-
box.
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4 e P
Q IEM Enterprise Content Management System Monitor Server [ = ﬂ_hj

Select Installation type and local host name

Select one of the available installation types

Enterprise Content Management

System Monitor
Local Hostname (correct name resolution required - full qualified host name)
M7PO00157B64BIT. de. cenit-group. com

Enable ECM SM Server installer debugging

/ :Secondary Server - select dedicated components -
— Secondary Server means the components GUI Server, Event Server
y and for CALA_REX Agent can he installed localhy.

A communication to the Primary Server is required during the installation,
the CALA_REX Server Service f daemon has to run on the Primary Server.

It is recommended to install a CALA_REX agent to be able to monitor and controll Server
components.

Add Event Server component
add GUI Server component

Add CALA_REX Agent - recommended for all Servers

InstallAnywhere

Cancel ] [ Help

[ Previous ] [ Mext

ECM SM Installation: Specify the Server installation type (Primary Server installation)

Adjust the detected full qualified hostname, in the case the detected network settings aren't correct. Enable

of disable the checkbox 'Enable ECM SM server installer debugging' in the case you expect issues or you
need additional installation information.

Select Secondary Server - select dedicated components in the case you want to install ECM SM an Event

Server and / or GUI Server component. A ECM SM CALA_REX Agent can optionally be installed on the
server by activating the corresponding checkbox.
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r
G IBM Enterprise Content Management System Monitor Server ==

Specify Update settings for existing server

The installer found an existing ECM SM Server
installation at C:\Program Files (x86MBMECMSM.

Adjust or confirm the full qualified hostname and
debugging seltings of the installer.

Enterprise Content Management

System Monitor
Local Hostname (correct name resolution required - full qualified host name)
MN7PO0157B64BIT. de. cenit-group.com

Enable ECM SM Server installer debugging

Install a CALA_REX Agent to the Server to be able to monitor and automatically restart Server

components (fixed Service-Prefix: _srvagnt, Agent CALA_REX port: 23804)
/ CALA REX Agent onthe Server syster

InstallAnmnihere

Cancel ] ’ Help Previous ] ’ Mext

ECM SM Installation: Specify Update settings for existing server (5.1 Upgrade installation)

Adjust the detected full qualified hostname, in the case the detected network settings aren't correct. Enable
of disable the checkbox 'Enable ECM SM server installer debugging' in the case you expect issues or you
need additional installation information.

A ECM SM CALA_REX Agent can optionally be installed on the server by activating the corresponding
checkbox.
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Setting the installation directory

. — e
G IBM Enterprise Content Management System Monitor Server l = et

Specify the Primary Server information

Please specify the required information from the primary server.

Mote: the values are required and cannot be specified later. The Primary I
server components have to be started, nelwork access is mandatory.

Enterprise Content Management

System Monitor
Primary Server name (full qualified hostname)
N7PO0157B64BIT

Primary Server CALA_REX Port) 23802

Primary server administrative user name | admin

? / Primary server administrative password| sesss|

Install&nywhere
Cancel ] ’ Help Previous ] [ Mext

ECM SM Installation: Specify the Primary Server settings for a Secondary Server installation

In the case a Secondary Server installation the installation process need CALA_REX communication to the
Primary Server. Therefore specify the full qualified Primary Server name and the Primary Server CALA_REX
port (Default value 23802). In addition the administrative user account and password has to be specified
to download required files (settings information, JDBC driver files, etc) from the Primary Server. Once you
specified the parameters click the Next button. The download will proceed. In the case of an error a error
panel will be displayed and the installer will go back to the Settings panel. Correct the settings in this case
and / or verify the network communication and check whether CALA_REX Server is activated on the Primary
Server.

Configuring basic ECM SM parameters

The next four panels show the Basic ECM SM Server Settings. The first screen shot shows the basic para-
meters, if the Embedded Jetty Server is selected as web application server to be used.
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.
Q IBM Enterprise Content Management System Monitor Server ® =

Primary Server Basic settings

Specify the appropriate ECM SM server seltings here.

Enterprise Content Management
System Monitor I
Weh Application Server type ) o
_Embedded Jetty Server v |
ECM SM Web Server GUI and download port| 23930
:Unsecure / http access -
?r/ Event Reception Port (Monitoring / CALA)| 23840 1
e [] Only Allow current CALA_REX agents
Optional: Services/Agents User (required for MS3QL Windows authentication) (]
Jsrvuser b I

Windows only: Password of Services/Agents user

CALA_REX Server port| 23802

| If the system has more than 1 network adapter, but CALA_REX needs to be bound to one
specific adapter specify the IP address of the adapter here {IP version 4 onhy)
Optional: CALA_REX IP address

InstallAnywhere
Cancel ] [ Help Previous l ’ Mext

ECM SM Installation: Basic Settings for Unsecured / HTTP-based Jetty Web Server

Embedded Jetty Server
The embedded Jetty Web Application Server will be used as GUI and Event Server web application
server.

IBM WebSphere
An existing IBM WebSphere Application Server will be used as GUI and Event Server web appli-

cation server.

NOTE The license for the IBM WebSphere Application Server needs to be
purchased separately. See Har dware and Softwar e Requirements Guide
for information about supported IBM WAS versions.

If Embedded Jetty Server with Unsecure / HTTP access is selected, the GUI port must be specified.

ECM SM Web Server GUI and Download Port
Default value is 23990, any unused port can be chosen.
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r - - - — *
G IBEM Enterprise Content Management System Monitor Server ==

Basic Server settings

Specify the appropiate ECM SM server seltings here.

Enterprise Content Management

System Monitor

»

Weh Application Server type
|Embedded Jetty Server - |

ECM SM Web Server GUI and download port) 23950

:Secured | https access v:
/ Specify either an existing keystore or a new keystore to be created 1
Full qualified keystore file name including path

=/ C:'\Program Files (x86)\IBM\ECMSMecmsm. key

Generate specified keystore

Restore Default ” Choose... —

Keystore password| essssssesss

Optional: SSL key password. If unsetthe store password will be used. | sssssssssse

Event reception port (CALA)| 23840

ECM SM Server name N7PO015754Bit.de.cenit-group.com

Install&nywhere

Cancel ] l Help Previous l ’ Mext

ECM SM Installation: Basic parameters for secured / HTTPS-based Jetty Web Server

If Jetty Web Application Server with Secured / HTTPS access is selected, the following additional parameters
need to be specified:

ECM SM Web Server GUI and Download Port
Default value is 23990, any free port can be chosen.

Full Qualified Keystore File Name
Specify the full qualified file name of the keystore file.

Generate Specified Keystore
Check the checkbox in the case, the installer shall create a temporary script, that contains the
commando to generate the keystore file.

Keystore Password
Required: Specify the password of the keystore.

Optional: SSL Key Password
The SSL key password of the Jetty application. If unset, the keystore password will be used.
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Event Reception Port (Monitoring / CALA)
This port is used to receive events from agents (managed systems). The default value of the ECM
SM server monitoring port (CALA Port) is 23840

Checkbox: Enable or disable Allow only current CALA_REX Agents
Check this, if only the newest version of the CALA_REX Agent should be allowed to connect to the
server. Don't enable this checkbo ig you plan to connect old agents.

NOTE This option isn't available during upgrade installation.

ECM SM Server Name
This parameter contains the full qualified IP name of the ECM SM server

Checkbox: Enable or disable ECM SM Installation Debugging
Check this, if you encountered issues installing ECM SM Server for detailed information / logging.

NOTE Checking this checkbox does not enable debugging of the application
itself.

Optional: Services / Agents User
If this parameter is specified, the services / agents will be installed via this user account. Otherwise
the service / daemon will be started as Local Syst em(Windows) or r oot (UNIX/ Linux). For Win-
dows domain accounts use either <domai n- name>\ <user - name> or <user - nane>@donai n-
name>.

NOTE On Windows systemstheinstalling user aswell asthe service user need
to be member of the Administrators and Users groups (or have corre-
sponding permissions) and must also havetheLog on as a ser-
Vi ce permission.

IMPORTANT MS SQL Server Windows Authentication requires this parameter
to be set.

Windows Only: Password of the Services User
On Windows-based systems the password is required, if a Services / Agents User is specified.

CALA_REX Server Port
This parameter defines the server-side port of the agent that is responsible for agent installation,
task execution and other action taken on agents.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Installing ECM SM Server 69
Server Installation process

F = é See documentation for further information regarding CALA_REX Server libpathadd variable.
—— Optional: CALA_REX libpathadd variable:

_.‘ "

[] CALA_REX additional parameters

Authentication / LDAP

:No LDAP [ ECM 5M internal authentication
[ Enable RAP (WEB GUI) OSGi console
[] Enable EventServer 0SGi console

[7] Enable ECM SM Event Server and GUI Debugging

InstallAnywhere
Cancel ]’ Help ]

’ Previous ] ’ Mext

ECM SM Installation: Basic Server Settings (All Web Application Servers)

Optional: CALA_REX IP Address

If specified, the CALA_REX agentis bound to this IP address only. Specify a value here, if a multi-1P
address system should be bound to one specific IP address only.

NOTE Use 0. 0. 0. 0, if the CALA_REX service shall bind to all network
devices.

Checkbox: CALA_REX Additional Parameters
If checked, you can specify another CALA_REX relevant property and its value.

The next Basic Server Settings screen shot shows the required parameters, if IBM WebSphere Application
Server is selected as web application server.
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Basic Server settings

Specify the appropriate ECM SM server settings here.

Enterprise Content Management

System Monitor
Weh Application Server type )
| I6M WebSphere

WebSphere Server name (hostname) | N7P0373464B1T de, cenit-group.com

WebSphere Server port| 23950

m

ECM SM GUIl application context root| ECM_SM_SERVER

P_/ Datasource name|ECM_SM_DS

ECM SM download port| 23930

Event reception port (CALA)| 23840

ECM SM Server name | N7P0373464961T. de. cenit-group.com

Enable ECM SM Server installer debugging

Optional: Services [ Agents User (required for MS30QL Windows authentication)

InstallAmywhere

Cancel ] [ Help

Previous ] ’ Mext

ECM SM Installation: IBM WebSphere AS Parameters

WebSphere Server Name (Hostname)

Specify the IP or hostname of the IBM WebSphere Application Server, on which the ECM SM
enterprise applications will be deployed.

WebSphere Port
The default value is 9080. Verify the port settings via your WAS Administrator.

ECM SM GUI Application Context Root

Default value of the context root is ECM_SM_SERVER. This is the name of the ECM SM GUI
enterprise application within WebSphere Application Server.

WebSphere Datasource Name

A data source with this name needs to be defined within IBM WebSphere Application Server for the
database connection. The creation of a data source is described in the Creation of a datasource
on IBM WebSphere chapter.

NOTE All data source settings should match the database settings specified
later.
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ECM SM Download Port
The JRE archives and CALA_REX agent installer packages, located on the ECM SM Server, are
downloaded from this port. This is a minimized Embedded Jetty Web Application Server running
on the ECM SM Server.

The third Basic Server settings screen shot shows the lower part of the scroll area. It contains the LDAP
authentication type parameter and two parameters for debugging and advanced server settings.

= ; See documentation for further information regarding CALA_REX Server libpathadd variable.
__' Optional: CALA_REX lippathadd variable:
[] cALA_REX additional parameters

Authentication / LDAP

\No LDAP J ECM 5M internal authentication -

m

[7] Enable RAP (WEB GUI) OSGi console
[7] Enable EventServer 03Gi console

[7] Enable ECM SM Event Server and GUI Debugging

Install&Anyawhere

Cancel ‘ I Help ‘ Previous ‘ I Mext

ECM SM Installation: Basic server settings lower screen area

Enable RAP (Web GUI) OSGi Console
Check this box, if you want to enable ECM SM RAP (Web GUI) service/agent OSGi console. For
further information about OSGi consoles see the related chapter.

Enable Server OSGi Console
Check this box, if you want to enable ECM SM Server service/agent OSGi console. For further
information about OSGi consoles see the related chapter.

Enable ECM SM Event Server and GUI Debugging
Enabling this will slow down the performance of the ECM SM Event Server and GUI component.
This parameter should only be activated for debugging purposes. If you have this option enabled,
check whether the debug ports for Java remote debugging are set correctly for the Event Server
and GUI debugging on the Advanced Server Settings panel. You may use the default debug port
values.

Furthermore, the enabled option will activate trace files for the Event Server and GUI component,

i.e. the $CENI T_ROOT/ <conponent _nane: gui or eventserver>/cfg/l oggi ng. conf
file will be adjusted automatically during the installation process to enable tracing.

NOTE This feature takes effect without defining any additional ports.
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0001 # Adjustnment of |ogging.conf trace file entry depending on selected [J
or desel ected installer option:
0002 de.cenit.eb.smfinca. hel per.|oghandl er. TraceFi | eHandl er. | evel = OFF

0003 # Trace files are deactivated (default value - unchecked "Enable [I
Event Server and GUl Debuggi ng" checkbox)
0004 de. cenit.eb.smfinca. hel per.|oghandl er. TraceFi | eHandl er. | evel = FINE

0005 # Trace files are activated (checked "Enabl e Event Server and GU [J
Debuggi ng" checkbox)

To disable tracing, set the value of the variable above back to OFF after you finished debugging.

In case, secure LDAP over SSL is selected from the drop-down list box under Authentication / LDAP,
additional Basic Server Settings are displayed (further LDAP parameters) beneath.

r— = f Authentication / LDAP .

LDAP aver 5SL =

Keystore file including full path
C:\daptrustdap

Restore Default l ’ Choose... =
Password of Keystore sesssssssses
Configure advanced Server settings I
[T] Enable RAP (WEB GUI) 0SGi console i
InstallAmpwhere

Cancel ] ’ Help ] Previous ] ’ Mext

ECM SM Installation: LDAPS Keystore parameters

In case, you selected the secure Jetty-based implementation and checked the Generate specified keystore
checkbox, the following panel will be displayed:
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r hl
G IBM Enterprise Content Management System Monitor Server ‘ - l = i e

Manual creation of your keystore for the Jetty Application Server

Manual creation of your keystore for the Jetty Application Server
Please open a Windows Comamnd rompt (CMD.exe) NOW and execute the following command:

Cllsers\faas\dppDatallLocallTempi112303 tmp\createkey.cmd

The script will prompt for several parameters. Itis absolutely required that you enter the exact values
Enterprise Content Management provided below:
System Monitor Parameter 1: N7P0015764Bit.de.cenit-group.com
Parameter 2: 1BM ECM 5M
Parameter 2 1BM ECM SM
Parameter 4: Press enter without typing any value
Parameter 5: Press enter without typing any value
Parameter 6: Press enter without typing any value
Confirmation: Specify the language specific requested confirmation string (yes, ja, si, etc)

/ Press the ‘Next’ buiton after you've created the key store.
E/ The command will create the previously configured keystore file. Press the ‘Next bulton to proceed.

Installannihere

Help [ Previous ] [ Next

ECM SM Installation: Jetty keystore generation instructions (Windows)

A similar panel will be opened for UNIX/Linux-based systems with instructions about the creation of the
keystore. Do not proceed without successful manual execution of the displayed command.

Configuring event forwarding

The next four screen shots show the ECM SM event forwarding functionality.

Detailed event forwarding setup like Recipients, etc is done in the ECM SM Event Console after setup.

Event forwarding as E-Mail

The first event forwarding settings screen shows the required SMTP (email) forwarding parameters.
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r - - k
G IBM Enterprise Content Management System Monitor Server - =

Event forwarding settings

Specify the ECM SM event forwarding seltings here.

E nterprise Content Management

System Monitor

Forwarding via Email (SMTF) -
:Enable Email Forwarding (SMTP) v:

SMTP Server name (full qualified DNS name) | mysmtp.example.com

SMTP Server port| 25
/ SMTP email account to forward events | ecmsm@examply.com
= / SMTP authentication user (optional) ecmsm

Password of authentication user| sessessses|

m

ECM SM Installation: SMTP (eMail) Event forwarding

The following SMTP parameters are required for email forwarding.

SMTP full qualified IP Server name
Specify the name of the email server

SMTP Server port (default: 25)
Specify the port of the SMTP server to be used

SMTP email address to be used
Specify the email-address to be used, e.g. myaccount@domain.com

SMTP Authentication method
Select on of the supported authentication methods (LOGIN, PLAIN, DIGEST-MD5, NTLM or SASL)
or 'Disable SMTP authentication'. If authentication is enabled the following two parameters (SMTP
user and password) are required.

SMTP Authentication user
If Email authentication is required use this email account to authenticate emails

Password of the SMTP authentication user
Use this password to authenticate the user.

NOTE The password will be displayed shadowed.
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Event forwarding via SNMP

The second Event forwarding settings screen shows SNMP (Simple Network Management Protocol) para-
meters.

i - - ™
0 TRM Fnterprize Cantent Management System Monitor Server - == &l

Event forwarding settings

Specify the ECM SM event forwarding seitings here.

E nterprize ‘Content Management

System Monitor
Forwarding via SMNMP protocol
:Enable SNMP Event Forwarding -

SMMP Server name or IP address| 10.23.30.40

/ SNMP Version 2C Inform =
r, SNMP part| 151 ‘ ‘

- SMMP Enterprise OID | 1.3.6.1.4.1.8235

ECM SM Installation: SNMP Event forwarding

The following SNMP parameters are required for SNMP-Trap forwarding.

SNMP manager full qualified IP name
Specify the name of the SNMP manager to be used for SNMP forwarding.

SNMP type
Select one of the following SNMP types from the list: SNMP v1, SNMPv2 or SNMPv2 Inform Contact
your SNMP Manager administrator for further information about SNMP versions

SNMP manager port (default: 162)
Specify the required SNMP port of the server

SNMP OID (default: 1.3.6.1.4.1.8235)
You may want to adjust the SNMP OID. If you change the OID you'd need to adjust the prepared
SNMP MIB and trap definition files shipped with the product

Event forwarding to HP Operations (HP OVO)

The third Event forwarding settings screen shows HP Operations (HP OVO) settings.
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ii

Forwarding to HP OVO

m

:Enable Forwarding to HP OVO

HP OVO Server name (full qualified DNS name)| myovosery. example.com

HO OVO port| 381

HO OVO Java library directory (location of jopcagtbase.jar and jopcagtmsag jar)
CtYovolibs

Restore Default H Choose... ]

InstallAnmmwhere

Cancel ] [ Help [ Previous ] ’ Mext ]
.

ECM SM Installation: HP OVO Event Forwarding

Event forwarding to HP Operations (HP OVO Forwarding) depends on the following parameters.

HP OVO server name
Full qualified name of the HP OVO server

HP OVO port (default: 381)
Specify the HP OVO server port

HP OVO Java Library directory

Specify the directory where the HP OVO Java libraries jopcagtbase.jar and jopcagtmsg.jar are
located

Event forwarding to IBM Tivoli Enterprise Console or Omnibus

The next Event forwarding settings screen shows the required parameters for IBM EEIF Event forwarding
to IBM Tivoli Enterprise Console or Omnibus.

| g

Forwarding via IBM Tivoli EEIF (to IBM Tivoli TIEC or Omnibus)

m

:Enable IBM EEIF Event Forwarding
IBM Tivoli EEIF Event Server name or IF address | mytivoliserv.example.com

IBM Tivoli EEIF port) 5529

IBM Tivoli EEIF Java library directory (where evd.jar and log jar are located)
C:\eeiflibs|

Restore Default ” Choose... ]

Install&Anywhere

Cancel ] [ Help ’ Previous ] ’ Mext ]
h,

ECM SM Installation: IBM EEIF Event forwarding
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Event forwarding to IBM Tivoli Enterprise Console or Omnibus depends on the following parameters.

IBM EEIF server name
Full qualified name of the Tivoli Enterprise Console or Omnibus server

IBM EEIF server port (default: 5529)
Specify the port of the EEIF-based IBM Event server

IBM EEIF Java Library directory
Specify the directory where the IBM EEIF Java libraries evd.jar and log.jar are located

Event forwarding via Log file

The last Event forwarding settings screen shows the required parameters for log file based event integration.

m

Forwarding via Logfile

Enable Logfile Event Forwarding -

Logfile with path relative to <install-dir=/server or absolute path (directory must exist)
.. Jvar frepfreportEventToFile.rep

Default Multi Line output format -
Report all except HARMLESS and WARNING everits -
InstallAmanhere
Cancel | | Help Previous | | Mext

ECM SM Installation: Log file Event forwarding

Event forwarding via log file depends on the following parameters.

Log file name
Log file including relative path to $CENI T_ROOT/ event ser ver or absolute path to the file.

NOTE The directory must exist.

Type of template format file
Specify the template format file type. Select either 'Default Multi Line output format' or 'Default
Single Line output format' or '‘Custom Event forwarding template file'

Custom Event forwarding template file
In the case the type 'Custom Event forwarding template file is selected specify the custom template
file including the path.
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Custom Event forwarding selection
Select whether all events are forwarded (Report all events) or all events except HARMLESS (Report
all except HARMLESS events) or all events except HARMLESS and WARNING events (Report all
except HARMLESS and WARNING events) are stored in the log file.

Configuring LDAP authentication

If LDAP authentication is activated the user has to decide which LDAP type to use.

Background

The settings for the LDAP authentication are all based on the same principles regardless of the concrete
LDAP server used. These principles are described here to give a better understanding about the input para-
meters described in the following sub-sections.

NOTE In the following the placeholders { 0} and { 1} will be replaced with the user-
name and the password during runtime. So you should not enter these values
directly in your configuration, but use the shown placeholders.

Server Name and Port
These parameters are necessary to establish a network connection to the LDAP server. They are
the normal hostname of the machine, the LDAP server is running at, plus the port used by the
LDAP server.

Group (Provider) URL
It is the LDAP search pattern (aka filter) used to get those elements from the LDAP tree, that do
contain groups.

These elements can be groups itself or users. That depends on the LDAP implementation. On
some systems the user elements hold the information to which groups a user belongs to and on
some systems the group elements store the users as members of the group.

To get the groups from these elements, the Group Attribute is used.

Group Attribute
That is the attribute of the elements selected by the Group URL (see above) to get the concrete
groups defined in the LDAP system.

E.g. in case the users contain the groups, the filter can be nenber O . In case the ele-
ments are groups, the filer can be something like ( & obj ect O ass=gr oupCf Uni queNanes)
(uni queMenber =ui d={ 0}, *)).

Group Query
That LDAP filter pattern selects a distinctive element, normally a user, to retrieve the groups the
element belongs to.
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Group Name Pattern

The LDAP filter to get a distinctive group entry from the LDAP tree. It should at least contain the
name of the group. The name is later selected by the Group Name Index.

Group Name Index

This is the index of the group's name in the list of values returned by the Group Name Pattern.
The counting starts by 1 (one).

User URL
This is the LDAP filter to retrieve a distinctive user from the LDAP tree.

Configuring connection to MS AD LDS

LDAP Advanced settings

Specify the appropiate LDAP settings here

Enterprise Content Management

System Monitor

Requires internal ECM SM user

b

Use LDAP for authentication and groups

Please specify the required LDAP type and required parameters

M5 ADAM =)
/ LDAP Server name | msadamsryv
F_ / LDAP Server port| 389

LODAP Group URL (e.g. OU=User,O=fsm,C=com)
OU=User,0=fsm,C=com

m

LODAP Group attribute | memberOf

LODAP Group query {defaultvalue: distinguishedName=CHN={0} OU=Users O==domain= C==do...
distinguishedName =CN={0}, OU=User,0=fsm,C=com|

LDAP User URL (e.g. CN={0},0U=User, O=fsm,C=com)
CN={0},

LDAP Group name pattern

=
T T ®

InstallAmywhere

Cancel l [ Help Previous ] ’ Mext

ECM SM Installation: MS AD LDS LDAP settings

If the checkbox 'Requires internal ECM SM user' is selected an internal ECM SM user is required for external
authentication. Otherwise the user is created automatically.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Installing ECM SM Server | 80
Server Installation process

If the checkbox 'Use LDAP for authentication and groups' is selected, the external LDAP system is used to
authenticate the user and to transmit its group memberships to ECM SM. Inside ECM SM the user will be
member of the intersecting set of LDAP and ECM SM groups. If unchecked, the external LDAP system is
used for authentication only, group memberships are solely managed using the ECM SM user management.

The following parameters are required for MS AD LDS based LDAP server authentication.

Server Name
Specify the full qualified MS AD LDS LDAP server name

Server Port
Specify the MS AD LDS LDAP server port (default unsecure port: 389, secured: 636)

Group URL
Specify the Group URL pattern to search for groups

Example: OU=User, O=f sm C=com

NOTE Do NOT add CN={ 0} to this parameter

Group Attribute
Specify the attribute of an entry in the LDAP database that contains group information.

Default: nenmber O
Group Query
Adjust the Group filter if required.

Default value is di sti ngui shedName=CN={ 0}, OU=User s, O=<donai n>, C=<domai n- suf -
fix>

If the MS AD LDS server is configured to use the LDAP displayName instead of the distinguished-
Name please use the following value without any extension: di spl ayNane={ 0}
User URL
Specify the User URL pattern to search for users
Example: CN={ 0} , QU=User , O=FSM C=COM
Group Name Pattern
Adjust the Group name pattern settings, if required
Default: CN=([~,1*), . *

Group Name Index
Specify the Group name index that contains group information.
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Default: 1

Configuring connection to a MS Active Directory Server

LDAP Advanced settings

Specify the appropiate LDAP settings here

E nterprise ‘Content Management

System Monitor

»

Requires internal ECM SM user

Use LDAP for authentication and groups

Please specify the required LDAP type and required parameters )
|MS ADS {with SASL/GSSAPI authentication) - |

/ ADS Server name (Domain Controller without DNS suffix, e.g. adsserv)

ADS Server port| 389

m

Domain name (lowercase letters, e.g. mydomain.com) example.com
LDAP Group provider URL | CN=Users,*

LDAP Group query| sAMAccountMame={0}

LDAP Group attribute | memberOf

LDAP Group name pattern CN=({["]%),.*

LDAF Group name index| 1

InstallAnywhere

Cancel ] [ Help Previous ] ’ Mext

ECM SM Installation: MS Active Directory settings

The following parameters are required for MS ADS based LDAP server authentication. Be aware ECM SM
supports two different authentication methods for MS ADS.

. MS ADS (with SASL/GSSAPI authentication)
o MS ADS (with simple authentication method)

Depending on your MS ADS server settings the appropriate authentication method should be selected.

NOTE Selecting the wrong method requires manual adjustment after the installation
process.

The following MS ADS parameters apply to both MS ADS authentication types:
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Server Name
Specify the MS ADS server name without DNS suffix (for instance adsservl).

Server Port
Specify the MS ADS server port (default port: 389).

Domain Name
Specify the ADS Domain name in lowercase letter.

Group Provider URL
Specify the Group provider URL pattern to search for groups.

Group Query
Adjust the Group filter if required.
Default: sAMAccount Name={ 0}

Group Attribute
Specify the attribute of an entry that contains group information.
Default: nenber O

Group Name Pattern
Adjust the Group name pattern settings, if required.
Default: CN=([ ", 1*), . *

Group Name Index
Specify the Group name index that contains group information.
Default: 1

LDAP Security principal (hon GSSAPI-authentication only)
Default value. { 0} or { 0} @domai n- nane>

Use { 0} @donai n- name> in the case the ADS server requires 'Bind with Credentials’, otherwise
use { 0}

The domain name can be obtained from the Active Directory Users and Computers dialog which is started
via Start Administrative Tools Active Directory Users and Computers .
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Obtaining the domain name from the Active Directory configuration

Configuring connection to a SUN Java Directory Server

The required SUN Java Directory Server settings are displayed in the following screen shot.
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LDAP Advanced settings

Specify the appropiate LDAP settings here

Enterprise Content Management

System Monitor

»

Requires internal ECM SM user

Use LDAP for authentication and groups

Please specify the required LDAP type and required parameters .
_SUN Java System Directory Server - |

LDAP Server name (e.g. sun.mydomain.comy)| mysunsry
/ LDAP Server port (e.g. 389, B36 if SSL activated) 389
LODAP Group URL (e.g. ou=Groups, doc=mydomain,dc=comy)
ou=Groups,dc=mydomain,dc=com

m

LDAP Group attrioute |cn

LDAP Group query
(&{objectClass =groupOfunigueNames)(uniqgueMember =uid ={0}, =)} |

LDAP User URL (e.g. uid={0} ou=People dc=mydomain,dc=com)
uid={0%},ou=People,dc=mydomain,dc=com m

LDAP Group name pattern|ou={[*]%),.*

InstallAmywhere

Cancel l [ Help Previous ] ’ Mext

ECM SM Installation: SUN Directory Server settings

The following parameters are required for SUN Java System Directory Server authentication.

Server Name
Specify the full qualified SUN Directory server name.

Server Port
Specify the SUN Directory LDAP server port (default: 389)

Group URL
Specify the Group URL pattern to search for groups.

Group Attribute
Specify the attribute of an entry that contains group information.
Default: cn

Group Query
Adjust the Group filter if required.
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Default: ( &( obj ect G ass=gr oupO Uni queNanes) (uni queMenber =ui d={ 0}, *))

User URL
Specify the User URL pattern to search for users.

Group Name Pattern
Adjust the Group name pattern settings, if required.
Default: ou=([*,]1*), . *
Group Name Index
Specify the Group name index that contains group information.

Default: 1

2un Sun Java(TM) System Server Console =101 ]

Conzole  Edit  WView ©CRjEct  Help

Sun Java™ System Server Console

Servers and Applications Uzers and Groups

Crefault “iew =
! = 8 w2k3fsm.com

% w2k 3fsm w2k 3fsm com Domain hamme: w2k3tsm.com
=] Server Group

*@ Adiministration Server
@ Directary Server (w2kifs

Description;

User directory host and p w2k 3t w2k3fsm.com: 39566

Secure connection:

User directory subtree: do=w2k3fsm do=com

Bitwd DiR:

Bind password:

Obtaining the LDAP server name and port from the Sun Java System Server Console

Find LDAP Server name (e.g. w2k 3f sm w2k3f sm comn) and LDAP Server port (e.g. 39566) in the Server
Console.
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wZk3fsm.w2k3fsm.com - Sun Java(TM) System Directory Server - wzk3fsm 2 |EI|5|
Conzole  Edit Wiew Ohject Help

Sun Java™ System Directory Server

Configuration Directory

i i SEE by Accounting Mansgers
B I aciz) [ HR Managers

Fxs Sy O Managers

People (5 acis) & pD Managers

@ Special Users E t=rm_admin

& [ o=NetscapeRoat (3 acis)
@ cn=schems (5 acis)
El[j ch=monitor (5 acis)
El[j ch=canfig (4 acis)

ch=fzm_admin ou=Groups, do=w2k3fsm do=com

|

Obtaining the LDAP user URL from the SGun Java System Directory Server Console

Find information regarding  the LDAP tree needed to specify LDAP User
URL (e.g.ui d={ 0}, ou=Peopl e, dc=f snmdomai n, dc=com) and LDAP Group URL (e.g.
ou=G& oups, dc=f sndomai n, dc=con) in the Directory Server Directory tab.

Configuring connection to IBM Tivoli Directory Server

If IBM Tivoli Directory server based authentication is planned the following parameters need to be specified.
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LDAP Advanced settings

Specify the appropiate LDAP settings here

Enterprise Content Management

System Monitor

»

Requires internal ECM SM user

Use LOAP for authentication and groups

Please specify the required LDAP type and required parameters )
\I6M Tivoli Directory Server - |

LDAP Server name (e.g. ibmtivali. mydomain.com myibmdssrv
/ LDAP Server port (e.g. 389, 636 if S5L activated)| 382
LDAP Group URL (e.q. Idap[s]:/<ldap-server-name===|ldap-port=}
Idap: /fmyibmdssrv: 389

m

LDAP Group attribute | cn

LDAP Group query (e.qg. ((objectClass=accessGroup)imember=cn={0}*)) )
{&({objectClass =accessGroup){member =cn={0}%))

LDAP User URL (e.g. cn={0},cn=users cn=mydomain,cn=LOCALHOST)
m={0}, b

LDAP Group name pattern | en=([~,]%),.*

InstallAmpwhere

Cancel ] [ Help | Previous ] ’ Mext

ECM SM Installation: IBM Tivoli Directory Server LDAP settings

The following parameters are required for IBM Tivoli Directory Server authentication.

Server Name
Specify the full qualified IBM Tivoli Directory server name.

Server Port
Specify the IBM Tivoli Directory LDAP server port (default: 389)

Group URL

Specify the Group URL pattern to search for groups.

Ex.: | dap[s]:// <l dap- server - nane>>: <| dap- port >
Group Attribute

Specify the Group attribute that contains group information.

Default: cn
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Group Query
Adjust the Group filter if required.

Default: ( &( obj ect O ass=accessG oup) (menber =cn={ 0} *))

User URL
Specify the User URL pattern to search for users.

Group Name Pattern
Adjust the Group name pattern settings, if required.
Default: cn=([~,]*), . *
Group Name Index
Specify the Group name index that contains group information.

Default: 1

To obtain the required data start the Tivoli Directory Server Web Administration Tool and select the

Directory management folder.

Tivoli Directory Server Web Administration Tool

Tivoli

[3 Introduction > tivids6l:389

» (User properties Manage entries

» E3Server administration

» E3Proxy administration

Idap://tivtds61:389 = cn=localhost = cn=fsmtest

} E35chema management
» 3 Directory management

Delete |

@ Add an entry ‘t* +? j 2| |z

[ Manage entries Select | Expand -~ | RDN &
@ Find entries - '=|‘:I,:'
» EReplication management
EyReal d termolat o cn=users
[ 3 ealms an emplates
Page 1 of 1

» (Z}Users and groups

Close

[Z] Logout

--- Select Action ---

Object class ~

cChn=groups container
container
Total: 2 Filtered: 2 Displayed: 2

ol co|

Created ~ | Last
Oct 31, 2007 Oct .
Oct 31, 2007 Oct .

Obtaining LDAP configuration data from the Tivoli Directory Server Web Administration Tool

. Find LDAP Server name (e.g. ti vt ds61) and LDAP Server port (e.g. 389) in the first part of the

LDAP URL.

. LDAP User URL is the LDAP URL to the user entries, { 0} is replaced with the login name. (exam-

ple: cn={ 0}, cn=user s, cn=f snt est, cn=localhost)

. LDAP Group URL is the LDAP URL to get the groups (example:

ch=gr oups, cn=f snt est, cn=localhost).
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Configuring connection to Novell eDirectory

Novell eDirectory LDAP authentication requires the following settings:

LDAP Advanced settings

Specify the appropiate LDAP settings here

Enterprise Content Management

Syetem Monitor

Requires internal ECM SM user -

Use LDAP for authentication and groups

Please specify the required LDAP type and required parameters )
_Novell eDirectory - |

LDAP Server name | mynedirsry

/ LDAP Server port (e.g. 389, 636 if SSL activated) 389

LDAP Group URL (e.g. |dap[sli<ldap-server=:<ldap-port=T=<MNovell-Tree-Rame=)
|dap:/fmynedirsrv: 239/T=exampletree

m

LDAP Group attribute  cn

LDAP User URL (e.g. CN={0}, O=mydomain,O=com)
CN={0},0=mydomain,0=com

LDAP Group query { e.g. (member=cn={0} OU=Users O==Company-name=)}
(member=cn={0},0U=Users,0=<Crganization >) m

LDAP Group name pattern (example Idapi[M*en=fsm_(["]*),.* )| en=([*1%),.®

InstallArmywhere

Cancel ] ’ Help Previous ] ’ Mext

ECM SM Installation: Novell eDirectory LDAP settings

The following parameters are required for Novell eDirectory LDAP server authentication.

Server Name
Specify the full qualified Novell eDirectory server name.

Server Port
Specify the Novell eDirectory LDAP server port (default: 389).

Group URL
Specify the Group URL pattern to search for groups.

Ex.: 1 dap[s]:// <l dap- server - nane>: <| dap- port >[]
/ T=<Novel | - Tr ee- Name>
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Group Attribute
Specify the attribute of an entry that contains group information.

Default: none (unset)

User URL
Specify the User URL pattern to search for users
Default: CN={ 0} , O=nydormai n, O=com

Group Query
Adjust the Group filter if required.

Group Name Pattern
Adjust the Group name pattern settings, if required

Default: cn=([~,]*), .*

Group Name Index
Specify the Group name index that contains group information.

Default: 1

Running the LDAP connection test

If LDAP-based authentication is configured the following message panel is displayed next:

,-o-l The LDAP settings can now be verified with a connection test using an existing user account.
¥ The user password is required.

Itiz recommended to test the LDAP settings now.
Mote: If the LDVAP settings are incorrect manual adjustment is required.

Run the LDAP Connection test | | Continue without LDAP connection test | | Change LDAF settings

ECM SM Installation: LDAP Connection Test

You can decide whether to test the LDAP connection, proceed without LDAP test or chance the LDAP
settings. If you press the 'Run the LDAP Connection test' button a panel that requests credential will open.
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LDAP Connection test - credentials required

Please enter a valid user and password to test the configured LDAP connection

Enterprise Content Management

System Monitor

LDAP user name |mynams

Password of specified user| seeeses

S

InstallAmpwhere

Cancel ] [ Help Previous ] ’ Mext

ECM SM Installation: LDAP User and Password

Enter appropriate values for user and password and press 'Next' to process with the LDAP Connection test.
If the specified parameters or the user credentials were incorrect the following message will rise:

LDAP Connection test failed!

LAF Connection test failed! Please verify the settings

ECM SM Installation: LDAP Connection Test failed

Press the 'Adjust LDAP settings' button to change the LDAP settings and retry the LDAP connection test.
Once the connection test was successful the following message is displayed:
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L‘h LDAP Connection test was successful

LDAFP Connection test wwas successful - press'Mext to proceed with
the installation

ECM SM Installation: LDAP Connection Test successful

Configuring Advanced Server and embedded Agent settings

This panel shows advanced Server settings (debugging ports) as well as the RAP Ul server name. In addition
to can adjust the Agent IP address and port to bind the optional embedded Agent to.

-
0 IBM Enterprise Content Management System Menitor Server

Enterprise Content Management

| System Monitor

s

Advanced Server and embedded agent settings - Complete installation

Specify advanced ECM SM server seltings.

Mote: Only users with advanced knowledge of ECM SM server should adjustthese seltings.

Server parameters:

Server Console port| 127.0.0.1:23960

ServerInitDB Console Port| 23962

RAP (Web GUI) seltings:

RAP Hitp Server name | NFP00157B64BIT.de. cenit-group.com
RAP Console port| 127.0.0.1: 23580

Ports for advanced debugging - do not specify values for production use!
Server Remote Debugging port (Default: 8000)

Server RAP Remaote Debug port (Default: 8001)

Server INIT Remote Debug port (Default, 8006)
Embedded Agent Seitings (if activated):

Agent IP-address and port to bind | listenport=127.0.0.1:23304

Install&nmpihere

Cancel ] ’ Help

Previous ] [ Next

L =

ECM SM Installation: Advanced Server Settings
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Server Console port (default: 23960)
Port of the OSGi console of the event server. Allows access to the OSGi console of the event
server. Only used for maintenance. For normal production it is not necessary to access the OSGi
console directly.

Server InitDB Console port (default: 23962)
Port of the OSGi console of the database initialization process. Allows access to the OSGi console
of the database initialization process of the installer. Only used for maintenance. After the applica-
tion is installed, the database initializer is offline, so the console cannot be accessed.

RAP http Server name
Full qualified IP name or address of the ECM SM RAP (Remote Application Platform), formally
known as (Rich Ajax Platform) Web server. This parameter is not displayed if you run a Primary
Server installation.

RAP Console port (default: 23980)
Default console port of the RAP (Remote Application Platform) Web server

Server Remote Debug port (default: unset, otherwise 8000)
Port used for development or maintenance. It allows remote debugging access via JDWP (Java
Debug Wire Protocol) to the event server. For that, the parts to be debugged must be build with
debug information included. In production this is not the case

Server RAP Remote Debug port (default: unset, otherwise 8001)
Port used for development or maintenance. It allows remote debugging access via JDWP (Java
Debug Wire Protocol) to the RAP GUI server. For that, the parts to be debugged must be build with
debug information included. In production this is not the case

Server INIT Remote Debug port (default: unset, otherwise 8006)
Port used for development or maintenance. It allows remote debugging access via JDWP (Java
Debug Wire Protocol) to the database initialization process. For that, the parts to be debugged must
be build with debug information included. In production this is not the case and after the installation
has finished the process is not running at all

The last parameter of the panel allows adjusting IP address and port of the embedded Agent to bind to.

Embedded Agent IP address and port to bind (default: listenport:127.0.0.1:23804)
In the case more than one agent should be installed locally on the ECM SM Server the following
parameter may requires adjustment. Do not use the same port by more than one agent.

Configuring Database Settings

The next panel is used to configure the database settings used by the ECM SM Server system.
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Configuring a Connection to an IBM DB2 Database

Database settings

Please specify the appropriate database settings

Enterprise Content Management

System Monitor

»

D82 e
DB2 instance | DB2
Database name ECMSMDB

Schema name (upper case) ECM51

/ JOBC driver location | C:\jdbc\db2

— Restore Default ] [ Choose...

m

JDBC connection string
jdbc:db2:/localhost: 50000/ECMSMDE: currentSchema=ECMS51;

JOBC driver class | com.ibm.db2.jcc. DB2Driver

Database user|ECM51

Password of Database user ssssssss

Database host| localhost

InstallAmpwhere

Cancel l [ Help Previous ] [ Mext

ECM SM Installation: IBM DB2 Settings - First Part

This screen shot shows the required IBM DB2 parameters.

IBM DB2 Database Instance
Specify the IBM DB2 instance name.

Database Name
Specify the IBM DB2 database name for use with the ECM SM Server system.

NOTE This database must exist before you start the installation.

Schema Name
You can specify an IBM DB2 schema name here. If unset, the default schema name is used.
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NOTE When you define avaluefor this parameter, that differsfrom the default
schema, you must also extend the JDBC connection string by thecur -
r ent Schema parameter, which isrequired in this case (see below).

JDBC Driver Path
Specify the location of the IBM DB2 JDBC driver files.

NOTE This parameter is not displayed during Secondary Server installation.

JDBC Connection String
Replace the connection string template with the values of your system. The default string is:

j dbc: db2:// <server-nane>: <port >/ <dat abase- nane>[ :
current Schema=<schenmaNane>; |

NOTE Parts enclosed in [] square brackets are optional. Parts enclosed in <>
angle brackets mark place holders, that have to be replaced by the
respective values of your system.

Depending on the IBM DB2 installation settings and user rights, the following parameter
needs to be added to the connection string in case the ECM SM Server installation failed:
[ def er Prepar es=f al se; ]. Perform a server re-installation with the enhanced settings in this
case.

JDBC Driver Class (Default: com.ibm.db2.jcc.DB2Driver)
Only adjust this, if you want to use a non-default IBM DB2 JDBC driver.

Database user
Specify the technical database user, that is to connect to the IBM DB2 database.

Password of the Database User
Specify the password of the database user.

Database Host Name
Specify the full qualified host name or IP address of the IBM DB2 database server.

Database Port (Default value of the first instance: 50000)
Specify the port of the ECM SM IBM DB2 database.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Installing ECM SM Server | 96

Server Installation pro

cess

Configuring a Connection to an MS SQL Server Database

The following screen shot shows all parameters required, if MS SQL Server with database authentication
(SQL Server Authentication) is selected as ECM SM database vendor.

Enterprise Content Management

Syetem Monitor

e

Database settings
Please specify the appropriate database settings
|
I
MssQL ==
:Dabbase authentication v:

M3SQL Instance name| ECMSM5 1\mymssaglsry
Database name | ECM5M51

Schema name (enter the default schema name ofthe MSSQOL user)| ecmsmusr

JDBC driver file name (full name of file sqljdbc4 jar) | C\idbc\mysql\sglidbc4. jar

m

Restore Default ][ Choose...

JDBC connection String
jdbcisglserver:flocalhost: 1433;instanceMame =ECMS5M; databaseMame =ECM3M51;responseBuffering=adapti

JDBC driver class | com.microsoft.sglserver.jdbc. SQLServerDriver

Database user| ecmsmusr

Password of Database user esssssss

InstallAmpwhere
Cancel ] [ Help

Previous ] ’ Mext

ECM SM Installation: MS SQL Server parameter settings using SQL Server Authentication

The following screen shot shows all parameters required, if MS SQL Server with Windows authentication
is selected as ECM SM database vendor.
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Database settings

Please specify the appropriate database settings

Enterprise Content Management

System Monitor
MsSQL

-

Windows authentication =

MSS0L Windows authentication file sgljdoc_auth.dll incl. full path | :idbcmssgl\sghdbe_auth.dll I

/ [ R.. H Choose.. ]
F_/ MSSQL Instance name| ECMSM51imymssglsry

Database name | ECM5M51

m

Schema name (enter the default schema name ofthe MSSQOL user)| ecmsmusr

JOBC driver file name (full name of file sqljdbc4 jar) | C\idbc\mysgl\sglidbc4. jar

Restore Default ” Choose...

JDBC connection String
jdbcisglserver:flocalhost: 1433;instanceMame =ECMS5M; databaseMame =ECM3M51;responseBuffering=adapti

JDBC driver class | com.microsoft.sglserver. jdbc. SQLServerDriver

InstallAmywhere

Cancel l [ Help Previous ] ’ Mext

ECM SM Installation: MS SQL Server parameter settings using Windows Authentication

The first parameter block describes the supported MS SQL Server database user authentication methods.

Database authentication (SQL Server Authentication)
The technical user, that connects to the database, requires database authentication only.

Windows authentication (Integrated Authentication)
This authentication method requires access to an integrated authentication Windows DLL file. You

should specify the full path to the sqljdbc_auth.dll MS SQL Server Windows authentication file (32
bit version).

WARNING Thisparameter is not displayed during Secondary Server installation.

NOTE Windows Authentication does not work on UNIX-based servers using
MSSQL Server asdatabase. UNIX/Linux serverscan only connect to an
MS SQL Server database by using the database authentication method
(SQL Server Authentication).
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Important note Activating Windows Authentication requires the specification of the Windows service
account and password on the Basic Server settings panel of the installer. Please go back to this
panel and verify the mentioned parameters before you proceed.

WARNING When configuring a JDBC connection to your MS SQL Server data-
base using the Windows Authentication method, make sure that the
Windows user, by which you run the ECM SM Server installation pro-
gram, isidentical to the specified Windows user you want to use for
database connection via Windows Authentication. If the mentioned
Windows usersare not identical, the database connection test will fail.

NOTE In case you use the Windows Authentication method to connect to
your MS SQL Server database, and only in this case, you must add
the integratedSecurity=true string to your JDBC connection string (see
below).

Database Instance
Specify the SQL Server instance name. Leave this parameter empty, if you use the default SQL
Server instance.

Database Name
Specify the SQL Server database name for use with the ECM SM Server system.

NOTE This database must exist before you start the installation.

Schema Name
Specify the SQL Server default schema name of the SQL Server database user. Do not leave this
parameter unset.

NOTE The installer does not create the schema specified in this field. The
schema must exist and must be defined as default schemafor the data-
base user. Check user settingsin the SQL Server Management Console.
See dlso the MS SQL Server chapter.

JDBC Driver File
Specify the full file name of the SQL Server JDBC driver file.

NOTE This parameter is not displayed during Secondary Server installation.

JDBC Connection String
Replace the connection string template with your system's values.

The default string using SQL authentication is:
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jdbc: sqgl server://<server-nanme>: <port>; i nstanceNane=<i nst ance-
nane>; dat abaseNane=<DBnane>; responseBuffering=adaptive

The default string using Windows authentication is:

j dbc: sql server://<server-nanme>: <port >; i nst anceNanme=<i nst ance-
name>; dat abaseNanme=<DBnane>;
responseBuf f eri ng=adapti ve; i ntegratedSecurity=true

NOTE Parts enclosed in [] square brackets are optional. Parts enclosed in <>
angle brackets mark place holders, that have to be replaced by the
respective values of your system.

JDBC Driver Class (Default: com.microsoft.sqlserver.jdbc.SQLServerDriver)
Only adjust this, if you want to use a non-default MS SQL Server driver.

Database User
Specify the technical database user, that is to connect to the MS SQL Server database.

Password of the Database User
Specify the database user's password.

Database Host Name
Specify the full qualified host name or IP address of the MS SQL Server database host.

Database Port (Default value of the first instance: 1433)
Specify the port of the ECM SM MS SQL Server database.

The following screen shot shows all additional parameters available for the MS SQL Server-based ECM
SM Server installation.

Database host|localhost

Database port) 1433

m

Create database and DOL file -

Directory for created DDL's
C:\Program Files (x&6)\IBM\ECMSM)DDL

Restore Default | | Choose... |
InstallArywhere
Cancel | | Help | Previous | | Mext |
ECM SM Installation: More MS SQL Server parameters
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Configuring a Connection to an Oracle Database

The following screen shot shows all parameters required, if Oracle is selected as ECM SM database vendor.
The provided examples show standard Oracle database settings as well as Oracle RAC based settings.

Database settings

Please specify the appropriate database settings

Enterprise Content Management

System Monitor
Oracle

Database name ECMSMS1

Schema name (enter the default schema name of the Oracle user, upper case)

ecmsm51usr
/ JDBC driver file name (full name of file ojdbcS.jar or ojdbcG.jar)
;_/ C:Yjdbclorade\ojdbes. jar

JDBC connection string
jdbc:orade: thin: @localhost: 1521:ECMSM51

Restare Default ” Choose...

JDBC driver class orace.jdbe.driver,OradeDriver

Database user| ecmsmusr

Password of Database user ssssssss

Database host| localhost

InstallAmpwhere

Cancel ] [ Help Previous ] ’ Mext

ECM SM Installation: Oracle parameter settings

This screen shot shows the required Oracle parameters.

ORACLE_SID or Oracle Service Name

Specify the Oracle SID (ORACLE_SID) or the Oracle Serviec Name ECM SM. Note: In the case an
Oracle Service name based configuration is used the leading / is required. This parameter applies
to Oracle standard and Oracle RAC configuration.

Database Name

Specify the Oracle database name for use with ECM SM. This parameter applies to Oracle standard
and Oracle RAC configuration.

NOTE This database must exist before you start the installation.
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Schema Name

Specify the Oracle default schema name of the Oracle user. Do not leave this parameter unset.
This parameter applies to Oracle standard and Oracle RAC configuration.

JDBC Driver File

Specify the full path to the Oracle JDBC driver file. This parameter applies to Oracle standard

and Oracle RAC configuration. Note: This parameter is not displayed during Secondary Server
installation.

NOTE This parameter is not displayed during Secondary Server installation.

JDBC Connection String (Oracle standard configuration)

Replace the connection string template with the values of your system. The default string for an
Oracle SID-based configuration is:

j dbc: oracl e: t hi n: @server - nane>: <port >: <dat abase- nane>
The default string for an Oracle Service Name-based configuration is:

j dbc: oracl e: thi n: @server - name>: <port >/ <servi ce- nane>

NOTE Parts enclosed in <> angle brackets mark place holders, that have to be
replaced by the respective values of your system.

JDBC Connection String (Oracle RAC configuration)

The following examples can vary for your Oracle RAC-based configuration, contact your Oracle
administrator for details. Configuration example 1:

j dbc: oracl e: t hi n: @or acl e- scan-server - nanme>: <port >/ <servi ce- nane>

Configuration example 2:

j dbc: oracl e: t hi n: @DESCRI PTI ON=( LOAD_BALANCE=0n) ( ADDRESS=( PROTOCOL=TCP)
(HOST=<(Or a- server - nane- 1>) (PORT=<port >)) ( ADDRESS=( PROTOCOL=TCP)
(HOST=<(Or a- ser ver - nane- 2>) (PORT=<port >)) ( CONNECT _DATA=( SERVI CE_
NAME=<ser vi ce- nane>) ) )

Note: Parts enclosed in <> angle brackets mark place holders, that have to be replaced by the
respective values of your system.

JDBC Driver Class (Default: oracle.jdbc.driver.OracleDriver)

Only adjust this, if you want to use a non-default Oracle driver. This parameter applies to Oracle
standard and Oracle RAC configuration.

Database User

Specify the technical database user, that is to connect to the Oracle database. This parameter
applies to Oracle standard and Oracle RAC configuration.
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Password of the Database User
Specify the password of the database user. This parameter applies to Oracle standard and Oracle
RAC configuration.

Database Host Name
Specify the full qualified host name or IP address of the Oracle database server.
In the case of an Oracle RAC configuration the IP name or IP address of the Oracle SCAN server

should be specified here.

Database Port (Default value: 1521)
Specify the port of the ECM SM Oracle database. This parameter applies to Oracle standard and
Oracle RAC configuration.

Configuring a Connection to a PostGreSQL Database

NOTE PostGreSQL-based ECM SM Server installation is only supported for demo and
testing environments.

Database settings

Please specify the appropriate database settings

Enterprise Content Management

System Monitor
.Postgrej‘SQL - |

Database name ecmsm51

Schema name (enter the default schema name ofthe PostGreSQL user)

public
/ JDBC driver file name (full path to postgresgl* jdbcd.jar)
;_ / C:\Program Files (x36)PostgreSQL\pgIDEC \postgresql-9. 1-903. jdbed. jar

- Restore Default ” Choose...

m

JDBC connection string
jdbc:postgresgl:ecmsm51

JOBC driver class | org.postgresgl.Driver

Database user|ecmsmusr

Password of Database user| sessssss

Database host|localhost

InstallAmpwhere

Cancel l [ Help Previous ] ’ MNext

ECM SM Installation: PostGreSQL parameter settings
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This screen shot shows the required PostGreSQL parameters.

Database Name
Specify the PostGreSQL database name for use with ECM SM Server.

NOTE This database must exist before you start the installation.

Schema Name

Specify the PostGreSQL default schema name of the PostGreSQL user. Don't leave this parameter
unset.

JDBC Driver File
Specify the full path to the PostGreSQL JDBC driver file (a JDBC type 4 driver has to be used).

NOTE This parameter is not displayed during Secondary Server installation.

JDBC Connection String

Replace the PostGreSQL connection string template with the values of your system. The default
string is:

j dbc: post gresql : <dat abase- nanme>

NOTE Parts enclosed in <> angle brackets mark place holders, that have to be
replaced by the respective values of your system.

JDBC Driver Class (Default: org.postgresql.Driver)
Only adjust this, if you want to use a non-default PostGreSQL driver.

Database User
Specify the technical database user, that is to connect to the PostGreSQL database.

Password of the Database User
Specify the password of the database user.

Database Host Name
Specify the full qualified host name or IP address of the PostGreSQL database host.

Database Port (Default value: 5432)
Specify the port of the ECM SM PostGreSQL database.
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Configuring the Creation of DDL Files (Optional)

Database port| 50000

Create database and content -

InstallAmswhere

Cancel I I Help ‘ Previous ‘ I Mext

ECM SM Installation: Database Settings and DDL file selection

At the bottom of the Database settings installer panel, the user can make his choice between three options of
how the database creation is to be dealt with by the subsequent installation process. The Create database
and content option is selected by default.

The overview of all available options is as follows:

Create database and content
The database is created with all required content.

Create database and DDL files

The database is created with all required content, and database description (DDL) files are created
additionally.

Create DDL files only (manual DB creation)
Only the DDL files are generated and stored in the specified folder location, that are required for
creating the database later on manually. The user has to build the database and content by means
of the DDL files during the installation process.

NOTE The installation process stops at a later point and waits until the user
has built the database from the generated DDL files.

The following screen shot shows the folder selection, in case Create DDL files only (manual DB creation)
is selected.

Create DOL file only (manual DB creation) -

Directory for created DDL's
C:\Program Files (x86)\IBM\ECMSM\DDL

Restore Default H Choose... I

Install&nywhere

Cancel ‘ I Help I Previous ‘ I Mext ‘

ECM SM Server Installation: Selection of DDL Folder Location (Create DDL files only)
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The next screen shot shows the folder selection, in case Create database and DDL files is selected.

ereate database and DL file

Directory for created DDL's
C:\Program Files (x86&)\[BM\ECMSM\DDL

Restore Default H Choose... ]

InstallArpwhere

[ Previous ] [ Next ]

Cancel ] [ Help

ECM SM Server Installation: Selection of DDL Folder Location (Create database and DDL files)

Running the Database Connection Test

To proceed with the ECM SM Server installation, the database connection test has to be successful. Press
the Test the DB connection for user xxxxx button to verify, whether a database connection can success-

fully be established.

. —

Database connection test

To proceed with the installation the database connection need to be verified.

Before the installation can proceed a successful connection to the database fsmS1
[database type POSTGSOL, JDBC URL jdbe:postgresql:famS,
JDBC :lass arg.postgresqgl.Driver) is required.

Start the database now if its not yet started.

Cancel Installation and Exit ] [ Change DB Settings ] | Test the DB connection for user fsm51 |

ECM SM Server Installation: Database Connection Test Message

If you enabled installer debugging (Enable installer debugging checkbox on the Basic server settings
panel) you will receive detailed connection test output. In case, the connection test was unsuccessful, press-
ing the Next or Previous button will open the Database settings panel again to allow changing the incorrect

database settings.
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.
Q IBM Enterprise Content Management System Monitor Server

E nterprise Content Management

System Monitor

B

Connection test result

Database connection test result.
Database connection test result was:

»

Connection test was successfull.

Standard error output:

Sun Sep 14 14:07:56 CEST 2014 Set default values for altributes which are not already set.
Sun Sep 14 14:07.56 CEST 2014 Mo database subtype is defined!

Sun Sep 14 14:07.56 CEST 2014 Default DB-Portis 0 for POSTGSQL.

Sun Sep 14 14:07:56 CEST 2014 Default output-type is set to udc.

Sun Sep 14 14:07:56 CEST 2014 Default output-separatoris ;;;; .

Sun Sep 14 14:07:56 CEST 2014 Default output-separator is ——m7m7 —7 M

Sun Sep 14 14:07:56 CEST 2014 Default query-separator is ;. —
Sun Sep 14 14:07:56 CEST 2014 Resolve query from cmd-arguments.

Sun Sep 14 14:07:56 CEST 2014 Found -exec parameter

Sun Sep 14 14:07:56 CEST 2014 Found query: DoMothing

Sun Sep 14 14:07:56 CEST 2014 Checking sql-command

DoMothing

Sun Sep 14 14:07:56 CEST 2014 Create DbClient with DBE-AccessData:

:POSTGSOL

m

-Server......... NTPO0157B64BIT

-User. smuser

-Password.........

‘AES12B:BASEG4:RduUpJgM14k7 11AtkVKIIU IdKNjvmHDwWmM7 rQArrUriwmaswwhMUmatiDOw7VvEaJngl
KE/pHMuZ+iktNGPUASPiIgS4UhmZFripehSmRONClotlU=

-0 null

-JDBC-Fort......: 0

- JDBC-Driver-Class: org.postgresqgl.Driver

- JDBC-Driver-URL..: jdbcpostgresgl:/N7P00157B64BIT:5432/smdb?schema=public &

InstallAnywhere
Cancel ] l Help

Previous ] [ Next

ECM SM Installation: Database Connection Test Result

Optional: JDBC Driver Location for Database Monitoring and other 3rd

Party Components

This screen shot shows the optional parameters to prepare the ECM SM server for later database monitoring

of managed systems (agents) and for VMware ESX monitoring.
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Optional: JDBC driver location for agent DB monitoring and other 3rd Party components

Specify directories on the ECM SM server that contain appropriate
JOBC drivers to access IBM DB2, Microsoft SCL Server and Oracle Database semvers.
Mote: Only one JDBC driver (version) is supported for each DB vendor

YMWare ESX monitoring driver location (Mote: specify version 4.x and version 5.x drivers seperately)

E nterprise Content Management

System Monitor

C:'jdbs\db2 ~

Restore Default || Choose..

Wicrosoft SQL server driver location

/ No MSSQL JDBC driver files v

Qracle Database driver location

i "“ Mo Orade JDBC driver files

— hd
VMWare ESX driver location
VMWare ESY driver files v
WMWare ESX Version 4.x driver file (file name vim25.jar) | C:\wmware_api4\vim25. jar
| Restore Def.. | | Choose... |
WIMWare ESX Version 5. driver file (file name vim25 jar) | C:\wmware _apisfvim25.jar
| Restore Def.. | | Choose... |
W
InstallAmmwhere
Cancel | | Help | Previous | | Net |

ECM SM Installation: JDBC Driver Location for Database Monitoring and other 3rd Party Components

If you have selected to activate the IBM DB2 driver location, the following parameter will be displayed:
IBM DB2 driver location for remote DB monitoring
Specify the full qualified path to the DB2 driver files.
If you have selected to activate the Microsoft SQL Server driver location, these parameters will be displayed:
Microsoft SQL Server driver location

Specify the full qualified path to the Microsoft SQL Server driver file.

In addition, you may want to specify the MS SQL Server Windows authentication DLL file for using the
Microsoft SQL Server Windows authentication. Specify the full qualified file name including full path.

If you have selected to activate the Oracle Database driver location, these parameters will be displayed:

Oracle JDBC driver location
Specify the full qualified path to the Oracle Database driver file.
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If you have selected to activate the VMware ESX Monitoring, these parameters will be displayed:

VMware ESX driver location

Specify the full qualified filename including full path to the vi n25. j ar VMware ESX driver file.
There is an input field for API version 4.1 and 5.x.

Daemon Settings

The next panel shows the Service / Daemon startup settings. You might want to change the default settings
(automatic startup) to manual startup.

g - -
0 IBM Enterprise Content Management System Monitor Server - |

Services [ Daemon behaviour

ISeIeI:ﬂhe ECM SM Server Service / Daemon startup behaviour and whether
to startthe soflware after the installation or not

Enterprise Content Management

System Monitor

:Auhomatic Startup

Start after installation

InstallAnywhere

Cancel ] ’ Help Previous ] | Mext

ECM SM Installation: service / Daemon startup settings

Automatic Startup
All ECM SM services / daemons installed on the system will be configured for automatic startup.

Manual Startup
All ECM SM services / daemons installed on the system will be configured for manual startup. This
may be useful in High Availability environment, if services are started by dedicated HA tools.
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If you selected the checkbox 'Start after installation' the ECM SM services will be started after the installation
finished.

NOTE If you selected IBM WebSphere based installation then manual WAS deploy-
ments are necessary at the end of the installation.

Downloading Open Source components

For full functioning ECM SM Windows based servers and agents an OpenSource component needs to be
downloaded from sourceforge.net.

ECM SM requires a GPL component for fully functioning Windows based systems (ECM SM server and clients) [
‘0‘ ECM SM requires the UNIX like Shell from net for fully function ECM SM server and clients.
This ECM SM server installer can use a previousty downloaded Sourceforge.net shell archive (see documentation) or
can automatically download the file from the internet.
Plaass salsct the desired way to copy the UNLX like Windows shell into the corract directory on this ECM Sh server or cancel this task
Forfuher infarmation werify the ECM SM Hardware £ Software requirements guide and the Install guide.
1 don't want to install the GPL component. The ECM SM server instslation cannot procesd, ] [ Automatically download the archive from sourceforge.net ] [ Specify the location of the downioaded shell archive §

ECM SM Installation: GPL Windows Shell Download message box

The required 3rd Party download can be done manually or automatically by the installer. Select the appro-
priate button. If you don't want to install the OpenSource/GPL requirement please contact your Sales rep-
resentative for further details.

If you selected the 'Automatic download' button the following progress bar will be displayed.

IEM Enterprise Content Management System Monitor Server Iﬁ

'._. Download UNIX like Windows Shell from hitp:isourceforge.net:80.....
A LLLL.LSSYSLSLSRsvSvSvsvvvwwhNY

ECM SM Installation: Shell sourceforge.net download bar

If you've already manually downloaded the UNIX-Like Shell archive from sourceforge.net you can specify
the file location with the file browser.
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r - -
g IBM Enterprise Content Management System Monitor Server - - =
UNIX-like Windows Shell location
Please specify the location of the downloaded shell archive shell. w32-ix86 zip.
You'd need to download the file from sourceforge.net to enable full functioning
of Windows based ECM SM server and clients (managed systems).
For further details see ECM SM Hardware & Software requirements guide and the Install guide.
E nterprise Content Management
System Monitor
Please Choose the shell archive shell.w32-ix86.zip File:
C:\shell.w324x86.zip
Restore Default File ] [ Choose...
Installanmahere
Cancel ] l Help Previous l | Mext
=

ECM SM Installation: Shell location file browser

Specify the location of the UNIX-like Windows shell zip-archive you've downloaded from sourceforge.net.
The complete path including the file itself has to be given.
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F — -— ™Y
Q IEM Enterprise Content Management System Monitor Server - |

Windows Shell archive verification

Thewerificatinn nfthe Windnws Shell archive was surnrssfull

E nterprise Content Management

System Monitor

e

Install&nyewhere

Help Previous l [ Next

L E e s e

ECM SM Installation: Shell archive verification result

This screen shot displays the result of the content verification of the specified or downloaded shell archive.
In the case of an incomplete archive or of missing files an error screen is displayed. The installation process
will continue with the previously displayed selection panel.

NOTE The GPL-licensed UNIX-like Windows shell is required for Windows based
ECM SM serversaswell asfor full functioning Windows agents.

Completing the installation

Subpackage location

The location of the ECM SM JRE and CALA_REX InstallAnywhere install images has to be defined next.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Installing ECM SM Server 112
Server Installation process

F i -
G IBM Enterprise Content Management System Monitor Server — - = L=

Install required ECM SM software sub-packages

To be able to install and update ECM SM agents the following components need to be installed:
IBM_ECM_SM CALA_REX agentimages

IBM_ECM_SM JRE archives

These components are part of seperate install images.

Mote: Previous agentversions will be removed from the server installation directory.

E nterprise Content Management

System Monitor

Install CALA_REX agent images

Full path to CALA_REX agentimages (IBM_ECM_SM_CALA_REX_images.exe)
C:\fsm_images\51_installer\[BM_ECM_SM_CALA_REX_images.exe

Restore Default Choose...
/ Install JRE archives
i — Full path to JRE archives (IBM_ECM_SM_JRE_archives.exe)
C:\fem_images\51_installer\IBM_ECM_SM_IRE_archives.exe
| Restore Default Choose...
Install&nywhere
Cancel ] ’ Help Previous ] | Mext

ECM SM Installation: JRE and CALA_REX agent subpackage location

As mentioned above the complete ECM SM server installation process requires the separate JRE and the
ECM SM CALA_REX agent install images. The installer automatically tries to find the required InstallAny-
where Images in the source directory where the Server image is installed from. If the Install images are
located somewhere else or if they are renamed please specify them within this panel.

Parameter Check

Before you can start the installation the installer runs a parameter check and displays the results, in the
shown screenshot a pre-check error 20.

Important notice: the pre-check stops on the first detected issue. You may have to re-run the parameter
check several times until the parameter check returns with exit code 0 (all tests passed).
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I - B
Q IBM Enterprise Content Management System Monitor Server = L=

Output of ECM SM pre-check

Exit code of the Pre-Checkis 20

Id »

Checks processed:
Checking for Event reception port: Starts ...
Checking for Event reception port: Passed.
] Checking for RAP console port: Starts ...
E nterprise ‘Content Management Checking for RAP console port: Passed.
Tyt e Checking for RAP host name: Starts ...
: Checking for RAP host name: Passed.
Checking for RAP port: Starts ...
Checking for RAP port: Passed.
Checking for RAP hitp server name: Starts ...
Checking for RAP hitp server name: Passed.
Checking for RAP JMX port: Starts ..
Checking for RAP JMX port: Passed.
Checking for RAP remote debug port: Skipped.
Checking for RAP REST port: Starts ..
Checking for RAP REST port: Passed.
- Checking for RAP SCP port: Starts ..
Checking for RAP SCP port: Passed.
Checking for SCP host name: Starts ...
Checking for SCP host name: Passed.
Checking for SCP password: Starts .
Checking for SCP password: Passed.
Checking for SCP port: Starts ...
Checking for SCP port. Passed.
Checking for SCP username: Starts ...
Checking for SCP user name: Passed.
] Checking for Server console port: Starts ..
Checking for Server console port: Passed.
Checking for Server database initialization port: Starts ... &7

InstallAnywhere

Cancel ] [ Help Previous ] | MNext

ECM SM Installation: Installer Pre-check results

In the case of an error (exit code not 0) the following message will be displayed in addition to the display
panel:

Pre-check completd with erors lﬁ

- —

L"«. The Pre-check completed with errors.

Flease go back and werify the settings again arignare the test results in the case you
are sure aboutyvour selections and settings.

Ignore Pre-check result and proceed ] : Go back to the settings panels |

ECM SM Installation: Installer Pre-check error message

In the case of an detected error you may need to adjust settings. Press the appropriate button or proceed
ignoring the pre-check errors.
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Note: Ignoring the pre-check errors may result in a failed installation.

If you have not selected the embedded Jetty Application Server, you must stop and undeploy any previous

version of the application. This message box reminds you to stop and undeploy the application before you
proceed.

-

Stop and undeploy applications - [i—E-J

IOI Please stop and undeploy older version of the
¥ application

IBM ECM SM GUI Server® and 'IBM ECM SM Server”
before proceeding with the new installation.

Freszs the 'Proceed with installation' buttan after you've undeploed
and uninstalled previous wversions
or press exit'Cancel and Exit'.

Cancel and Exit . Proceed with installation

ECM SM Installation: WAS message box

All required parameters are specified now. Review the displayed parameters and press the 'Install' button,
if no changes are required.
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r - - -
0 IBM Enterprise Content Management System Monitor Server - - =

Enterprise Content Management

System Monitor

S

Pre-Installation - Overview

Please check the following setting before you proceed:

Product Name:
IBM Enterprise Content Management System Monitor Server

Install Folder:
C:\Program Files (x86)'ibm ECMSM

Java VM Installation Folder:
C:Program Files (x86) IBM'ECMSM jre
Product Name

IBM Enterprise Content Management System Monitor (ECM SM)

Platform type
wi2-m86

Web Application Server type
Embedded Jetty Application Server

Database type and name
PostgreSQL (fsm51)

LDAP Type
No LDAP

Full qualified system name
NTP0015764Bit.de. cenit-oroun.com

»

m

InstallAnywhere
Cancel ] ’ Help

Previous ] [ Install

ECM SM Installation: Pre-installation overview panel

The installation has started. Depending on the installation parameters different packages are installed now.
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r —— W - §
() IBM Enterprise Content Management System Monitor Server - - Iglﬂu
" - S i e

Installing IBM Enterprise Content Management System Monitor Server

I Enterprise Content Management

System Monitor

IBM" Enterprise Content Management System Monitor

Versinn 5.1.0

Licenaed Materizla - Propzrly of IDM Corp. 3724-M31 © Coayright 2000-2012 CCNIT AG, Germany: © Copyright 2005, 2012 10M
. Compcration. |BR 21d the 1BM logo are trademarks o 1BN Corporation, reg stzred in many jurisdictions woddwide. Buit on Eclipee 5 3

tracemark of Eclipse Soundation, Inc Java and al Java-oased irsderrars and loges ars rademarks or registercd trademarks of Oracls
l andio- its affilistes. This Progran is lcensed under the terms of the icense agreement accomparying the Program. This license

anraemen: may be erher localed in a Program cirectorny folder or [brary identified az "License” or "Hon_|BM_License', it aprlicable, or
proviced as a printed license egreement. Plzase read this agreemznt casefully belore 1sing the Program. By using the Prcgram, you
agrae fa these terms.

<,

& o
(i}

Installing... Java Runtime Environment

InstallAnywhere

Cancel ]

L — e ]

ECM SM Installation: Installation packages are being installed

After the package installation step is finished, the new ECM SM configuration, database environment as
well as the required services are being installed.

i B
IEM Enterprise Content Management System Monitor Server M

Building ECM 5M configuration, Building ECM 5M database, generating services/daemons
- AYSL L. A LML L S S RS YY"V YYSYSYYRSRSRRRSRRRNY

ECM SM Installation: ECM SM configuration progress bar

Installing DDL files

If 'Create DDL files only' was specified at the Database settings panel then the following progress bar is
displayed:
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r ™
IEM Enterprise Content Management System Monitor Server ﬁ

‘!a' Building ECM SM configuration, Building ECM 5M database DDL files
Ahhtht T vt hT v v v v v v hhhhhhhwhwNww.

ECM SM Installation: DDL-only ECM SM configuration progress bar (first part)

After finishing the first installation and configuration steps the installer shows the following panel:

r -— = - M
L Q IEM Enterprise Content Management System Monitor Server — - L=l —

Manual DB interaction is required

Mow a generated DDL file need to be executed on the database server to create additional database =
tabels before you proceed with the update process.

Please copy all SQL files from the folder C:\Program Files (x86MBMFSMDDLY to the database server F‘
(if remote) and run the scripts with sufficient Database rights. After successful completion select the | &
Enterprise Content Management ‘Proceed with installation’ buiton. =
I System Monitor

[T] Praceed with installation

S

Install&nywhere

Cancel ] ’ Help Previous ] | Mext

ECM SM Installation: Manual database interaction required

The created Database description files need to be executed by a database administrator. After successful
manual creation of the ECM SM database tables select the 'Process with installation' checkbox and press
the 'Next' button.

Note: the installation will fail, if the manual database creation wasn't successful and complete.

There are two DDL files like <db_nane>. sql and <db_nanme>_noni t ori ng. sql . First execute the
<db_nane>. sql and after that <db_name>_noni t ori ng. sql script.
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NOTE The # is used as command separator for IBM DB2. For Microsoft MSSQL GO
isused and for Oracle/ .
Tell your IBM DB2 to use # as command separator or change it in the created
files<db_name>. sql and<db_name>_noni t ori ng. sql . Using asemi-
colonisnot possiblein all cases because they are used in stored procedures.
For IBM DB2 the DB2 Control Center (DB2CC) and the IBM Data Studio offer
ainput field to define the separator.
Do not forget to commit the database action taken, depending on your db tool,
via SQL action.

After pressing the 'Next' button the installer shows the following progress bar:

-~

IEM Enterprise Content Management System Monitor S... &J

‘ '_._-:' Building ECM SM Windows services (second part)
LSThvshsTwsssaswsassassaae

ECM SM Installation: DDL-only ECM SM configuration progress bar (second part)

Installation Status

At the end of the configuration step the installation status is displayed. If Installer debugging was enabled
then the complete Installation process output is displayed in the scroll area.
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r - -
Q IBM Enterprise Content Management System Monitor Server

e - E=EE

M E nterprise ‘Content Management

System Monitor

B

Qutput of ECM SM update

Output

Cillsersifaas\AppDatalLocal\Temp\1347421469Windows=SET
5_PROD_TYPE_MAME=FSM_SERVER

CiUsers\faas\dppDatalLocallTempil1347421469WWindows=SET S_PROD_MNAME=FSM

Chllsersifaas\dppDatallLocallTempi1347421469Windows=SET INST_DIR=C:\Program Files
(xBENBMECMSM

Chilsersifaas\AppDatallocal\Tempi1347421469Windows=SET CENIT_ROOT=C:\Program Files
(xBENBMECMSM

Cihllsers\faas\AppDatallocal\Tempi1347 42146 90Windows=SET CENIT_ROOT_FW=C:/Program
Files (x86MBMECMSM

Cillsersifaas\dppDatailLocal\Tempi1347421469\Windows=SET CREATE_DDL_FILE=false
Chillsersifaas\AppDatailocal\Tempi1347421469Windows=SET STEP_OME=true
Chllsers\faas\AppDatallocal\Tempi1347421469Windows=SET STEP_TWO=true
Chllsersifaas\AppDatallocal\Tempi1347421469Windows=SET CALA_REX_SRV_PASSWD=
Chilsersfaas\AppDatalLocal\Tempil1347421469Windows=SET CALA_REX_SRV_USER=
CiUsers\faas\dppDatalLocal\Tempil1347421469\Windows=SET INTERP=w32-ix86

Chllsersifaas\dppDatallocallTempi1347421469Windows=SET JAVA_DEBUG_PARAMETER=
-Dde.cenit.eb.sm.installer.debug=true

»

m

InstallAmywhere
Cancel ] [ Help

Previous

ECM SM Installation: Detailed installation output

At the end of the scroll area you will find the Exit code of the installation process.
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r — -
@ IBEM Enterprise Content Management System Monitor Server - - =] =

QOutput of ECM SM update

Chlsersifaas\Applatailocalil empi1 34 /421469 Windows=5E|
3_JDBC_PROVIDER_DIR=org.postgresgl

CiUsers\faas\AppDatallocal\Tempil1347421469Windows=SET
INT_LOG_FILE=IBM_ECM_SM_SERVER_install_internal_installer.log

Chllsersifaas\AppData\Local\Tempil 134742146 9Windows=SET
INT_ERR_FILE=IBM_ECM_SM_SERVER_install_error_internal_installer.log

Enterprise Content Management

System Monitor

Chllsersifaas\AppDataiLocal\Tempi 134742146 9Windows=5SET PACKAGE_MAME=

Cihllsersifaas\AppDataiLocal\Tempi1347421469Windows=del /F /0 "C:\Program Files
(xBENBMECMSMIBM_ECM_SM_SERVER_install_error_internal_installer.log™ 1=NUL 2=NUL

Cihllsersifaas\AppDatalLocal\Tempi 134742146 9Windows=del /F /0 "C:\Program Files
(xBENBMECMSMIBM_ECM_SM_SERVER_install_internal_installerlog™ 1=MNUL 2=NUL

/ CiUsersfaas\AppDatalLocalTempil 134742146 9WWindows="C:\Program Files
= (xBGMBMECMSMyretbinijava.exe” -Dde.cenit.eb.sm.installer.debug=true -cp "C:\Program Files

| (x86MBMECMSMinstalltools\de.cenitifinca.functional utils jar,C:\Program Files i
(86 MBMECMSMLinstalltools\com.trustice\javatar.jar” -Djava. ext.dirs="C:\Program Files
' (xSENMBMECMESMjrellib\ext,C:\Program Files (x86MBMECMSMiextifinca.external jdbciorg.postgresgl”

de.cenit.eb.sm finca functional utils tools.installer.Installer FSM_SERVER install 1="C:\Program Files
(x86NBMECMSMIBM_ECM_SM_SERVER_install_internal_installer.log™ 2="C:\Program Files
(x86NBMECMSIMIBNM_ECM_SM_SERVER_install_error_internal_installer.log”

m

STDERR

Exit code:

InstallAmpwhere

Cancel ] ’ Help Previous

ECM SM Installation: Exit code of the installation process

Installing JRE

Pressing the next button will start the installation of the previously selected JRE subpackage.

Note: No additional installations panels show up.

-

-
IBEM Enterprise Content Management System .. M

Installing JRE archives for all platforms....

S N

ECM SM Installation: JRE Installation progress bar
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CALA_REX agent installation

Installing CALA_REX

Afterwards the CALA_REX agent images InstallAnywhere installer started.

Note: No additional installation panels show up.

-

IEM Enterpnse Content Management Syst...lﬁ

i!a' Installing CALA_REX Client images....
ASMSA A Y% %V NN

ECM SM Installation: CALA_REX agent images Installation progress bar

Embedded agent installation

In the case the installation of the embedded CALA REX agent was activated the following installation
progress bar will be displayed:

-~

IEM Enterpnse Content Management Syste.., Iﬁ

i!a' Installing Windows CALA_REX agent ...
S99 %Y%" %Y %Y %Y %%

Embedded CALA_REX agent installation progress bar

If the Installer debugging is enabled the agent installation result screen will be displayed afterwards.

Final steps

After the sub-packages are installed successfully the 'Installation Complete' panel is displayed with the over-
all Exit code.
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— hl
m_nnmsem-— e — et e

IBM Enterprise Content Management System Monitor server installation result

The IBM Enterprise Content Management System Monitor server installation completed with
return code 0

Press the "Mext’ buiton to configure the system.

.

l Enterprise Content Management

System Monitor

|
(]
|
]
Il Installsnywhere
| | cancel | [ Hep | | Previous | I Next | |
ECM SM Installation: Installation completed panel
If the installation finished with Exit code '0' then the next panel shows up.
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o o R W=k il
-} IBM Enterprise Content Management System Monitor Server =

Installation done

Congratulation! IBM Enterprise Content Management System Monitor Server successfully installed at:
C:Program Files (xB6NbrmECMSM

You can logon to the ECM SM Console with the following Link:

Enterprise Content Management hitp:/iIN7P0015764Bit. de.cenit-group.com:23990
System Monitor
Select"Done”, to close the installer.

|

Installanmahere

Cancel Previous l ’ Daone

ECM SM Installation: Installation successful panel

In the case the installation was based on WebSphere a successful installation is completed with the follow-
ing panel. You'd need to deploy (install) and start the two displayed ear-files (Web Applications) to your
WebSphere Server The deployment of the ECM_SM on IBM WebSphere. Before you start the WebSphere
Application don't forget to define the Application Specific Data source and define the JVM custom properties
as described in the JVM Properties for an IBM WebSphere Based Installation.
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. - 3
() IBM FSM Server - SRESE X

Installation done - Deploy WAS Applications now

&l Hasic Senser settinns
@ Event forwarding settings Congratulation! IBM FSM Server successfully installed at:
@ LDAP Advanced seltings

O Advanced Server settings C\Pragram Files (x86 MBM\SysMon

@ Database settings Before can logon to the FSM Console you'd need to install and deploy the WebSphere Applications
& Connection test result C\Program Files (x86MNBMSysMon\application_servenFSM_SERVER_gui_app.ear
and

SRS ([ DEEmET C:AProgram Files (x86BMSysMon\application_servenFSM_SERVER_server_app.ear

EEmEnE to your WebSphere Application Server w7p00157.de.cenit-group.com (port: 23990).

& shell download result

& Windows Shell location Mote: Do notforgetto create the specified WebSphere Datasource FSM_DS before deployment.
Install ired soft

O AL R e See documentaion for further details.
packages

@ Pre-Installation - Ovenview Select "Finish”, to close the installer.

& Installing...

O Cutput of configuration and
senvices installation action

Cutput of configuration and
& daemons installation
action
G COutput of configuration
DDOL - manual interaction
& is
required
@ Cutput of Server senvices
installation action

0 Qutput of Server Agent
installation action

Install&nywhere

Cancel Help Previous l ’ Done

% =

ECM SM Installation: WAS-based successful installation panel

In the case of an exit code '0' the installer will automatically start the ECM SM Web Application in your
default browser.

Note: The Default browser will only be started, if the ECM SM application is installed based on the Embedded
Jetty Application Server.
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The first login

T e . (- <=L

[7] n7p0015764bit.de.cenit-gr: -

“ = € [1n7p0015764bit.de.cenit-group.com:23990 e N

TE T enterprse Content Management Systom Mositor ||
M, Fullscreen

ﬂ - '* 1

Login

Please enter your credentials,

ok G

ECM SM Installation: ECM SM Login Screen

After login with the ECM SM admin user (startup-password is ‘admin’) you'll see a similar ECM SM Event
Console. Process with the ECM SM Users guide for further information about the ECM SM Web Console
handling.

r — _—
—— e |
/' [} n7p0015764bit.de.cenit-gr: [P —— p— -
“~ = €' [ n7p0015764bitde.cenit-group.com:23920 T2 A
TEM enterprise Content Management System Moo
M, Fullscreen — - 7
File Window Desktop Taols Help
S Tree 2 = 0O || Event List 8 |5 Event Details | 5] Business View & De-/Select All ¥) Refresh T3 Automatic Refresh O History View 3 Filter =0
= - Timestamp Sevarity Valuz Full Qualified Host Nar Application Name  Datastream Message Text
) Refresh & New
\SYSTEM -
+ @ SYSTEM
i DATASTREAM
& HoST
i INSTANCE
Goto Page D [E[E] eeg=1oir  [E][E] Event 0- 0 of0
= Knowledge Base Entry 8 | B
Knowledge Base Entry
Mo entry available.
5 ECM SM Server Status 51 -a
[=]
e ¥ 4
| Gheck Naw| I
| s¢min@N7P00157 64Bit | Mi, Sep 12, 2012 Europe/Berlin
g
ECM SM Installation: ECM SM event Console
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Installation and configuration of the ICN integration (ECM SM
plug-in)

This section describes the configuration steps to deploy the ICN integration ECM SM plug-in.

HTTPS-enabled ECM SM GUI server

In order to connect to an HTTPS-enabled ECM SM GUI server, the underlying WebSphere instance needs
the servers signer information added to its TrustStore. To do so, log in to the WebSphere Console (https://
websphere:9043/ibm/console) and navigate to 'Security', 'SSL certificate and key management’, 'Key stores
and certificates', 'TrustStore’, 'Signer certificates' , 'Retrieve from port'.

Enter the hostname and port of each ECM SM GUI server you want to connect to including the one you
want to load the plug-in from.

| Close page

[SSL certificate and key management 7 _Wep -]
ssL and key > Key stores and > rustStore > Signer certificates > Retrieve from port Field help
For field help information,
Makes a test connection to a Secure Sockets Layer (SSL) port and retrieves the signer from the server during the handshake. celect a field label or list
General Properties marker when the help cursor is
displayed.
+ Host
[nlinp03575 Page help
More information about this
+ Port
23990
SSL configuration for outbound connection \‘j"'“'“:““ ‘t‘"("‘““ "
= lew administrative scripting
[ S SR Command for last action
+ Alias
IS

Retrieve signer information

Retrieved signer information
Serial number
[1975344701 ]

Issued to
(CN=nlinp03575.de.cenit-group.com, OU=IBM FSM, O=IBM FSM, L=Unknown, ‘

ST=Unknown, C=Unknown

Issued by

(CN=nlinp03575.de.cenit-group.com, OU=IBM FSM, O=IBM FSM, L=Unknown, ‘
T , C=Unknown

ingerprint (SHA digest)
7:72:27:87:5C:02:4B:49: BE: 4B: 4F: 21:8F: 6F:99: 03:4A:A2 ]

Validity period
[pur’3, 2016 ]

Apply | OK | | Reset| | Cancel

ECM SM Installation: IBM Content Navigator ECM SM plug-in - Import server certificate in WebSphere.

Installation and configuration of the ICN integration (ECM SM plug-in)

This chapter describes the installation and configuration of the IBM Content Navigator (ICN) plug-in for IBM
ECM SM. The plug-in enables users to view the overall status of their managed IBM ECM environment
without opening the IBM ECM SM UlI.

Please use the following description to install the ECM SM plug-in.

Login to the IBM Content Navigator (ICN) Ul as administrative user. Click on the maintenance (gear) icon
on the left side and select 'Plug-ins'. Press the New button to install the new ECM SM plug-in.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Installing ECM SM Server 127
Server Installation process

Desktops Desktops - Plug-ins
=) Repositories
%) Sync Services You must use the administration tool to register plug-ins for the web client. If a plu

FileNet Content Manager Important: If you edit a plug-in that is referenced in another area of the administrz

Content Manager OnDemand invoked in the order that they are listed. If a plug-in needs to be run before anothe
@ Daeja ViewONE NewPlugin = Edit  Enable  Disable  Delete  Refresh
& Viewer Maps

-8 Plug-ins

Name

ECM SM Installation: IBM Content Navigator Plug-in administration

Type the following URL into the text box and press the Load button to load the plug-in. The URL depends
on the ICN version, the system name and the type of the server: http[s]://<<ECM SM servername>:<GUI-or-
Downloadserver-port>/downloads/ICN/ECMSystemMonitorPlugin[-2.0.2].jar. If you want to use the plug-in
with ICN 2.0.2 please add the -2.0.2' suffix to the URL. The recommended ICN version is 2.0.3.

Example URL for ICN 2.0.3 and HTTPS:

https://myserver:23990/downloads/ICN/ECMSystemMonitorPlugin.jar
Example URL for ICN 2.0.2 and HTTP:

http://myserver:23990/downloads/ICN/ECMSystemMonitorPlugin-2.0.2.jar

Desktops - Plug-ins [#) *IBM Enterprise Content Manag t System Monitor for IBM Content Navigator

Save and Close Save Reset Close

Plug-in- IBM Enterprise Content Management System Monitor for IBM Content Navigator
A plug-in can be either a JAR file or a compiled class file.

Important: The IBM Content Navigator web application server must be able to access the plug-in file on the local file systemn or through a URL

@ JAR file path: 2

https:/imyserver:23990/downloads/| CN/ECMSystel Load
() Class file path: 2 Load
Class name: g
MName: IBM Enterprise Content Management System Monitor for IBM Content Navigator

Version: 520

ECM SM Installation: IBM Content Navigator Plug-in - adding a new plug-in

After pressing the Load button the systems loads the plug-in. The version, the description and the required
parameters of the plug-in will be displayed below.
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ECM SM Server Configuration

Server Alias: ¢

Server URL:
Save Remove
Configured Servers: http://nlinp04063: 23990
Reset Configuration: RESET User Settings =~ RESET Plugin Settings

ECM SM Installation: IBM Content Navigator Plug-in - speficy plug-in settings.

Please make sure to press the Save button before proceeding with the server configuration.Specify the ECM
SM server URL and an alias for each entry. The format looks like: http(s)://<ECM SM servername>:<GUI-
port>, example: https://myserver:23990

Press the Save button below the URL input field to store the new server in the ICN configuration. The config-
ured servers are global for all ICN users. The ECM SM user-specific credentials are stored later separately
for each ICN user.

Press the Close button to finish the plug-in configuration. Next, select Desktop from the sidebar and select
either an existing desktop or create a new desktop.

Deskiops Desktops ECM_SM

=1 Repositories

(%) Sync Services Save and Close Save Reset Close
FileMet Content Manager

Content Manager OnDemand Desktop: ECM_SM

@ Daeja ViewONE

® Viewer Maps " General * Repositories * Layout Appearance = Menus Workflows Mobile
- Plug-ins *Name: 9 EoM_SM

= Menus

T Labels *ID: 9

£5- Themes —

M Icon Mapping Description:

3= Settings

~ Authentication

* Repository: | PBDEV -

Limit access to specific users and groups (7 Enable @ Disable

ECM SM Installation: IBM Content Navigator ECM SM plug-in - editing an existing desktop

If you plan to create a new desktop the desktop name will be used later to login to the ICN. Add the ECM
SM plug-in to the ICN desktop you selected or created and store the new / updated desktop.
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Desktops Desktops New Desktop
=1 Repositories
(% Sync Services Save and Close Save Reset Close
FileNet Content Manager
Content Manager OnDemand Desktop: New Desktop
@ Daeja ViewONE
) A desktop determines what the user can see and do when they log in to the web client. After you create a desktop,
& Viewer Maps
-» Plug-ins * General * Repositories * Layout Appearance * Menus Workflows Mobile
=M
= Menus * Name: ¢
T Labels
fi° Themes “ID: 5
A |con Mapping
= Settings Description:

~ Authentication

* Repository: -

ECM SM Installation: IBM Content Navigator ECM SM plug-in - Create a new desktop (1 of 2)

Specify the desktop name and the desktop ID in the General tab.

NOTE The desktop ID will later be used within the desktop URL. The selection of a
Content Repository inthe Repositoriestab isrecommended. Accessto the desk-
top can be limited in the Authentication section of the General tab. Please check
the IBM Content Navigator documentation for details.

Desktops ECM_SM

Save and Close Save Reset Close

Desktop: ECM_SM

+ General + Repositories » Layout Appearance * Menus Workflows Mobile

~ Desktop Features

Specify which features users can access from this desktop. Additionally, you can customnize the behavior of each feature that is included in the desktop.

" layout: 7 ecm.widget layout NavigatorMainLayout v Feature configuration

.
fe[a?;i?i?ed? Move Up Move Down Select a feature to configure
Feature

Home

Browse

Search

4 € € <

Event Management

ECM SM Installation: IBM Content Navigator ECM SM plug-in - Create a new desktop (2 of 2)

Select the Layout tab and tick the Event Management feature. PressSave to add the plug-in's feature to
the sidebar of the configured desktop.
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The IBM Content Navigator ECM SM plug-in can now be used.

Open the browser and type in the URL of the new ICN desktop containing the ECM SM plug-in with the
following URL: http(s)://<hostname-hosting-ICN>:<port>/navigator/?desktop=<ECM SM ICN-Desktop D>,
example: http://myicnserver:9081/navigator/?desktop=ECMSM

In the sidebar select the Event Management feature and choose one of the previously configured ECM SM
servers from the server dropdown list. Enter your ECM SM credentials and press the Connect button to
load the configured Custom Trees of the selected ECM SM server.

@

Server::  _ ' (7)) Not Connected

ECM SM Overview

Q 2@ & @

ECM SM Installation: IBM Content Navigator ECM SM plug-in - Overview

Activating monitoring for the ECM SM server

After installing the ECM SM server, monitoring for the server must be activated to receive events in the
console.

. Login to the console as described in section The first login
. Choose Tools ECM SM Base agents and non Core ECM Agent Installer from the menu

. Depending on your browser settings, a warning similar to the following may be shown. Select Run to
start the installer.
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Warning - Security EI

The application’s digital signature cannot be verified.
Do you want to run the application?

—

Mame: IEM FaM Mon Core Syskem Setup
Publisher: CENIT AG
From: http: ffmxpp00202, de, cenit-group, com: 23990
[T &lwavs brust conkenkt From this publisher
Run Cancel

More Information...

i | Part of the application is missing a digital signature, Only run iF vou
* trust the arigin of the application,

Browser security warning

. A login window will be opened. Log in with the same credentials you used for the console login.

User:

Password:

Ok Cancel

Installer Login

. The installer opens. Select Remote machine in the Install Method section on the right, then select
the ECM SM server in the Hostname combobox. Press the Install and configure button to start the
installation.
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File Help
IBM" Enterprise Content Management System Monitor
Version 5.1.0
Install information rInstall method
> Local machine
Product: cala - ® Remote machine
Hostname: N7P02471B64BIT.de.cenit-group.com | » File transfer: cala_rex -
Operating system: Remote execution: |cala_rex o
[ Copy files only
rInstall directories
Source directory: cnclireposiinstall
Target directory: C:loptfia_stufifia_fp2/cala
JDK path Choptiprograms\javaljre_1_6_26
~Install options
[] Keep monitor settings Autostart mode: |After install and at boot time | - |
[ ] Reconfigure only
Create environment file
[ Uninstall
r Selected configuration
Configuration: ‘ECM SM CLIENT WINDOW S -
This is an IBM ECM 3M agent configuration set for Microsoft Windows operating systems.
‘ Set configuration variables ... | | Copy configuration from ... |
| Install and configure ‘ ‘ Exit | | Help ‘

Installer Window

. After the installation has finished, events from the ECM SM server will arrive in the console.

ECM SM Installation Guide
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How to update expired ECM SM server certificates

ECM SM server installations generate several certificates for the communication between server, managed
systems and the Web Console at installation time. If the ECM SM server was updated several times it may
happen that the certificates expire (after 2 years). If the communication between the ECM SM server and
the managed systems use the server certificate be aware that all agents require new certificates that apply
to the updated server certificate, too.

To generate new certificates the following steps are required.

Delete existing certificates
Delete the ECM SM server certificate files <ECM SM-install-directory>/keys/*.pem on the ECM SM

server.

Update the Server with the latest Fixpack
Install the latest ECM SM Fixpack. It will create new server certificates.

Optional: Generate new certificates for agents.
If the agent communication is based on the server certificates generate new agent certificates,
too. See chapter 'Creating an SSL certificate for the agent' in the Installation Guide for further
information.
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CALA_REX and Task execution logging on the Server
and Agents

Since version 5.2.0 the logfiles for tasks and monitors will be logged to $CENIT_ROOT/cala/temp. Create the
".plusdebug" debugging directory in this directory. The CALA_REX lodfile (cala_rex logging) will be written
to $CENIT_ROOT/cala_rex/logs when configured using the "Configure Debug Settings" task.
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Troubleshooting

If the login fails you should verify all log files in the $CENI T_ROOT directory (for InstallAnywhere and internal
log files) and in the $CENI T_ROOT/ var / | og directory.
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Event forwarding to an ESM System via Logfile

ECM SM supports the generation of report (log) files. Besides SNMP trap based event forwarding this is
the most common way to forward events from one event management system to another. ECM SM server
supports the generation of free formatted report / logfiles that can be parsed by other systems.

Please refer to section Event forwarding via Log file for detailed information on how to activate and configure
this functionality. Additional information about the filesink component that writes to report (log) files can be
found in the ECM SM Users Guide, chapter 'Webconsole - Serverconf Console' in the section 'The Server
Configuration Console', sub-section 'The Rules Engine Plug-Ins'. A description of possible place-holders in
logfile names can be found in the ECM SM Users Guide, chapter Webconsole - Serverconf Console in the
section 'The Event Mapping View', sub-section 'ReplacementHandlers'.

Note: This is the common way to forward ECM SM events to IBM Tivoli Monitoring Version 6 and to IBM
Tivoli Enterprise Console.
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Event integration to an ESM System via SNMP

ECM SM servers support forwarding of ECM SM events as SNMP traps to any SNMP Manager.

This is the easiest and most common way to forward ECM SM events into an existing Enterprise System
Management environment.

The system supports the following SNMP versions:

U SNMP V1
o SNMP V2C
. SNMP V2C inform

The SNMP forwarding mechanism needs to be configured during ECM SM Server installation.

ECM SM SNMPv1 traps and variable settings

The following SNMPV1 traps of enterprise 1.3.6.1.4.1.8235.0 (enterprise CENIT) are generated by ECM SM:

Name Trap number Severity
cenitGeneric 0 Warning
cenitHarmlessLodfile 101 Normal
cenitWarningLodfile 102 Warning
cenitMinorLogfile 103 Minor
cenitCriticalLogfile 104 Major
cenitFatalLogfile 105 Critical
cenitHarmlessMonitoring 201 Normal
cenitWarningMonitoring 202 Warning
cenitMinorMonitoring 203 Minor
cenitCriticalMonitoring 204 Major
cenitFatalMonitoring 205 Critical

Each ECM SM SNMPv1 trap contains the following SNMP variables

Name OID Type Note

Event 1.3.6.1.4.1.8235.1.1.1.1 STRING Error Id, Event Class or Monitor name
Source 1.3.6.1.4.1.8235.1.1.1.2 STRING Logfile name or Monitor cmdline parameters
Message 1.3.6.1.4.1.8235.1.1.1.3 STRING Logfile Message text or monitor result
Timestamp [1.3.6.1.4.1.8235.1.1.1.4 STRING Timestamp of event
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Name OID Type Note

Original Error {1.3.6.1.4.1.8235.1.1.1.5 STRING Original error text from logfile or Monitor
Text debug output

Error cause [1.3.6.1.4.1.8235.1.1.1.6 STRING Error cause or empty

Corrective 1.3.6.1.4.1.8235.1.1.1.7 STRING Corrective action or empty

Action

Repeat count [1.3.6.1.4.1.8235.1.1.1.8 NUMERIC Number of identical events

Hostname 1.3.6.1.4.1.8235.1.1.1.9 STRING Hostname, where the events was detected
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ECM SM SNMPv2c or SNMPv2c Inform traps and

variable settings

The following SNMPv2c traps of enterprise 1.3.6.1.4.1.8235.2.0 (enterprise cenitNotifications) are generated

by ECM SM:

Name Trap number Severity
cenitGeneric 0 Warning
cenitHarmlessLodfile 101 Normal
cenitWarningLogfile 102 Warning
cenitMinorLogfile 103 Minor
cenitCriticalLogfile 104 Major
cenitFatalLogfile 105 Critical
cenitHarmlessMonitoring 201 Normal
cenitWarningMonitoring 202 Warning
cenitMinorMonitoring 203 Minor
cenitCriticalMonitoring 204 Major
cenitFatalMonitoring 205 Critical

Each ECM SM SNMPv2 trap contains the following SNMP variables

Name OID Type Note

snmpTrapEnterprise [1.3.6.1.6.3.1.1.4.3.0 OBJID Enterprise of the received v2 trap
(cenit)

Agent Timestamp 1.3.6.1.2.1.1.3.0 TIMETICKS Timestamp of the CALA SNMP
Agent

snmpTrapOID 1.3.6.1.6.3.1.1.4.1.0 OBJID SNMP Trap OID of the received
trap

Trap OID 1.3.6.1.4.1.8235.0 OBJID Trap OID of this event

Event 1.3.6.1.4.1.8235.1.1.1.1 STRING Error Id, Event Class or Monitor
name

Source 1.3.6.1.4.1.8235.1.1.1.2 STRING Logfile name or Monitor com-
mand line parameters

Message 1.3.6.1.4.1.8235.1.1.1.3 STRING Logfile Message text or monitor
result

Timestamp 1.3.6.1.4.1.8235.1.1.1.4 STRING Timestamp of event

Original Error Text 1.3.6.1.4.1.8235.1.1.1.5 STRING Original error text from logfile or
Monitor debug output

Error cause 1.3.6.1.4.1.8235.1.1.1.6 STRING Error cause or empty
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Name OID Type Note
Corrective Action 1.3.6.1.4.1.8235.1.1.1.7 STRING Corrective action or empty
Repeat count 1.3.6.1.4.1.8235.1.1.1.8 NUMERIC Number of identical events
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Prepared MIB files

If you plan to forward SNMP messages to an SNMP Manager you need to import the appropriate MIB files
into your SNMP Manager.

You will find prepared MIB files on the installation media in the directory <| NSTALL NEDI UM DI R>/ M SC/
SNIVP.

SNMP Version MIB Filename
cenit_snmp_vl.mib SNMPv1
cenit_snmp_v2.mib SNMPv2c and SNMPv2c inform

Please consult the SNMP Managers user guide for further information.

NOTE Y ou can import both files into your SNMP Manager.
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Prepared trap definition files

SNMP Managers (IBM Tivoli NetView, HP OpenView, Enterasys Networks NetSight Element Manager, e.g.)
need trap definition files to handle SNMP traps correctly.

You will find trap definition files for different SNMP Managers <Installation-directory>/MISC/SNMP directory

on the ECM SM server.

Filename

Function

cenit_trapd_IBM_NV_UNIX.conf

ECM SM SNMPv1 and SNMPvV2 trapd.conf extensions for IBM
NetView for UNIX Version 7 and newer

cenit_trapd_IBM_NV_Windows.conf

ECM SM SNMPv1 trapd.conf extensions for IBM NetView for
Windows and IBM NetView for UNIX prior Version 7

cenit_trapd_HPOV_and_NEM.conf

ECM SM SNMPv1 and SNMPvV2 trapd.conf extensions for HP
Openview Node Manager and Enterasys Networks NetSight
Element Manager

cenit.trapdef

Enterasys Networks NetSight Element Manager trap definition
file for ECM SM SNMPVL1 traps (enterprise cenit)

cenitNotifications.trapdef

Enterasys Networks NetSight Element Manager trap definition
file for ECM SM SNMPV2 traps (enterprise cenitNotifications)

If you want to forward ECM SM SNMP traps to another SNMP Manager you may need to change one of

the prepared trap definition files.

Please consult your SNMP Manager‘s user guide for further information about trap definition settings.
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Event forwarding to HP OpenView Operations

OVO

ECM SM supports forwarding of ECM SM events to HP OpenView Operations (OVO). On ECM SM server a
HP OpenView Operations Agent has to be installed to forward events to HP OpenView Operations. Events
from ECM SM managed systems (clients) are forwarded by the ECM SM server communication via HP
OpenView Agent to the HP Open View Server.

IMPORTANT  Therearedifferent typesof HP OpenView Agentsavailable. ECM SM mes-

sage forwarding is only supported with the https-Agents (HP OpenView
OVO 8.x HTTPS Agent for Windows, HP-UX and Solaris). Refer to the
HP OpenView documentation about details on how to install and configure
the required HP OpenView Agent from the HP OpenView Server on the
ECM SM server. Thereisno need to install any HP OV O agent or software
on ECM SM managed systems (clients).
The ECM SM forwarding component uses the same mechanism as the HP
OpenView command "opcmsg". If there are any issues with the transaction
of ECM SM messagesto the OV O system (for example the sent events are
not received by the server), it is recommended to check the HP OpenView
documentation about "how to send messages via opcmsg”. If "opcmsg"”
works correctly from the ECM SM server then the ECM SM component
will work correctly, too.

Please refer to the ECM SM Release Notes regarding supported OVO agent version and required OVO
patches.
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Customizing the ECM SM Web Console

Changing Fonts and Colors

ECM SM is based on the Eclipse Rich Ajax Platform. HTML properties can be configured via a cascading
style sheet definition file. Find the file at <i nst al | ati on pat h>/ext/finca. gui.style/theme/fsn
fsm css.

For details refer to the RAP Theming documentation located at http://wiki.eclipse.org/RAP_Theming.

Note that the ECM SM gui service must be restarted in order to make use of a changed style sheet.
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Ilcon Sets

A user can choose between multiple icon sets (see Window Views User Preferences Presentation lcon-
set ). ECM SM provides two icon sets by default: ECM SM45 and ECM SM40.

To add a own icon set, the following steps are necessary:

Copy the directory structure from <i nst al | ati on path>/gui /i cons/ ECM SM45 to <i nst al -
| ati on pat h>/gui/icons/<nane of your icon set>.

Adjust icons to your needs.

Load the file <i nstal | ati on pat h>/eventserver/cfg/finca-cfg.xm intoan editor,
search for the lines

0001 <property name="de.cenit.eb.smfinca.functional.usernmgnt.icondir" [I
type="1listbox">

0002 <listitem nane="ECM SM40"/ >

0003 <listitem name="ECM SM45"/ >

0004 </ property>

and create an entry for the new icon set

0001 <property name="de.cenit.eb.smfinca.functional.userngnt.icondir" [J
type="1i st box">

0002 <listitem name="ECM SM40"/ >

0003 <listitem name="ECM SMi5"/ >

0004 <listitem nane="nanme of your icon set"/>

0005 </ property>

Note that the ECM SM gui service must be restarted in order to make use the new icon set.
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How to Configure and Use the

UnifiedDatabaseClient (UDC)

General

The UnifiedDatabaseClient (UDC) is a command line tool to execute SQL queries on several RDBMS and
display the result in a uniform database independent way.
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Requirements

To use the UnifiedDatabaseClient, you need the JDBC driver of your RDBMS. Download the driver from the
homepage of the database vendor. Please refer to chapter Databases in the ECM SM Hardware & Software
Requirements guide for details.

UDC requires Java 7 or higher.
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Usage

Usage

Parameters for the UDC are read from command line arguments. The following parameters are supported:

Configuration file property

Command line switch

Description/Allowed values/Defaults

udc.database.type

-d <type>

Database type. Optional. Default DB2. Valid
values: DB2, MSSQL , ORACLE, MYSQL, DER-
BY.

udc.database.type.subtype

-d <type>: <subtype>

Database version depending on the data-
base type; e.g. 9. 1 for database type ORA-
CLE or 2000 for database type M5SQL.
Optional. The default is database type
dependent.

udc.database.server.id

-s <dat abase server>

Hostname or IP address of the database
server to connect to. Optional. Default is
| ocal host.

udc.database.user.id

-u <dat abase user id>

The ID of the database user, who is con-
nected to the database and executes SQL
statements. Non optional. No default. Empty
string is not allowed.

udc.database.user.pwd

-p <dat abase user
passwor d>

The password (pwdcrypt coded) of the data-
base user, who is connected to the database
and executes SQL statements. Non optional.
No default. Empty string is allowed.

udc.database.db.id

-db <dat abase id>

ID of the database to connect to. This can
be a database specific formated string. Non
optional. No default. E.g. to allow the spec-
ification of database instances for MS SQL
Server or table spaces for Oracle.

udc.database.jdbc.port

-jp <jdbc port>

Port used for the JDBC connection. Option-
al. The default is JDBC driver/database type
dependent (50000 for IBM DB2).

udc.database.jdbc.driver.class -j ¢ <j dbc dri ver

cl ass>

The JDBC driver class. Optional. The default
is JDBC driver/database type dependent.
Optional. Default is RDBMS specific.

udc.database.jdbc.driver.url

-ju <jdbc driver url>

The JDBC driver URL. Optional. The default
is JDBC driver/database type dependent.
Default is RDBMS specific. If not defined, the
values will be taken from the -d, -s, -jp and -
db parameters.

udc.output.type

-0 <output type>

The output should be in the specified format.
Optional. The default is udc. Valid values:
csv,xm ,htm , udc.

udc.output.separator

-out sep <out put sepa-
rat or >

Separator for output. Used for csv, udc and
if none of the above listed output types is
defined. Optional. Defaultis ; ; ; ;
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Configuration file property

Command line switch

Description/Allowed values/Defaults

udc.output.resultseparator

-resul t sep <out put
result separator>

Separator between results of SQL state-
ments in the output. Used for csv, udc
and if none of the above listed output
types is defined. Optional. Default is

udc.query.separator

-querysep <query sepa-
rator>

Separator for multiple queries to be execut-
ed. Optional. Default is ;

udc.action.commit

-nc

The client will not commit any data changing
SQL statement, if the database is not config-
ured as autocommit. Optional. The default is
to commit the changes.

udc.action.testconnection

The client will only test the JDBC connec-
tion and not execute any SQL statement Any
SQL statement given on the command line
will be ignored. In case the connection could
be established and closed successfully, 0
(zero) is returned. In all other cases 1 (one)
or higher is returned.

-exec

Query to be executed. Surrounded by double
guotes (e.g. "SELECT * FROM...").

-execfile

Read queries (one ore more) to be executed
from given filename.

- debug

Print debug information to stderr. Optional.
Default is to use no debug output.

udc.action.time

-cal c

Three additional time spans (in milliseconds)
are calculated and displayed on the com-
mand line: The time span, it took to con-
nect to the database (login time span), the
time span, it took to execute SQL statements
(execution time span) and the complete time
(adding up login and execution time spans in
milliseconds).

Some optional parameters will be set by the UDC on runtime depending on the provided parameters.

For the JDBC Driver URL the parameters -d, -s, -jp and -db are used.

The JDBC Driver Class will be set using the -d parameter for the database type and subtype. In some cases
the Driver Class and Driver URL are different for different subtypes of the database. If the default value
doesn't match your affords, provide it as an command line argument.

The following examples are UDC calls from the command line for some different RDBMS. The minimal
needed parameters are given, all other are default for the database type. For other subtypes the needed
parameters may differ. For these examples the Java binary is in the path variable.
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MySQL

java -Djava.ext.dirs=/opt/jdbc/mysql/:/opt/IBM/ECMSM/tools/de.cenit/ -cp . -jar /opt/IBM/ECMSM/
tools/de.cenit/universalDatabaseClient.jar -exec "SELECT * FROM MYTABLE" -d MYSQL -s myserv-
er -u myuser -p <encrypted password> -db /MYDB

Defaults

. DB-Subtype: 5.0

. JDBC Driver Class: com.mysql.jdbc.Driver

. JDBC Port: 3306

. JDBC Driver URL: jdbc:mysql://<database server>:<jdbc port><database id>

Specials

. The parameter "?t i nyl nt 1i sBi t =f al se" is used for the connection to the database to show
tinyint fields as number, not as boolean values.

IBM DB2

java -Djava.ext.dirs=/opt/jdbc/db2/:/opt/IBM/ECMSM/tools/de.cenit/ -cp . -jar /opt/IBM/ECMSM/tools/
de.cenit/unifiedDatabaseClient.jar -exec "SELECT * FROM MYTABLE" -d DB2 -s myserver -u myuser
-p <encrypted password> -db /MYDB

Defaults

. DB-Subtype: 9.5

. JDBC Driver Class: com.ibm.db2.jcc.DB2Driver

. JDBC Port: 50000

. JDBC Driver URL: jdbc:db2://<database server>:<jdbc port><database id>

Oracle

java -Djava.ext.dirs=/opt/jdbc/oracle/:/opt/IBM/[ECMSM/tools/de.cenit/ -cp . -jar /opt/IBM/ECMSM/
tools/de.cenit/unifiedDatabaseClient.jar -exec "SELECT * FROM MYTABLE" -d ORACLE -s myserver
-u myuser -p <encrypted password> -db :MYDB
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Usage
Defaults
. DB-Subtype: 10g
. JDBC Driver Class: oracle.jdbc.driver.OracleDriver
. JDBC Port: 1521
. JDBC Driver URL: jdbc:oracel:thin:@<database server>:<jdbc port><database id>
Specials
. If you want to connect as sysdba or sysoper use "user as sysdba" or "user as sysoper" for the -u

parameter (double quotes are needed around these value).

. You have to use the ORACLE_SID for connecting to an remote Oracle database, not the SQL-Net-
name.

MSSQL

java -Djava.ext.dirs=/opt/jdbc/mssql/:/opt/IBM/ECMSM/tools/de.cenit/ -cp . -jar /opt/IBM/ECMSM/
tools/de.cenit/unifiedDatabaseClient.jar -exec "SELECT * FROM MYTABLE" -d MSSQL -s myserver
-u myuser -p <encrypted password> -db ;instanceName=MYINSTANCE

Defaults

. DB-Subtype: 2005
. JDBC Driver Class: com.microsoft.sqlserver.jdbc.SQLServerDriver
. JDBC Port: 1433

. JDBC Driver URL: jdbc:sqlserver://<database server>:<jdbc port><database id>

Windows authentication over JDBC driver

UDC requires the JDBC driver file sql j dbc4. | ar from the Microsoft JDBC Driver for SQL Server version
4.0 package. Other Microsoft JDBC Driver for SQL Server versions and files are not supported.

Make sure that the directory contains only the JDBC driver file sql | dbc4. j ar and remove the file sqgl j d-
bc.jar.

If you plan to use Windows Authentication for the MSSQL database connection, the filesql j dbc_aut h. dl |
from the Microsoft JDBC Driver for SQL Server version 4.0 package is required, too. Make sure that the 32-
bit version of the DLL is copied to the same directory as the JDBC driver file sql j dbc4. j ar. The DLL is
initially located in <installation directory>\sqljdbc_<version>\<language>\auth\x86.
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Specials

. You can use -db instanceName=<instance>;databaseName=<databasename> for defining the data-
base.

. To connect to an SSL secured SQL server, you can specify the
required parameters with the -db parameter as well, e.g. -db
instanceName=LOCAL;databaseName=mydb;encrypt=true;trustServerCertificate=true. See http://
msdn.microsoft.com/en-us/library/bb879935%28v=sql.105%29 for a list of possible parameters and
more details.

Output

The UDC supports different output types. Default is the UDC format.

You could change the output type using the -o <output type> commandline switch. If you define an invalid
value the UDC will use the default format.

UDC

java -Djava.ext.dirs=/opt/jdbc/mysqgl:/home/mesmmer fdevelopment /workspace/

bin/java/libs/de.cenit/ -cp . -jar unifiedDatabaseClient.jar -exec "SELECT
* FROM CALA.C5M AREA LIMIT ©,5" -d mysql -u webadmin -p BGE8REETl3000dOTE

8 -db fCALA

C5M AREANAME; ;;;CSM AREA;;;;

Apache;;;;apache;;;;

CALA Check;;;;cala check;;;;

Filesystem;;;;filesystem;;;;

Sendmail;;;;sendmail;;;;

System;;;;system;;;;

Default output for UDC.
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xml

java -Djava.ext.dirs=/opt/jdbc/mysqgl:/home/me=tumner /development/workspace/
bin/java/libs/de.cenit/ -cp . -jar unifiedDatabaseClient.jar -exec "SELECT
* FROM CALA.C5M AREA LIMIT ©,5" -d mysql -u webadmin -p GeE8EGET1l3000dOTE
8 -db /CALA -0 xml

<?xml version="1.8" encoding="UTF-8"7=

<DbResultSet=

<ResultRow number="@"=

<cell name="CSM AREANAME"=>Apache</cell>

<cell name="CSM AREA">apache</cell>

</ResultRow=

<ResultRow number="1"=

<cell name="CSM AREANAME">CALA Check</cell>

<cell name="CSM AREA">cala check</cell>

</ResultRow=

<ResultRow number="2"=

<cell name="CSM AREANAME">Filesystem</cell>

<cell name="CSM AREA"=filesystem</cell>

</ResultRow=

<ResultRow number="3"=

<cell name="CSM AREANAME"=Sendmail</cell=

<cell name="CSM AREA"=sendmail</cell=

</ResultRow=

<ResultRow number="4"=

<cell name="CSM AREANAME"=System</cell>

<cell name="CSM AREA">system</cell=>

</ResultRow=
</DbResultSet>
XML output for UDC.
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Usage

html

CSV

java -Djava.ext.dirs=/opt/jdbc/mysql:/home/me====u/development/workspace/
bin/java/libs/de.cenit/ -cp . -jar unifiedDatabaseClient.jar -exec "SELECT
* FROM CALA.C5M AREA LIMIT @8,5" -d mysql -u webadmin -p Peeeecefl3feedefe
8 -db fCALA -0 html

<table=

<thead=

<tr=<th=CSM AREANAME</th><th>CSM AREA</th=></tr>

</thead=

<tbody=

<tr=<td=Apache</td=<td=apache</td=</tr=

<tr=<td=CALA Check</td=<td=cala checks/td=</tr=

<tr=<td=Filesystem</td><td>filesystem</td=</tr=

<tr=<td=Sendmail</td><td=sendmail</td=</tr=

<tr><td=System</td><td>system</td></tr=

</tbody=

</table=

HTML output for UDC.

bin/java/libs/de.cenit/ -cp . -jar unifiedDatabaseClient.jar -exec "SELECT
* FROM CALA.CSM AREA LIMIT @,35" -d mysgl -u webadmin -p 9000E6OT13008dOTE
8 -db /CALA -0 csv

"CSM _AREANAME";;;;"CSM _AREA";;:;
"Apache";;;;"apache";;;;

"CALA Check";;;;"cala check";;;;
"Filesystem";;;;"filesystem";;;;
"Sendmail”;;;;"sendmail”;;;;

"System";;;;"system";;;;

CSV output for UDC.
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Agent Installation Requirements

AIX

ECM SM agent platforms

ECM SM agents require the following software to be installed on the agent system:

U perl 5 or higher (required but NOT installed during ECM SM agent installation)

. Alternate shell like the bash shell (recommended): Due to limitations of the AIX sh and ksh shells
monitoring and task execution can fail. To prevent these errors it is recommended to install the bash-
shell to each agent before the monitoring agent is installed (if not yet installed). The bash-shell can
be installed from the IBM AIX Toolbox CD.

Within the ECM SM agent installer use the Set configuration variables configuration window, item
Custom Shell binary, to specify the full qualified name of the bash (for instance / usr/ | ocal /

bi n/ bash) to be used for all ECM SM agent components like the agent installer, monitors and
tasks. A link to the specified binary is created in the directory <ECM SM i nst al | - di r >/ f snsh.

o gawk (recommended): Due to limitations of the AlX awk and nawk (which is a copy of awk) monitor-
ing and task execution (for instance IBM WebSphere monitors and tasks) can fail. To prevent these
errors it is recommended to install gawk to each agent before the monitoring agent is installed (if not
yet installed). gawk can be installed from the IBM AIX Toolbox CD.

Within the ECM SM agent installer use the Set configuration variables configuration window, item
Custom AWK binary, to specify the full qualified name of gawk (for instance / usr /| ocal / bi n/
gawk) to be used for all ECM SM agent components like the agent installer, monitors and tasks. A
link to the specified binary is created in the directory <ECM SMt i nstal | -di r >/ f snsh.

You must add the path to the perl binary to the CALA_REX configuration manually if perl is not found in
the standard path .

Adjust system parameter ncargs

If the value of the system parameter ncargs is too low, some monitors may show the error message "arg
list too long".

To avoid this message, you should increase the value of ncargs.

To check for the current value, enter the following command:

| sattr -EH -1 sysO | grep ncargs

The value should be 16 or 32. To change the setting of ncargs, enter the following command.

chdev -1 sysO -a ncargs=<val ue>

This change takes affect immediately and is preserved over boot.
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Adjust system parameter maxuproc

If the value of the system parameter maxuproc (maximum allowed processes per user) is too low, processes
like monitors, tasks or shell binaries cannot be executed and may hang.

To avoid this error, you should increase the value of maxuproc to at least 1024.

To check for the current value, enter the following command:

Isattr -EH -1 sysO | grep maxuproc

or use the AlIX smit(ty) tool (run 'smitty system' and then select 'Change show characteristics of a operating
system'.

The value should be 1024 or higher. To change the setting of maxuproc, enter the following command.
chdev -1 sysO -a naxuproc=<val ue>

This change takes affect immediately and is preserved over boot.

Installing CALA_REX or CALA without root permissions

If CALA_REX or CALA is installed by a user without root permissions, make sure that the following precon-
ditions are met:

o the directory / et ¢/ ceni t must exist
. the user needs full access (read/write) to this directory

. if the root directory of the CALA installation (normally / opt / | BM ECVBM cal a already exists, the
user needs full access (read/write) to this directory
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HP-UX

ECM SM agent platforms

ECM SM agents require the following software to be installed on the agent system:

o perl 5 or higher (required but NOT installed during ECM SM agent installation)

. gawk (recommended): Due to limitations of the HP-UX awk binary agent installation, monitoring and
task execution can fail. To prevent these errors it is recommended to install gawk to each agent
before the monitoring agent is installed (if not yet installed). The gawk or nawk for HP-UX is not pro-
vided by HP and therefore need to be downloaded from the Internet. Note: gawk might require the
components 'gettext' and 'libiconv'.

Within the ECM SM agent installer use the Set configuration variables configuration window, item
Custom AWK binary, to specify the full qualified name of gawk (for instance / usr /| ocal / bi n/
gawk) to be used for all ECM SM agent components like the agent installer, monitors and tasks. A
link to the specified binary is created in the directory <ECM SM- i nst al | - di r>/f snsh.

You must add the path to the perl binary to the CALA_REX configuration manually if perl is not found in
the standard path .

Installing CALA_REX or CALA without root permissions

If CALA_REX or CALA is installed by a user without root permissions, make sure that the following precon-
ditions are met:

. the directory / et ¢/ ceni t must exist
o the user needs full access (read/write) to this directory

o if the root directory of the CALA installation (normally / opt / | BM ECVSM cal a already exists, the
user needs full access (read/write) to this directory
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Redhat Linux

ECM SM agent platforms

Note: Installation might fail, if Redhat Data Protection is enabled. Please consult Redhat documentation for
further details.

ECM SM agents require the following software to be installed on the agent system:
o perl 5 or higher (required but NOT installed during ECM SM agent installation)
o compat-libstdc++-33.i686

You must add the path to the perl binary to the CALA_REX configuration manually if perl is not found in
the standard path .

Installing CALA_REX or CALA without root permissions

If CALA_REX or CALA is installed by a user without root permissions, make sure that the following precon-
ditions are met:

. the directory / et ¢/ ceni t must exist
o the user needs full access (read/write) to this directory

o if the root directory of the CALA installation (normally / opt / | BM ECVEM cal a already exists, the
user needs full access (read/write) to this directory
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Solaris

ECM SM agent platforms

ECM SM agents require the following software to be installed on the agent system:

o perl 5 or higher (required but NOT installed during ECM SM agent installation)

. Alternate shell like the bash shell (recommended): Due to limitations of some SUN shells sh and ksh
monitoring and task execution can fail. To prevent these errors it is recommended to install the bash-
shell to each agent before the monitoring agent is installed (if not yet installed). The bash-shell can
be installed from the SUN Companion CD. Note: The bash shell might require additional prerequisite
components to be installed.

Within the ECM SM agent installer use the Set configuration variables configuration window, item
Custom Shell binary, to specify the full qualified name of the bash (for instance / usr/ | ocal /

bi n/ bash) to be used for all ECM SM agent components like the agent installer, monitors and
tasks. A link to the specified binary is created in the directory <ECM SM i nst al | - di r >/ f snsh.

o gawk (recommended): Due to limitations of the SUN Solaris / SunOS awk and nawk monitoring and
task execution (for instance IBM WebSphere monitors and tasks) can fail. To prevent these errors
it is recommended to install gawk to each Solaris / SunOS agent before the monitoring agent is
installed (if not yet installed). gawk can be installed from the Solaris Companion CD or the Internet.
Within the ECM SM agent installer use the Set configuration variables configuration window, item
Custom AWK binary, to specify the full qualified name of gawk (for instance / usr /| ocal / bi n/
gavk) to be used for all ECM SM agent components like the agent installer, monitors and tasks. A
link to the specified binary is created in the directory <ECM SMt i nstal | -di r >/ f snsh.

You must add the path to the perl binary to the CALA_REX configuration manually if perl is not found in
the standard path .

Required file /usr/ | i b/ charset.alias

ECM SM Agents version 5.2.0 support nationalized data analyzation, which includes multi byte character
support. This functionality is realized based on the iconv Library.

The required system configuration file / usr/ | i b/ char set. al i as is not installed out of the box in some
Solaris versions (e.g. Solaris 8). As a result the monitoring component of the ECM SM agent does not
work on these systems with missing configuration file. To fix this problem, just copy this file from another
Solaris machine where this file exists, or create it manually (see An example charset.alias file for an example
charset . al i as file).

NOTE On Solaris 9 thisfileis part of the Solaris package SUNWjnome- base- | i bs,
which isinstalled on every Solaris 9 systems by default.
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Manual OS adjustments

Verify that OS kernel parameters are configured correctly. In some cases the following parameters need to
be specified or adjusted in /etc/system file. Note: Do not decrease the values, if the parameters are specified
with higher values.

max=4096
cur=1024

set

rliimfd_
set rlimfd_

Note: /etc/system changes require system reboot.

Installing CALA_REX or CALA without root permissions

If CALA_REX or CALA is installed by a user without root permissions, make sure that the following precon-
ditions are met:

. the directory / et ¢/ ceni t must exist
. the user needs full access (read/write) to this directory

J if the root directory of the CALA installation (normally / opt / | BM ECVSM cal a already exists, the
user needs full access (read/write) to this directory
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SUSE Linux

ECM SM agent platforms

ECM SM agent require the following software to be installed on the agent system:
o perl 5 or higher (required but NOT installed during ECM SM agent installation)
o libstdc++33-32bit

You must add the path to the perl binary to the CALA_REX configuration manually if perl is not found in
the standard path .

Installing CALA_REX or CALA without root permissions

If CALA_REX or CALA is installed by a user without root permissions, make sure that the following precon-
ditions are met:

. the directory / et ¢/ ceni t must exist
o the user needs full access (read/write) to this directory

o if the root directory of the CALA installation (normally / opt / | BM ECVSM cal a already exists, the
user needs full access (read/write) to this directory
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Windows

ECM SM agent platforms

ECM SM agents require the following software to be installed on the agent system:

o perl 5 or higher (automatically installed during ECM SM agent installation)

o UNIX Like Windows shell (installed during ECM SM agent installation), unless Limited Agent version
is used.

A perl implementation is included on the installation media in subdirectory TOOLS/w32-ix86/shell. It is auto-
matically installed during installation of ECM SM server and agents.

Note: Full functioning Windows based ECM SM server and agents require a UNIX-like Windows shell, which
is licensed under GPL. The shell can be downloaded manually from sourceforge.net or automatically during
ECM SM server and agents installation. You can run a ECM SM Limited Windows agent version without
having the GPL component installed. The ECM SM server requires the UNIX-like shell for Windows systems.

WMI requirements

The service user account has to be a member of the "Performance Monitor Users" (in German: "System-
monitorbenutzer") group to be able to access WMI counters. In addition to the group membership, the ser-
vice user needs the permission "Enable Account" in the WMI Control Security settings. By default, the group
"Everyone" has permissions "Execute Methods", "Provider Write" and "Enable Account". If that's the case
the service account inherits the permission through that group. To access WMI from remote the "Remote
Enable" permission is required.

For more detailed information how to configure WMI permissions refer to the Microsoft documentation:

Windows Server 2003, Windows Server 2003 R2, Windows Server 2003 with SP1, Windows Server 2003
with SP2

Windows 7, Windows 8, Windows Server 2008 R2, Windows Server 2012
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Configuring and installing ECM SM clients

CALA_REX Installation

The communication between the ECM SM server and agents is based on the CALA_REX (CALA remote
execution) server and agent service. This service is used and needed to install and configure monitoring
and logfile management components.

Since version 5.2.0 ECM SM supports multiple CALA_REX agents on one system. The ECM SM Ul com-
ponents identify the agents by its hostname, the so called 'Service / Agent ID Postfix'. In the case more
than one agent will be installed on the system the 'Service / Agent ID Postfix' has to be unique and each
agent has to use its own communication port (default value: 23804). Use a short string as the parameter
'Agent ID Service Postfix' #, {}; $_ or white spaces (blanks, tabs) maximum 8 characters on AlX) that adds
information about the agent.

Location of CALA_REX agent images

The CALA_REX agent install images can be downloaded from the ECM SM Web Console. Open the ECM
SM Web Console in your browser, navigate to the 'Client Administration' Console or open the view 'GUI
Tools and downloads' directly. Select the platform specific ECM SM CALA_REX agent install image and
either execute the installer image directly or download the image to the local system.

List of CALA_REX agent install images:

W NDOWAS | BM ECM SM CALA REX AGENT. exe (InstallAnywhere image for MS Windows)

Al X | BM ECM SM CALA REX AGENT. bi n InstallAnywhere image for IBM AlX)

Sol ari s- SPARC | BM ECM SM CALA REX ACGENT. bi n (InstallAnywhere image for Solaris 9 and 10 - SPARC base
Sol aris-Intel | BM ECM SM CALA REX AGENT. bi n (InstallAnywhere image for Solaris 10 - Intel based)

HP- UX- I t ani um | BM ECM SM CALA REX AGENT. bi n (InstallAnywhere image for HP-UX 11 - Itanium based)

Li nux-Intel | BM ECM SM CALA REX AGENT. bi n (InstallAnywhere image for Linux on Intel platform)

Li nux- PPC | BM ECM SM CALA REX AGENT. bi n (InstallAnywhere image for Linux on PowerPC platform)

Li nux-s390 | BM ECM SM CALA REX AGENT. bi n (InstallAnywhere image for zLinux on s390)

Installing the CALA_REX agent

Go to the download page and click on the platform specific link in the CALA_REX agents section. Save the
InstallAnywhere install-image on the machine where the CALA_REX agent is to be installed.

Double-click the binary that has just been downloaded to start the CALA_REX agent installation process.
InstallAnywhere will guide you through the installation process.

NOTE On UNIX and Linux systems you might have to add execution rights (x-flag) to
the installer image before you can run the installation process.
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IMPORTANT  Onthelntel based Solarisplatform you must start theinstaller with bash and
not with the standard sh shell of the system. Thisis due to some limitations
of the Install Anywhere scripts of the self-extracting installer archives.

il

'fg’ [nztallérmawhere bereitet die [nstallation war...

[C] 2012 Flexera Software LLC.

CALA_REX Installation: Intro screen.

Press on the Next button to start the installation process.
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Software License Agreement
Please read the following license agreement carefully.
International Program License Agreement Il
3
Part 1 - General Terms
2
T BT T T T BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN
e o "ACCEPT" BUTTON, OR OTHERWISE USING THE PRCGRAM, LICENSEE AGREES TO
THE TEERMS CF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TEERMS CN
BEHALF CF LICENSEE, YOU EREPRESENT AND WARRANT THAT YCOU HAVE FULL
AUTHCORITY TC BIND LICENSEE TC THESE TERMS. IF YOU DO NOT AGREE TO
THESE TERMS,
* DO NCOT DOWWLCOAD, INSTRLL, CCPY, ACCESS, CLICKE CN AN "ACCEPT"
BUITCN, OR USE THE PROGRAM; AND
/ * PROMPTLY RETURN THE UNUSED MEDIA, DCOCUMENTATICH, AND PRCOF OF
- ENTITLEMENT TC THE PARTY FRCM WHCM IT WAS CEBTAINED FCR A REFUND OF
THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTRCOY ALL COPIES OF
THE PROGRAM.
1. Definitions
"Authorized Use™ - the specified lewel at which Licensee is -
@ I accept the terms in the license agreement.
() Ido not accept the terms in the license agreement.
InstallAnywhere
Help Previous Mext

CALA_REX Installation: License information.

Carefully read the license agreement and select | accept ... and press Next to continue or press | do not
accept ... or cancel to exit the installation.
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r Y
Q IBM Enterprise Content Management System Monitor CALA_REX Agent - ' = —

Introduction

InstallAmawhere guides yvou through the installation of IBM Enterprise Content Management System
Monitor CALA_REX Agent.

Itis strongly recommended to close all programs hefore you proceed with the installation.

Press Mext' to open the nextwindow, press the 'Previous' button ifyou want to re-open the previous
windo.

E nterprise ‘Content Management

System Monitor . . . .
fou can stop the installation at any time by pressing the 'Cancel’ button.

e

InstallAnywhere

Help Previous ] £ Next

CALA_REX Installation: Installation introduction.

Select Choose... to adjust the installation location of the CALA_REX agent software and click the Next
button. Note: Press Restore Default Folder to reset the selected installation folder.
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mg: Content Management System Monitor CALA_REX Agent - — e
Installation folder
Please specify the CALA_REX Agent installation folder:
o
Enterprise Content Management
System Monitor
Where do you want to install the CALA_REX Agent components?
| \Program Files (x86)\[BM\ECMSM_AGENT |
Restore Default Folder ] ’ Choose... ]
|
Installamywhere
Cancel ] ’ Help Previous ] [ Mext
e - ——— A
CALA_REX Installation: Installation folder.
Press the Next button to continue.
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-
G IBM Enterprise Content Management System Monitor CALA_REX Agel

Specify the IBM ECM SM CALA_REX Agent settings

Specify the IBM ECM SM CALA_REX Agent seltings here

E nterprise Content Management

System Monitor

Agent settings
CALA_REX Agent IP name | N7PD0157B64BIT. de. cenit-group. com

Additional CALA_REX parameters - for instance CALA_REX agent port seltings
listenport=127.0.0.1:23304

Agent ID Service Posffix (8 first characters used to identify multiple agents)|P8-5.2.0
/ Agent description| 1BM ECM 5M CALA_REX Agent

Optional: CALA_REX user| .\srvuser

Windows only: Password of CALA_REX user| esssssssss

Optional: CALA_REX Agent IP-address

Optional: CALA_REX libpathadd variable:

Enable installer debugging

Installamahere

Cancel ] [ Help ¢ Previous ] ’ Mext

CALA_REX Installation: Installation settings.

Specify the agent settings for the CALA_REX installation.

Agent settings:

ECM SM CALA_REX IP name

Specify or adjust the IP name of the CALA_REX agent.

Additional CALA_REX parameters
Specify the parameters with the

following format: vari abl ename=val ue, separate parame-

ter-pairs with semicolons. Example: debugfi | e=l ogs/ cal a_rex_cli .l og; [J

debugl evel =0.

Note: If you plan to install

more than one CALA REX agent on the system you

need to add a |istenport=127.0.0. 1: <adj ust ed- port-val ue>, Example: | i sten-
port=127. 0. 0. 1: 23804. The default port number is 23804. Additionally you need to add an
Service instance in this case, otherwise the agent cannot be detected correctly.

Agent ID Service Postfix

Required. Enter a postfix for the Service/Agent ID. If no postfix is given, the default value 'agent’
will be used. The Agent-ID will be used to identify the agent-name within the Agent Installer, the
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Monitoring Manager and the Task Execution Manager. The hostname 'MyServerl' with Agent-1D
'ECM-Serverl' will be displayed as 'myserverl_ecm-serverl'.

NOTE: Blanks, special characters and ' ' aren't supported

The Agent ID Daemon Postfix have to be unique on each system in the case more than one agent
will be installed per system, since it will be added to the Windows Service name cala_rex_cli.

Example: 'ECM-Serverl' will generate a Windows Service called 'cala_rex_cliecm-serverl'. The

corresponding service for the Monitoring Agent (CALA) will be 'cala_srv_ecm-serverl'.

On UNIX/Linux systems the Agent-ID will be used to generate the System startup/shutdown scripts
(AIX: /etclinittab entry)

Note: If you enter a postfix you must adjust the configuration of the CALA_REX services monitor

as well.

NOTE

Agent Description

Note: The agent 1D postfix for AlX should not be longer than 8 char-
acters.

The postfix should not contain any of the following characters#, {} ;
$_ or white spaces (blanks, tabs).

Required. Specify a short descriptive text. This text will be visible in the result of a list-clients request
executed on the CALA_REX server (current CALA_REX view).

User

Optional. Specify the user under which the CALA_REX agent will be running. If you do not specify
a user, the CALA_REX agent will be running under the Local System account.

CAUTION If thedesired user accountisan LDAP/ ADS domain user, specify the

NOTE

NOTE

user account with domain format, for instance MY DOMAIN/myuser.

On Windows systemstheinstalling user aswell asthe service user need
to be a member of the Administrators and Users groups (or have cor-
responding permissions) and must aso have the permission Log on
as a service.

The automatic startup of the installed service will fail at the moment
although it was selected in the installation process. This is because of
technical limitations regarding the update of the access rights for the
installed service by theinstaller. So after theinstallation it is necessary
tomanually fix the permissionsfor theinstalled service. To do this, open
the service manager and re-enter the correct credentialsfor the service
or add theuser permissionLog on as a ser Vi ce tothe specified
Windows service account.

Please keep in mind that all Image Services and Process Engine relat-
ed monitors (IS, PE Mini-IS, PE-Core, PPM, PE-Memory and PE-
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Cache) require that the CALA_REX and the CALA Windows service
run under a service account that follow the Images Services or P8 PE
group requirements. Please verify the Image Servicesor Process Engine
service account requirements documented in the IBM FileNet Image
Services and Process Engine installation guides.

Password
Windows only. Specify the password for the user given above. If no user is specified this parameter
is ignored

Optional: CALA_REX adapter IP address to bound to.
Specify the IP address (IP version 4) of the network adapter to be used. This parameter is only
required, if more than one network card is installed in the system.

Optional: CALA_REX libpathadd parameter
Specify optional CALA_REX libpathadd setting. See parameter section for detailed information.

Enable or disable CALA_REX installer debugging
Enable or disable CALA_ REX installer debugging. If enabled an additional output and output panel
is displayed.
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(%) IBM Enterprise Content Managrement System MonﬂM_REX inm. .m - ‘ el
Server related IBM ECM SM CALA_REX Agent settings

Specify the server related IBM ECM SM CALA_REX Agent seltings here

Enterprise Content Management

System Monitor
Server settings

IBM ECIM SM Server CALA_REX Server name N7P00157B64BIT
IBM ECM SM Server CALA_REX port| 23302

:H'I'I'P based communication to GUI / Download Server -

/ IBM ECM S Server RAP (Web GUI) port| 23930

InstallAnywhere

Cancel ] ’ Help Previous ] | Mext

CALA_REX Installation: Server related Agent settings.

Specify the ECM SM server related agent settings for the CALA_REX installation.

Server settings:

ECM SM Server IP name
Required. Specify the IP name or address of the CALA_REX server.

ECM SM CALA_REX server port
Required. Specify the port of the CALA_REX server. Default value is 23802.

ECM SM Web / Download Server protocol type (http or https)
Required. Specify the ECM SM Web / Download protocol type (http or https). Default value is http.

ECM SM Web / Download server port
Required. Specify the port of the ECM SM Web / Download server. Default value is 23990.

Press the Next button to continue with the Windows specific settings.
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The next few panels only apply to Windows based installations. The CALA_REX automatically tries to down-
load the UNIX-Like Windows-shell archive from the monitoring server. During the download action a similar
following progress bar will be displayed.

3

Download UNEX like Windows Shell from N7P02471B64BIT.de.cenit-group.com, port 23990,

ALALLLLLLP YT v v v v vy v vwhwhwy

CALA_REX Installation (Windows only): Shell download bar from Monitoring server

If the download from the server was successful a message window will be displayed.

UNIX-like Windows Shell download from the monitoring server was successful

|
The UNIX-like Windows Shell download from the monitoring server was successful.
The UNIX-like Windows Shell download from the monitoring server was successful.

You can proceed with the installation.

Enterprise Content kManagement

System Monitor

B

InstallAnywhere

Cancel ] ’ Help

Previous l [ Next

CALA_REX Installation (Windows only): Shell download successful from Monitoring server

If the download action failed and installer debugging is active the following panel will be displayed:
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UNIX-like Windows Shell download from the monitoring server FAILED

The UNIX-like Windows Shell download from the monitoring server failed due to an error.
The UME-like Windows Shell download from the monitoring server failed due to an error.

Please check the network and server settings (use the Previous® button) or check the message below
and retry the download.

Enterprise Content Management Error Message was: java.net.UnknownHostException: N7P02471B64BIT.de.cenit-group.commm
Syetem Maonilor at java.net.PlainSocketimpl.connect(PlainSocketimpl java:227)

: at java.net SocksSocketimpl.connect{SocksSocketimpl java:377)

at java.net.Socket.connect{Socket java:539)

at java.net Socket.connect{Socket java:488)

at java.net Socket <init=(Socket java:385)

at java.net Socket <init=(Socket java:259)

at

org.apache.commons.hitpclient protocol. DefaultProtocolSocketFactory. createSocket(DefaultProtocolSoc
ketFactory.java:80)
L f at
__"_ org.apache.commaons.hitpclient. protocol. DefaultProtocol SocketFactory. createSocket{DefaultProtocolSoc

- ketFactory java:122)

at org.apache.commons.hitpclient HitpConnection.open(HttpConnection java:707)

at
org.apache.commons.hitpclient HitpMethodDire ctor executeWithR etry(HitpMethodDirector java:387)

at org.apache.commons.hitpclient HitpMethodDirector. executeMethod(HttpMethodDirector. java: 17 1)

at org.apache.commons. hitpclient HitpClient. executeMethod(HttpClient java:387)

at org.apache.commons.htpclient HitpClient.executeMethod(Http Client java: 346)

at de.cenit.eb.sm.fsmtools hitpmon. Hitpmonitor.downloadFile(Httpmonitor java: 152)

at de.cenit. eb.sm.fsmtools. hitpmon.Hitpmonitor. main(Httpmonitor java:76)

InstallAmmchere
Cancel | [ Help Previous | [ Next

CALA_REX Installation (Windows only): Shell download error from Monitoring server

Pressing the 'next’ button will display a message window with several options:

IBM ECM SM CALA_REX Agent requires the UNIX like Shell from sourceforge.net for fully functioning Windows IBM ECM SM CALA_REX Agent agents.

This IBM ECM SM Server installer can use a previously downloaded shell archive (see documentation) or
can automatically download the file from the internet.

Please selact the desired way to copy the UMIX like Windows shell into the comect directony or cancel this tagd
Forfutther information verify the 1BM ECM SM Senver Release Notes and Install guide

[ I don't want to install the GPL companent. ] [ Automatically download the archive from sourceforge.net ] ‘ Specify the location of the downloaded shell archive |

CALA_REX Installation (Windows only): Message bar for UNIX-like shell download selection

If you press the Specify the location of the downloaded shell archive button then the file-browser panel

will be displayed.
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- . . |
Choose the GPL Windows Shell Archive location |
Please specify the location of the downloaded shell archive shell w32-ix86 zip. |
You'd need to download the file from sourceforge.net to enable full functioning |
of Windows based IBM ECM SM Server and agents (managed systems).
For further details see IBM ECM SM Server documentations and Release Notes.
Enterprise Content Management
System Monitor
Please Choose the shell archive shell.w32-ix86.zip File:
C:\shell.w32-ix86.zip
Restore Default File ] ’ Choose...
InstallAmpwhere
Cancel ] ’ Help Previous ] [ mext

CALA_REX Installation (Windows only): Shell download bar from Monitoring server

If you press the Automatically download the archive from sourceforge.net button then the download
progress bar will be displayed.

) Download UNIX like Windows Shell from N7P02471B64BIT.de.cenit-group.com, port 23990.....
ALLALLLLLLL L L bbb bbb b v v Ly

CALA_REX Installation (Windows only): Shell sourceforge.net download bar

If you press the | don't want to install the GPL component button or the downloads weren't successful
the following message panel will be displayed.
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Windows Limited Functionality only selected

Please Read Before Continuing:
Important notice:

If you proceed with the installation by pressing the 'Next' button only Limited
functionality without comprehensive monitoring will ke available on this system.
For full functicnality please downlcad the UNIE-Like Shell package
shell.w32-ix86.zip for Windows systems to the IBM ESM SM Server and press the
'Back' button to start the download of the package from the IBM ECM SM Server to
this agent again. This shell package is licensed under GFL and needs to be
downloaded from http://www.sourceforge.net to the IBM ECM SM Server only once.
For further information consult the related documentation.

Enterprise Content Management

System Monitor

e

InstallAmpwhere

Cancel ] ’ Help Previous ] [ Next

CALA_REX Installation (Windows only): Only Limited Windows agent available

In the case you proceed with the Next button then the Limited agent monitoring and Windows Eventlog
settings panel will show up.
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Specify IBM ECM SM CALA_REX Agent monitoring settings

Please specify all relevant monitoring / logfile analyzation settings here.

Enterprise Content Management

System Monitor

Remaote Monitoring Server port| 23840

Local start port for monitoring components: | 23831

| Activate Windows Eventlog monitoring -

/ Windows Eventlog names to be monitored| system,application

Prefilter for incoming events | Publisher_Service, AEEngine  CSMGR,, ftserver MSSQLSERVER, FileNETPrintService

Prefilter far outgoing events | application:eventtype =Information%system: eventtype =Information

.Acﬁvate Basic monitoring - |

CPLU Usage Critical threshold {(more than x percent)| 95

Disks to check for free space (for example C:)|ALL

Disk space free (minimum value) in percent of MB| 10%

InstallAmpwhere

Cancel ] ’ Help Previous ] | Mext

CALA_REX Installation (Windows only): Limited Windows agent parameter settings

Remote Monitoring Server port
Normally the specified default value (23840) should not be changed. If the server-port was adjusted
during server installation then this value should be changed, too.

Local start port for monitoring components
If more than one instance of the ECM SM monitoring agent is installed on the system then adjust
this value. In this case it's useful to increase the value for each agent instance by 100

Activate or deactivate Eventlog monitoring
If activated then the following 3 parameters have to be specified

Eventlog names
system,application are the default. You can add more existing eventlog names

Incoming event filter settings
This parameters defines which Eventlogs are processed (read). The default value processes a list
of event logs, where the source column fit to IBM, VWServices, ...
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Outgoing Event filter settings
This parameter defined which Eventlogs are filtered out. The default settings
(application:eventtype=Information%system:eventtype=Information) suppresses event log entries
of eventtype 'Information’

CPU Usage Critical threshold
Above this threshold (default: 90%) the CPU usage monitor alerts an error

Disks to check for free space
The listed disks (C:,D:) or ALL (default value) are checked for free space

Disk space free (minimum value) in percent of MB
A minimum of x% (default: 10) need to be free, otherwise the system alerts an error

Press the Next button to continue with the Agent Startup behaviour panel.

G IBM Enterprise Content Management System Monitor CALA_REX Agent [ — éj

Agent Startup behaviour

Optional: Specify the Service/Agent 1D and the descriptive name used in the ‘Connected Agents' view for
the IBM ECM SM CALA_REX Agent.

Enterprise Content Management

System Monitor

Agent Startup behaviour

:Aummatic Startup -

Start after installation

InstallAnywhere

Cancel ] [ Help Previous ] | Mext

CALA_REX Installation: Agent instance and name settings.
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Agent Startup behaviour

Select either Automatic Startup or Manual Startup of the Service/daemon.

Start after installation

Enable or disable startup of the Windows Service after successful installation.

Press Next to continue.

E nterprise Content Management

System Monitor

Pre-Installation - Overview

Please check the following setting before you proceed:

Product Name:

IBM Enterprise Content Management System Monitor CALA_REX Agent ECMSMS1

Install Folder:

C\Program Files (x86)UBMECMSM_AGENT _Screenshottest

Windows Service postfix / Inst ID
_ECMSM31

CALA_REX Agent IP name
N7P02471B64BIT de.cenit-group.com

System description displayed on the server
IBM ECM SM CALA_REX Agent

Agent startup each time the system is rebooted
Enabled

Agent startup after installation
Enabled

CALA_REX user name

CALA_REX server settings
N7P02471B64BIT de cenit-group.com:23802

»

m

InstallAnywhere

Cancel ] ’ Help

Previous ] [ Install

CALA_REX Installation: Pre-Installation Overview.

This panel displays the specified installation parameters. Press the Previous button to change settings.

Press Next to start the installation process.

During installation the Installation progress panel is displayed. You will see a popup message bar during the
agent configuration at the end of the installation step.
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Installing IBM Enterprise Content Management System Monitor CALA_REX Agent

Enterprise Content Management

System Monitor

IBM* Enterprise Content Management System Monitor

Niersinn 610

Licensed Materizls - Prop=riy of IDM Corp. 57E4-NM31 ® Goayright 2003-2012 CCNIT AG, Germany: & Copyright 2005, 2012 10K
Comperation. IEM a1d tre 1BM logo are rademarks o’ IBM Corporation, reg stared in many jurisdictions wo-ddwide. Built on Eclinse 5 3
tracemark of Eclipse “oundation, Inc Java and al Java-oased trederats and loges ara rademarks or regiztercd trademanks of Oracls
and'o® its affiliates. This Progran is lcensed under the terms of the icznse agreement accomparying the Pmgram. This licensa
anraemen; may be erher localed in @ Program cirectory tolder cr [brary identified az "License” ar "Non_IBM_ License’, it aprdicable, or
proviced as a pritted license egreemant. Flaase read this agreemznt carefilly belore asing the Prograrr. By using she Pregram, you
agrae to these terms.

§

=’

BULLT ON P
2. Java

ey

Installing... Uninstall_IBM_ECM_SM_CALA_REX_Agent.exe

InstallAmpwhere

Cancel

| —

Note: At the end of the installation you might see a detailed installation result. This depends on the Installer

debugging checkbox setting.

CALA_REX Installation: Installation finished.
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-
9 IBM Enterprise Cantent Management System Monitor Server & . - L Elilg

o Enterprise Content Management

System Monitor

s

InstallAmahere

CALA_REX agent installation result

The installation completed with
return code 0

»

m

The installation returned the following output:
Cillsersfaas\ippData\LocalTempil1411360060Windows=5ET
TEMPDIR=C\Users\faas\dppDatalLocal\Temp\888989 tmp

CilUsersifaas\ippDatalLocalTempil1411360060Windows=5ET USERINSTALLDIR=C:\Program
Files (x86IBMECMSMiagent

Cillsersfaas\ippData\LocalTempil1411360060Windows=5ET
S_AGENT_ID=n7p00157b64bit_srvagnt

CilUsersfaas\ippDatalLocalTempil1411360060Windows=5ET 5_SERVER_SERVICE_MNAME=IEM
ECM SM CALA_REX Agent

CilUsers\faas\ippDataiLocalTempi1411360060Windows=SET CENIT_ROOT_DOS=C\Program
Files (x86IBMECMSMiagent

CilUsers\faas\ippDatalLocalTempil1411360060Windows=5ET CR_CLI_USER=/mathias
Cillsers\faas\dppDatalLocalTempi1411360060Windows=echo OFF

Cillsersfaas\ippData\LocalTempil1411360060Windows=5ET
CR_CLI_SERVERADDR=N7P00157B64BIT.de.cenit-group.com:23802

Cillsersfaas\ippData\LocalTempil1411360060Windows=5ET
CR_CLI_DESC=MN¥PO0157B64BIT.de. cenit-group.com (Agent on Primary Server)

Cancel ] ’ Help

Previous ] E o Next

CALA_REX Installation: CALA_REX installation debug output

After the installation the Installation done panel is displayed, which sometimes recommends a restart of the

Windows system.
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Installation done

Congratulation!
IBM Enterprise Content Management System Monitor CALA_REX Agent successfully installed at:

C\Program Files (x86MBMECMSM_AGENT

=@

Enterprise Content Management Select"Done”, to close the installer.

System Monitor

InstallAmpwhere

Cancel Previous ] [ Done

CALA_REX Installation: installation done

Press the Done button to finish installation.

Accepting a new or updated CALA_REX Agent

Since version 5.2.0 CALA_REX agents have to be accepted by an administrative ECM SM user. Only accept-
ed agents can be managed by the ECM SM server. Open the 'Client Administation' console in the Web U,
select the appropriate agent from the list (colored red, status 'not_accepted').

] Connected Agents £3 | ¥) Refresh ¥ = |
Name Calarex Versiol Description Status P

E N7PD0157B64BIT.de.| 02.01-000 IBM ECM SM CALA_REX Agent [n7p00157b64bit_agentl] |not accepted 10.0.40

CALA_REX activation: new, not yet accepted agents

To accept the agent open the context menu on the selected agent.
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] Connected Agents &3

Calarex Versiol Description

(' N7P001S7BG4BIT.de. 02.01-000  ECM SM Server [n
(" N7P001S7BG4BIT.de. 0201000 [n7p00157b64bit

NZDONETREARTT de,| 02.01-000 IBM ECM 5M CALA
¥)Refresh

2 Delete
) Accept

CALA_REX activation: Context menu with 'Accept' menu item.

Press the accept menu item. The new agent will now be accepted, the security key file will be generated and
stored on the agent system at $CENI T_ROOT/ . keys directory. Secure this directory to minimize unautho-
rized access. This directory only requires read-access for the Service / Daemon user that runs the CALA_
REX agent.

] Connected Agents 53 | ¥) Refresh ¥ =
Name Calarex Versiol Description Status P

| N7PO0IS7BO4BIT.de. 02.01-000  ECM SM Server [n7000157b6dbit primary]  enlne
(| N7P001S7BG4BITde, 0201000 [n7p00ISToSebitsrvagnl  onine
| N7PO01S7B64BIT.de. 02.01-000  IBM ECM SM CALA_REX Agent [n7p001570640it_sgentt] enline

CALA_REX activation: Accepted agent status changed to 'online’, colored green.

NOTE Thekey fileismissingif you reinstall the CALA_REX agent onamachinewhich
was already accepted in the previousinstallation. The CALA_REX agent is still
accepted after the installation, even though there is no key file yet.

Before you reinstall the CALA_REX agent, please delete the agent from the
Connected Agentsview. Accept the CALA_REX agent again.

If you have aready reinstalled the CALA_REX agent delete the CALA_REX
agent fromthe Connected Agentsview. Restart the CALA_REX server. Accept
the CALA_REX agent again.

CALA_REX and Task execution logging on the Agent

Since version 5.2.0 the lodfiles (incl .plusdebug directory location of the CALA_REX agent) are located at
$CENI T_ROOT/ cal a/ t enp. Create the .plusdebug and cala_rex debugging directory in this directory.
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Unattended installation of the CALA_REX agent

ECM SM provides InstallAnywhere CALA_REX agent images for all platforms with full unattended installation
functionality.

To record aresponse file for use as input parameter file for later unattended installation steps run the installer
with the following command (example for Windows installer, others are similar):

WINDOWS IBM_ECM_SM_CALA REX AGENT.exe -r responsefil e- nane

The specified parameters will be recorded in the response file. If no filename is specified the settings are
recorded into the file installer.properties (default name of the response file).

To start an unattended installation with a previously recorded input parameter file, run the installer with the
following command:

WINDOWS_IBM_ECM_SM_CALA_REX_AGENT.exe-i silent -f i nput-file

Note: If running the unattended (silent) installation the system will not be restarted after the installation
(Windows only).

Creating an SSL certificate for the agent

If the CALA_REX server is configured to accept only SSL encrypted connections from a agent, you must
create and activate an SSL certificate for the agent. This process consists of several steps.

Create an SSL agent certificate request

Go to the directory $CENI T _ROOT/tools/ssl on the agent and execute the script
create_client_req. sh.The script creates a configuration file, a agent certificate request and the private
key file for the agent. If the option - k is not given, the request and the configuration will be stored in a single
file named $CENI T_ROOT/ keys/ cl i ent _conbi ned. <cl i ent nanme>.

NOTE The variable CENIT_ROOT must be set before the script can be executed.

Start the script with the following command:
sh create_client_req.sh[-k] [-p]
Options:
-k
Optional. Tells the script to keep the agent certificate request and the corresponding configuration

file as two separate files instead of combining them into one file. Recommended if you use an
existing PKI infrastructure and process the certificate request with existing tools.
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P
Optional. The script does not use the password from the CALA_REX configuration file or the stan-
dard password but waits for user input on stdin. The encrypted password is automatically stored
in the CALA_REX configuration file.

Transfer agent request file to the server

Transfer the file created in the step above to your ECM SM server. The file can be stored in a temporary
directory, it will be removed after the certificate has been signed.

Sign the certificate request.

Go to the directory $CENI T_ROOT/ t ool s/ ssl on the server and execute the script si gn_cert. sh. The
script signs the agent certificate request with the server CA certificate of the ECM SM server. The script
prompts the user for the password of the server CA certificate (see The default passwords for the private
keys). The signed certificate will be stored on the server in the file $CENI T_ROOT/ keys/ cl i ent/cal a_
rex_cli_cert.<clientnane>. pem

NOTE The variable CENIT_ROOT must be set before the script can be executed.

Start the script with the following command:
sh sign_cert.sh fil ename
Options:

filename
Required. Name of the file that contains the agent certificate request.

Transfer and activate agent certificate

Transfer the files $CENI T_ROOT/ keys/client/cala rex _cli _cert.<clientnane> pem and
$CENI T_ROOT/ keys/ trust ed_cas. pem from the server to the agent and rename the agent certificate
file to $CENI T_ROOT/ keys/ cal a_rex_cli _cert.pem

To disable anonymous connections for this agent call
sh cr_cli_cfg.sh configure "ssl.cipherlist=ALL:!ADH:!LOW:IEXP:!MD5: @STRENGTH"
in the CALA_REX installation directory ($CENI T_ROOT/ cal a_r ex) on the agent.

NOTE The variable CENIT_ROOT must be set before the script can be executed.

Restart the CALA_REX agent to activate the agent certificate by calling
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sh cr_rex.sh restart

Distinctions when installing the CALA_REX agent in a cluster
environment

When installing several CALA_REX agent daemons on one machine, like one would like to do in a cluster
environment, the following things need to be taken care of:

Each installation needs an unique postfix and cenit-root directory. (The -1 and - r parameters in the
Unix installer, the appropriate fields in the Windows installer.)

The daemons | i st enport must be unique. The default value for the listenport is 127.0.0.1:23804,
this must be changed for subsequent installations. Specify - o | i st enport=127. 0. 0. 1<: port >
when calling the Unix installer or add | i st enport =127. 0. 0. 1: <port > to the additional para-
meters field in the Windows installer.

In a cluster environment it's likely, that some instances should not use the systems default IP
address, but that of any cluster resource. Use the -i <i p addr ess> argument of the Unix installer
for setting the IP address, add i p- addr ess=<i p- addr ess> to the additional parameters field of
the Windows installer.

For starting and stopping the CALA_REX daemon, the script $CENI T_ROOT/ CALA_ REX/ CALA_REX. sh
can be used. Use the net command on Microsoft Windows.

Further CALA_REX installation and configuration options

For further CALA_REX installation and configuration options see chapter Further CALA_REX installation
and configuration options
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Preparing the ECM SM clients

Before you can configure the IBM Enterprise Content Management System Monitor on the machines, you
must install a CALA_REX client on each server that you want to monitor. See the CALA_REX Installation

for details.

Preparing JMX Support

This chapter introduces JMX, the "Java Management Extensions"”. It shows the JMX functionality in principle,
how it works, communicates and which components are needed to use JMX. Additionally, this chapter gives
an overview of how the various application servers support JMX.

An introduction to JMX

||::Iient|

Oistributed [ adaptnr ]
SErvice
Level e
[ interface ]
Agent Level

() (o)

Instrumentation
Level [re =0 urn::eJ [resn urce]
J I

AN i

Infrastructure of IMX
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JMX is the abbreviation for Java Management Extensions. This technology is used to provide read and write
access to resources of a web application server. The upper graphic shows the infrastructure of JMX. It is
divided into three levels.

Distributed Service Level
This level is responsible for the provisioning of an interface to the agent level.

Agent Level
The agent level defines agents which are responsible for the communication with the resources.

Instrumentation Level
The instrumentation level contains the resources which can be managed.

MBeans

"MBeans" is an abbreviation for Managed Beans. The programming model of "Beans" is an official Java
"technology" to provide program parts with a kind of "plug and play" mechanism.

The following screen shot shows the JIMX MBeans structure.

client

e N

1 operation_1
[ web application server ]

natification_2

attribute_1

attribute_1

attribute 2

notification_1

attribute_2

operation_2

operation_1

N

MBeansMBeans

Beans have uniquely defined interfaces and therefore can be used as exchangeable modules. MBeans use
this idea of modularity within a web application server environment.

This way MBeans act as interfaces to the application server's resources (see "Instrumentation Level" in figure
"Infrastructure of IMX"). The client in the 'MBeans' figure is the MBeanMonitor software component in this
specific case. Via the standard interface, provided by the application server, the MBeans can be accessed.
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The client can get an instance of the object, which is represented by the MBean. So, it is possible to access
the application server's resources from an external Java program, the JMX Application Server Monitor.

What MBeans are used for

Figure "MBeans" above shows an application server having several MBeans. An application server can have
an arbitrary number of MBeans. Two kinds of MBeans exist: static and dynamic MBeans.

Static MBeans exist directly after the start of the application server.
Dynamic MBeans are created during runtime.

The provided MBeans depend on vendor and version of the application server. Each application server has
its own set of MBeans. Therefore, there is no standard, which MBeans must be provided by each server.

MBeans can manage several resources of the application server, similar to the administration console of
the application server. An MBean represents a collection of mechanisms to access / manage the application
server.

As the figure shows, an MBean can have three different kinds of mechanisms:

Attributes

Attributes are mostly used to read or set the attributes of an MBean. An attribute can store almost
any information in different kinds of datatypes. For example, a deployed web application can have
a hit counter. Other user-specific parameters like groups or user names are stored in attributes,
too. Another example for an attribute definition is the maximum allowed cache or memory, which
can be used. Each attribute has a rights management. Some attributes cannot be accessed in write
mode, yet they are available for read operations. Finally, the description information itself of an
MBean can be stored in an attribute.

Operations

The term "Operation” in this context is a synonym for a function or a method in programming lan-
guages. Operations are mostly used to perform actions on the server or to access the attributes
(even if this is not necessary, as it is possible to access the attributes directly). Operations are often
used to run tasks, for example to start or stop an application or resource of the application server.
Also, more detailed responses can be realized via operations, like getting one element out of an
array of information. For that purpose, operations have parameters, just as functions and methods,
which can also have parameters (arguments). Mainly, operations have the bean-specific getter and
setter methods to read and write information from respectively to an MBean.

NOTE '‘Operations are used for a more complex and powerful access than
‘Attributes’ can provide.

Notifications
Notifications are sent, when special, predefined events occur. The used MBean can be configured
in such a way, that it sends a notification each time, something special happens. In most cases,
a notification informs about a parameter, that has been changed. To receive notifications, a client,
that listens permanently, must be running (the notification listener). This mechanism is different to
the use of 'Operations' or 'Attributes’, where the client explicitly asks for the server response. In
the case of notifications, the server performs the action and the client gets the information only, in
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case it is listening. The client has to enable the notification mechanism on the server, if it wants
to receive the information.

How IBM Enterprise Content Management System Monitor works on the basis of MBeans

The JMX monitor uses MBeans to monitor the application server. This means, that JMX is used to read
information from the server, but no write or other executive actions are initiated. Thus, attributes can be read
out and operations, that only do read access, can be invoked. Furthermore, the IBM Enterprise Content
Management System Monitor JIMX monitoring component does not listen for notifications.

JMX versions
There are two different releases of IMX:

JMX1.0

The old specification does neither have very strictly nor exactly defined interfaces and directives and
therefore it is no consistent standard. That is why almost every application server vendor created
his own interfaces to access the MBeans. This means, that every application server comes with
some libraries (jar files) to access the MBeans from this specific application server. Mostly, these
libraries are even not compatible from one application server's release to another. Only the server's
libraries, that need to be accessed, have to be used. For some of the servers, like JBoss, Oracle
WebLogic and IBM WebSphere, this technology is used.

JMX1.2
JMX 1.2 is the successor of the IMX1.0 standard, because no real IMX 1.1 specification exists. The
JMX1.2 standard has a more strictly defined interface. At least the JSR160 API defines a unique
interface for application server vendors to provide access to their MBeans. If IMX1.2 is used, the
way to connect to the server is different from the JMX1.0 method, in as much as other libraries
are needed.

Note: Java 5 already contains these libraries. If JMX1.2 is needed to be used with Java 1.4.x a
subset of libraries from the project MX4J are used by ECM SM. To access the MBeans via JMX1.2
this technology has to be enabled on the application server itself. Depending on the application
server this is done in the starting script, with a special command line call or on the administration
console of the server. Older versions of some application servers do not provide JMX1.2 support.

Overview of Supported Application Servers

Application Server JMX Version Connection Type Java Version (Server
side)
Oracle WebLogic 7 JMX1.0 WebLogic specific class- Java 1.4.2
es
Oracle WebLogic 8.1 JMX1.0 WebLogic specific class- Java 1.4.2
es
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Application Server JMX Version Connection Type Java Version (Server
side)

Oracle WebLogic 9 JMX1.2 WebLogic specific class- Own Java (JRockit)
es

Red Hat JBoss 3.x JMX1.0 JBoss specific classes  Java 1.4.2

Red Hat JBoss 4.0.1 JMX1.0 JBoss specific classes  Java 1.4.2

JMX1.2 JSR160 Java 5

IBM WebSphere AS 5.1 JMX1.0 WebSphere specific WebSphere Java
classes

IBM WebSphere AS JMX1.0 WebSphere specific WebSphere Java

6.0.x classes

IBM WebSphere AS JMX1.0 WebSphere specific WebSphere Java

7.0.x classes

IBM WebSphere AS 6, 7 JMX1.2 WebService Java 6

and 8 Versions

Sun Java Application JMX1.2 JSR160 Sun Application Server

Server 8.1 own Java 5

Oracle Application Server JMX1.2 JSR160 Oracle J2EE

10g

IBM WebSphere AS 6, 7 JMX1.2 JSR160 Oracle J2EE

and 8

The table above lists the different application servers, that are supported by the IBM ECM SM MBean Mon-
itor. It gives an overview of which application servers need their specific classes and which use the JSR160

standard.

Oracle WebLogic 7

Needed jar files

. weblogic.jar

Default server lib path

The path has to point to the lib directory of the server installation.

<WebLogicHome>/server/lib

Example: E:\bea\weblogic700\server\lib

Default address to admin console
http://<host>:7001/console

Default JIMX Port
7001
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Default server lib path
The path has to point to the lib directory of the server installation.

<WebLogicHome>/server/lib

Example: E:\bea\weblogic700\server\lib

Oracle WebLogic 8.1

Needed jar files

. weblogic.jar

. wsclient.jar
Default server lib path

The path has to point to the lib directory of the server installation. The mx4j jar files are referenced
automatically.

<WebLogicHome>/server/lib
Example: E:\bea\weblogic81\server\lib

Default address to admin console
http://<host>:7001/console

Default IMX Port
7001

Oracle WebLogic 9

Needed jar files
. weblogic.jar
. wiclient.jar

. wljmxclient.jar

Default server lib path
The path must point to the lib directory
<WebLogicHome>/server/lib

Example: E:\bea\weblogic9\serven\lib
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Default address to admin console
http://<host>:7001/console

Default service URL

Even if WebLogic9 supports JMX1.2 no service URL is needed, because connection is built up via

server own libraries.

Recommended Java Path

Most times Oracle WebLogic is installed with it's own JDK. The Java path given in the monitor or

task configuration should point to this.

Example: C:\bea\jdk150_04

Default JIMX Port
7001

Red Hat JBoss 3.x

Needed jar files

*  jbossall-client.jar
e jboss-jmx.jar
*  jmx-client.jar

Default server lib path

The path must point to the Red Hat JBoss home directory, which contains the lib and client direc-

tories.
<JBossHome>/

Example: E:\JBoss-328

Default address to admin console
http://<host>:8080/[web-console]

Default JIMX Port
1099

Red Hat JBoss 4.0.1

Needed jar files

. mx4j.jar
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. mx4j-remote.jar

. mx4j-rimx.jar

. (or Red Hat JBoss own libs, when using JMX1.0 - see Red Hat JBoss 3.x)

Default server lib path

The path must point to the Red Hat JBoss home directory, which contains the lib and client direc-

tories.
<JBossHome>/
Example: E:\JBoss-4

Default service URL when JMX1.2 is activated
service:jmx:rmi:///jndi/rmi://[<host>:<port>/jmxrmi

Default address to admin console
http://<host>:8080/[web-console]

Default IMX Port
1099 (JMX1.0)

depending on configuration (JMX1.2)

IBM WebSphere 5.1

Needed jar files
. admin.jar
. bootstrap.jar

. ecutils.jar

. emf.jar

. ffdc.jar

. ibmjsse.jar
. ibmorb.jar
. idl.jar

. iwsorb.jar
. j2ee.jar

. j2ee_2.jar (This file is not contained in the directory by default. It is part of the j2ee (Java
Enterprise Edition) and must be copied out of it into the lib directory of the WebSphere

installation.)
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. jmxc.jar

. mejb.jar

. messaging.jar

. messagingClient.jar
. messaginglmpl.jar
. migrate.jar

. Improxy.jar

. pmiclient.jar (only on WebSphere 5)
. ras.jar

. runtime.jar

. sas.jar

. security.jar

. utils.jar

. wasjmx.jar
Default server lib path
The path must point to the WebSphere directory, which contains the lib and bin directory.
<WebSphereHome>/
Example: E:\\WebSphere5\AppServer

Default address to admin console
http://<host>:9090/admin

Default JIMX Port
2809 (Bootstrap port - RMI)

IBM WebSphere 6.0.1

Needed jar files
see WebSphere 5.1 jar list

Default server lib path
The path must point to the WebSphere directory, which contains the lib and bin directory.
<WebSphereHome>/

Example: E:\\WebSphere601\AppServer
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Default address to admin console
http://<host>:9043/ibm/console

Default JIMX Port
2809 (Bootstrap port - RMI)

Sun Application Server 8.1

Needed jar files
. mx4j.jar
. mx4j-remote.jar

. mx4j-rjmx.jar

Default server lib path
The mx4j jar files are referenced automatically.

Default address to admin console
http://<host>:4850/admingui

Default service URL
service:jmx:rmi:///jndi/rmi://<host>:3353/management/rmi-jmx-connector

Default JIMX Port
3353

Oracle Application Server 10g

Needed jar files
. mxd4j.jar
. mx4j-remote.jar

. mx4j-rimx.jar

Default server lib path
The mx4j jar files are referenced automatically.

Default address to admin console
http://<host>:8888/em/console/ias/cluster/topology
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Default service URL
service:jmx:rmi:///jndi/rmi://<host>:<port>/jmxrmi

Default JIMX Port
depending on configuration (JMX1.2)

Tomcat 5.x

Needed jar files
. mx4j.jar
. mx4j-remote.jar

. mx4j-rjmx.jar

Default server lib path
The mx4j jar files are referenced automatically.

Default address to admin console
http://<host>:8080/

Default service URL
service:jmx:rmi:///jndi/rmi://<host>:<port>/jmxrmi

Default JIMX Port
depending on configuration (JMX1.2)

Additional hints

Default address to admin console
The URL to the admin console can vary, depending on the configuration of the application server.

Default service URL
The service URLs can vary, depending on the configuration of the application server.

Default JIMX Port
The ports can vary, depending on the configuration of the application server.
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WebSphere 5 and Stats Objects

The MBeanMonitor Java program needs components, that are not delivered with the WebSphere 5 Appli-
cation Server. They are shipped with Java 5 or J2EE (Java Enterprise Edition). This concerns the "j2ee.jar"
file. It has to be copied into the libs directory of the WebSphere 5 Application Server and it must be renamed
to "j2ee_2.jar".

Additional Information on JMX relevant for the IBM ECM SM JMX
Monitors

This chapter describes some keywords, which are related to the JMX topic and are used by the IMX monitors.
It is written for a better understanding of which parameters / values have to be specified for IMX monitors.

JSR160 and Service URL

JSR160 is a specification, which defines an interface to use JIMX. With it, it is possible to connect to a server
via the javax.management classes. The connection is made via a so called service URL. A service URL can
look like the following example:

Example: service:jmx:rmi:///jndi/rmi://192.168.240.154:8765/jmxrmi

The prefix "service:jmx:rmi:" is available in every service URL. Sometimes it may start with "service:jmx:iiop"
or "service:;jmx:soap". It is recommended to use the "rmi-connection type" because this is the most robust
communication type.

The fact, that it works on different servers this way, makes JSR160 very useful, because one implementation
works for all servers supporting this technology.

JSR160 is supported by the following Java versions:

Java 1.4.2
When JSR160 shall be used with Java 1.4.2 the open source libraries MX4J from the website http://
mx4j.sourceforge.net are needed. The libraries are also provided on the ECM SM installation disc.
These libraries implement the JSR160 APl and make it possible to use the JMX1.2 technology.
Based on the information from the MX4J website, MX4J should work with Java 1.3, too.

Note: The combination Java 1.3.x and MX4J is not supported for ECM SM JMX monitors at present.

Java 5
Java 5 supports the JISR160 API by default. No special libraries like MX4J are needed.
Host and Port

Host is the name of the application server or the IP of the system. The port depends on the application server
configuration. The previous chapters give an overview of the default ports of the different application servers.
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ObjectName

Several MBeans can be accessed by the ObjectName at once. The ObjectName must exist. One way to find
out which ObjectName provides access to which information is the "View JMX Parameters" Task. Object-
Names may look cryptic. Mostly these names describe an element in the hierarchy of the application server's
MBean structure.

Example: jboss.jca:name=DefaultDS,service=ManagedConnectionFactory

User Name and Password

Application servers can enable access via authentication, which makes it necessary to specify user and
password for the request. The required user and the password are normally not identical with the system
user, but they are administered by the application server itself. Depending on the application server, the user
and the password are defined during the server installation, when activating JMX on the application server's
administration console or when starting the server.

On WebSphere 6 Application Server, JIMX monitoring was tested successfully with an administrative user as
well as a user having the "monitor” role of the WebSphere security model. Since the JMX monitors and tasks
are just designed for reading operations, it is recommended to use a user, which has only monitoring rights.

The different application servers have different policy models and different default configurations for secu-
rity handling with JMX. The administrator should be able to configure the correct security policies. Some
application servers like WebLogic also separate between different levels of security in the MBean hierarchy.
Red Hat JBoss has to be configured in its web.xml file. It is not the part of this manual to handle security
configuration for every application server in detail. So only some helpful links are included:

JBoss:

https://community.jboss.org/wiki/SecureTheJmxConsole

WebLogic 8:
http://docs.oracle.com/cd/E13222_01/wls/docs81/secwlres/secroles.html
WebLogic 9:

http://docs.oracle.com/cd/E13222_01/wls/docs92/ConsoleHelp/taskhelp/
security/DefinePoliciesforMBeans.html

WebSphere:

http://www.redbooks.ibm.com/redbooks/pdfs/sg246316.pdf

Attributes, Operations and Stats

As already mentioned the monitors can get information by calling attributes or invoking operations. Every
MBean can be accessed via an ObjectName. When having the ObjectName it is possible to tell the MBean
whether an attribute shall be requested or an operation shall be invoked. For the monitors this is done via
the parameter "Action". This parameter can have the value "attribute" or "operation". The monitor only can
do one thing, either attributes are requested or operations are invoked.
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After the monitor knows which action to take (attribute request or operation invocation) it also must know the
name of the attribute to request or which operation to invoke. For the monitor this is done via the parameter
"ActionNames". The action names and operation names can be found out with the "View JMX Parameters"
task or with a IMX browser.

Stats (stats_attribute and stats_operation) are no real action type, but an action to tell the monitor, that in the
following monitor configuration has to handle stats return values. Depending on if attributes are requested
or operations are invoked, "stats_attribute" and accordingly "stats_operation". Stats objects have a special
format when they are returned. stats_statsName_attribute. In chapter 1.3.8 there is an example for how to
configure the monitor, when stats objects are requested.

Parameters and Signatures

As operations may have parameters the monitor provides two field: "parameters" and "signatures". With
parameters the value(s) of the parameters are specified to the program. This values may be numbers, for
example 0, if the operation returns elements of an array (which is a realistic scenario). So 0 would return
the first element of the array (just as usual in programming languages). The signature in this case would be
"java.lang.Integer" to tell the program that this is a numeric value.

It has to be kept in mind that only primitive datatypes have to be specified as the according Java object
to the program.

o int - java.lang.Integer
o long - java.lang.Long
o float - java.lang.Float
o double - java.lang.Double

. boolean - java.lang.Boolean

Example: An operation may be implemented like this: int getConnectionArrayElement(int element)
So the parameter will be the number of the requested array element. For example 0, 1 or 2.

The value for signature will be java.lang.Integer, because the parameter element if of the type int.

NOTE Prior to configuring an individual IMX monitor, parameters for the monitor, the
number of parametersand their datatype haveto be verified withaJM X browser
or thetask "View JIMX Parameters' to prevent erroneous return values.
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Example for ObjectName, operationNames, parameters and signatures with real
values

ohjMamel objMarme2

opMamel B opMame2 oplMame3

= 5 =

Example - parameters and signatures

Imagine the task would return the following (This example uses entirely fictitious ObjectNames, operations,
parameters and signatures).

You want to guarantee, that the user "admin" from the group "Administrators” has the rights "allAccess.
You want to guarantee, that the processor load is less 0.8 -> 80%.

You want to guarantee, that the mylmportantServlet is the servlet on index 2.

00 +
0002 | nmyDonei n: name=User Managenent , t ype=nyAppl i cati onSer ver | 1]
0003 = = = = fm o m ool +

0004 d assNane: org.this.is.just.nice.to.Have

0005 Description: This information is only to get all of the possible information which [J
is provided

0006 o e e e e e e e oo - +
0007 | OPERATI ONS |
0008 o e e e e oo - +

0009 Operation: getUserRights
0010 Description: getter for UserRights
0011 Ret urnType: java.lang. String;

0012 Paraneter 0: pl

0013 Type: java.lang.String

0014 Description: The user's Nane

0015 Parameter 1: p2

0016 Type: java.lang. String

0017 Description: The user's G oup

0018

(010N R I I e e I +
0020 | nmyDomai n: name=Appl i cati onServer, t ype=nyDonai n | 8|
(O R e e +

0022 d assNane: org.this.is.just.nice.to.Have

0023 Description: This information is only to get all of the possible information which [
is provided
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0025 [ OPERATI ONS |

0026 R TR +

0027 Oper ati on: get processor Load

0028 Description: returns the load as floating value, where 1.0 neans 100% processor [J
| oad.

0029 Ret ur nType: doubl e;

0030 ...

0031 Qper ation: getServl et

0032 Description: getter for an elenment of the servlet I|ist

0033 Ret ur nType: javax. managenent. Obj ect Nane

0034 Parameter 0: pl

0035 Type: int

0036 Description: The index of the servlet in the array.

0037

Imagine, the following rules shall be defined:
- You want to guarantee, that the user "admin" from the group "Administrators" has the rights allAccess.
- You want to guarantee, that the processor load is less 0.8 -> 80%.

- You want to guarantee, that the mylmportantServlet is the servlet on index 2.

. ObjectNames: "myDomain:name=UserManagement,type=myApplicationServer;myDomain:
name=ApplicationServer,]
type=myDomain"

. operation names: "getUserRights,!=,allAccess;::;getprocessorLoad,>,0.8;getServlet,!=,myDomain:
name=mylmportantServlet,type=Servlet"

o signature: "java.lang.String;java.lang.String;::;::;java.lang.Integer"

How to configure stats requests

In principal the stats requests "stats_attribute" and "stats_operation" are configured the same way as the
normal "attribute" and "operation" actions. There is only one thing to keep in mind: stats objects have a
special structure when they are returned. So it is not enough to just write "stats".

The Task will return you the following, if the application server returns supported stats objects:

0001 Attribute: stats

0002 Val ue

0003 Stats nane=Def aul t Appl i cati on#Def aul t WebAppl i cati on.war, type=servl et Sessi onsMdul e
0004 {

0005 name=Li veCount, |D=7, description=The nunber of sessions that are active at the [l
nmonment , uni t=NV, type=RangeStatistic,

0006 | owat er Mar k=0, hi ghWat er Mar k=0, current=0, integral =0.0

0007 }

0008 Description: Provides access to the inplenmentation of the specific Stats [
interface that this nanaged

0009 object is required to support if it inplements the StatisticsProvider nodel.

0010 Type: javax.nanagenent.|2ee.statistics. Stats

0011 Readabl e: true

0012 Witable: false

0013

What is a stats object?
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A stats object is a collection of several attributes in one single object. Most times this object is just called
"stats". This technology is mainly used by WebSphere Application Servers. The stats object makes it possible
to bundle several attributes together if that makes sense. Most times the stats object has a name and a
description and some other information, describing the data which is also contained in the stats object.

There is also some information which is not needed to configure the monitor. For example the "Stats
name=DefaultApplication#DefaultWebApplication.war, type=servletSessionModule". The monitor only uses
the "name" between the curly braces {}.

To make it possible to identify the different attributes (With "attributes" in this case the "highWaterMark",
"current” or "integral" are meant) of the stats objects correctly, the naming of the several attributes has to
be extended, compared to the single attribute requests.

A stats attribute is requested as follows: attributeName_statsName_statsAttributeName. The following
example will give a closer look in that.

The MBeanMonitor Java program will return the output in the following format:

0001 #host::label::stats_LiveCount _nane:: Li veCount
0002 #host::label::stats_LiveCount_ID::7

0003 #host:: | abel ::stats_LiveCount_description:: The nunber of sessions that are active at

t he nmoment
0004 #host::label::stats_LiveCount _unit:: NV
0005 #host:: | abel::stats_LiveCount_type:: RangeStatistics
0006 #host:: | abel::stats_LiveCount_| owWater Mark: : 0
0007 #host:: | abel::stats_LiveCount _hi ghWat er Mark: : 0
0008 #host::label::stats_LiveCount_current::0
0009 #host::label::stats_LiveCount_integral::0.0
0010

Build a stats attribute request - step by step:

It is easy to understand this, when comparing the output of the Java program with the output of the task.
The first line of the task output is: "Attribute: stats"

This means, that every request is started with "stats_". This is the "attributeName".

The Java program extracts the name of the stats object (In the curly braces of the task output it is
"name=LiveCount". This is the "statsName"

Sometimes stats objects can have several collections included in curly braces. To differ them the name (in
this case "LiveCount") is added to the attribute request. So it would look like that now: "stats_LiveCount_"

Finally the "statsAttributeName" is requested. Imagine "lowWaterMark" shall be requested, so the final call
of that attribute is "stats_LiveCount_lowWaterMark".

Example for monitor configuration:
ObjectName: Just the object name which contains the stats attribute.
Action: stats_attribute

Action Names: stats_LiveCount_lowWaterMark,>,10;stats_LiveCount_highWaterMark,>,40;stats_Live-
Count_current,>,25
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JConsole

£ J2SE 5.0 Monitoring & Management Console: service:jmeren

Connection

Tools - IMX Browsers

fSummanr rMemonr rThreads [’CIasses rMBeans WM |

10.0.114.202:7001 /weblogic. management.mbeanservers_runtime

i [=] E3

There are some tools available which make it possible to browse the MBeans of the application server and
to change values with a graphical user interface. The following chapters will introduce some of these tools.

JConsole is a tool delivered with the Java 5 distribution. With JConsole it is possible to view different statistics
of the JVM and browse through the MBeans structure. It can be used with JISR160 compatible servers. The
JConsole.exe can be found in the /bin directory of the Java 5 JDK. JConsole is recommended for JSR160
servers, running in a Java 5 system. This program is not part of IBM Enterprise Content Management System
Monitor.

o= [ ejb20BeanMaedEar
o= ] example DBC Store
o ] exampleQueue

o 3 examplaTopic

o= [T exampleTrader

o= [ examples-dema

o= ] examples-demuoxs
o= [ examples-demaia-2
o= [T examples-jms

o= [ examples-jms

o 3 examples-multiDataSource-dem
o= ] examplas-oraclaixs
o= [ examplesMSServer
o= [ examplesSener

o= ] examplesSerer

o [ examplesiehApp

MBeans
1 Tree || | Attributes rOperations rNoﬁﬁcations Info_|
[ dMimplementatian 4 T T
[ security allowsPersistentDowngrade true -
[ com.bea “BlockingSendPolicy FIFC
o= [ DatahaseMame HEytesMaximum -1
o= [ MBeanTypeSerice “|BytesPagingEnahled false
o ] ReliablelseeSAFAgent gEes ThieholdHigh A
o [ RuntimeSenice : gvtesThre?hoiljdLow ST -d1 i
_| HlconsumptionPause artup efau
:lj SamplgsSearchWebApp | ilDeploymentOrder 1000
[ WsesFileStore “|[ExpirationScaninterval 30
7 [ wiseeMSServer |HostingTemporaryDestinations false
& [ IMSMessagelogFile HlnserionPausedAtStartup default
@ BT jeLogFile com beaMame=\Wseel55erer, Type=JilShi

AUmMSSessionPoals

javax.management.ObjectMame[0]

18 3Ize

2147483647

maximur

“|MessageBufferSize

[Messar

famirmum

“|MessagesFagingEnabled

“|MessagesThresholdHigh

“IMessagesThreshaldLow

“lMame

WiseedWSServer

AMotes

APagingDirectory

AParent

com.bea:Mame=wl_server Type=Domain

“\PersistentStare

com.hea:Mame=\seeFileStore Type=FileStore

AProductionPausedAtStartup

default

“SessionPoals

javax.management.ObjectMame[0]

\storeEnahled

true

A Targets

javax.

t.ObjectName[1]

[l

<] i I

§§ TemporaryTemplateMame

CH

JConsole
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MBean Inspector

This is a tool for IBM WebSphere Application Servers. It can be downloaded from http:/
www.alphaworks.ibm.com/tech/mbeaninspector. The components of the tool have to be unzipped to the "lib"
and "bin" folder of the WebSphere installation directory. MBeanlnspector is recommended to be used with
WebSphere Application Servers. This program is not part of IBM Enterprise Content Management System
Monitor.

E)MBeanInspector o]

File View Connect Operation  Notification Help

9 @ DataBource(cellsip?ppﬂu?ﬂnude:E -General Properties
& Attribute Description ;| |Canonical name: WebSphere:JDBCProvider=Samples Cloudscape JDBC Provider,Server=server1... |

) ! ) | |cen: p2pp02471

& Aftribute InactiveConnectionSup ~ ~
MBean identifier: cells/p2pp0247 1/nodesip2pp02471/serversiserver 1resources.xmi#DataSource...
@ Aftribute TransactionResourceR)| | |MBean type: DitaSatice
& Aftribute authMechanismPreferel | /| |Node: p2pp02471
& Attribute category ‘| Process: serveri
@ Aftribute connectionF actaryType Attributes -
& Attribute dataSourcenarne connectionFactoryType
& Attribute dataStoreHelperClass | || | dataSourceName
:| ||dataStoreHelperClass

@ Aftribute description ‘| |lescription
& Attribute jndiName | [loginTimeout

; ; :| |statementCacheSize
& At tEEneh A 1 |[TransactionResourceRegistration
@ Aftribute loginTimeout ‘| |jtaEnabled
& Attribute name “| |InactiveConnectionSupport

4|

‘| [authMechanismPreference

& Adtribute staternentCacheSize
'@ Operation getAlPoolCantents :| [ Operations-
'@ Operation gettuthiechanismpr) || |[BetConnectionFactoryClass

‘| | petDataSourceName
@ Operation getCategory ‘| |lgetDataStoreHelperClass
'@ Operation getConnectionF acto :| |wetDescription
'@ Cperation getDataSourceMame : getLoginTimaout
| | getStatementCacheSize
m Operation getDataStoreHelperc) | i} | lgetTransactionResourceRegistration

| lisJTAENabled
2| | isupportsimplicitHandleReactivation
m Operation get/ndiMame ‘| |lyethuthMechanismPreference

m Operation getloginTimeout
m Operation getMame
m Cperation getPoolContents

'm Operation getStatementCaches
[v]

m Operation getDescription

-

;| Notifications -
| [im=.attribute.ch

[«]

MBean Inspector

Red Hat JBoss - JMX Console

Red Hat JBoss comes with its own JMX console. It can be started when connecting to the following URL
(http://<host>:8080/jmx-console). The JBoss - IMX Console is recommended to be used for JBoss Applica-
tion Servers. This program is not part of IBM Enterprise Content Management System Monitor.
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File Edit View Favorikes Tools  Help

] JBoss IM¥X Management Console - Microsoft Internet Explorer provided by Cenit Internet Access

d=gak - o= - (@) (3] 4| Qisearch GifFavortes GlMeda (4| By S5 - =

Address I@ hktp: /{192,168, 240, 1548080/ imx-consale!

[ )

JMX Agent View w2kfsmen

c] @e | ks

ApplyFilter |

CbjectMame Filter {e.g. "jboss: ", "*:service=invoker, *" :|

Catalina

» type=Server
» type=StringCache

JMImplementation

+ hame=Default,service=LoaderRepository
« type=MBeanRegistry
« type=hMBeanServerDelegate

java.lang

» hame=Code Cache. type=MemoryPool
+ hame=CodeCacheManager.type=MemeorylManager

Red Hat JBoss - JMX Console

JManage

JManage is a universal tool to browse and monitor application servers via web console and command
line. It supports several application servers. The official website of this open source tool is on http://
www.jmanage.org/. It comes with its own Jetty web server. Some configurations have to be made, like
loading some application server own libraries. JManage is recommended to be used with every application
server. In tests there were some problems when connecting to WebSphere. On all other servers it worked

without any bigger problems. The product is documented very well on the website. This program is not part
of IBM Enterprise Content Management System Monitor.
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3 jManage - JMX Client - Microsoft Internet Explorer provided by Cenit Internet Access

Fle Edit View Favortes Tools  Help |

daBack v = - (D 7t | Dhsearch [ Favorites EiMedia L4 ‘ By & = el

Addrass I@ http:flocalhost ;9095 appfmbeanList .do j @Go | Links **

a i g E Home | Profile | Admin | Logout | Logged-in as admin

Applications = jboss jsrle0 = Query o

1_

- Filter by objectname |

type=Server
type=StringCache

JMImplementation

service=LoaderRepository name=0efault

type=MBeanReqistry

type=MBesnServerDelegate

type=Classloading

type=Compilation

type=GarbageCollector, narme=Copy
type=GarbageCollector,name=MarkSweepCompact
type=Memaory

type=MemoryManager,name=CodeCacheManager

type=MemoryPool,name=Code Cache

type=MernoryPoalname=Eden Space

JManage

The structure of an MBean

The MBean is an object on the web application server which is referenced by a unique ObjectName. With this
ObjectName as reference the attributes can be called and the operation can be invoked. The ObjectName
can look as follows:

abstract example of an ObjectName
testServer:type=com.test,name=com.test

real example of an ObjectName
jboss.jca:name=DefaultDS,service=ManagedConnectionFactory

Preparing Application Servers for IMX

On most application servers (especially the JSR160 compatible servers) JMX has to be activated before it
can be used. The following list remarks the steps which have to be done on principle. For further information
check the application server's instruction manual.
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WebLogic 7 and 8
As these Weblogic versions use the standard application server connection libraries no further
configuration is needed.

WebLogic 9
WebLogic 9 supports JMX1.2 per default. No additional configuration has to be made.

Red Hat JBoss 3.x and 4.x (using JMX1.0)
As these JBoss versions use the standard application server connection libraries, no further con-
figuration is needed.

Red Hat JBoss 4.x using JMX1.2
JMX1.2 has to be enabled in the startup script.

WebSphere 5.0
JMX has to be enabled in the administrative console. The monitor works with RMI as connection
type. So the server has to enabled for JMX connection via RMI.

WebSphere 6.0.1
JMX has to be enabled in the administrative console. The monitor works with RMI as connection
type. So the server has to enabled for JMX connection via RMI.

Sun Application Server
JMX has to be enabled in the administrative console. If it has been enabled correctly, the server
log-file contains an entry with the service URL.

Oracle Application Server 10g
JMX1.2 has to be activated with the OC4J service of the Oracle Application Server.

Which attributes and Object Names the status monitors use

This chapter handles the status shell scripts. It describes which MBeans and which attributes are requested
in the status request. MBean names are written in bold letters. Attributes which are used as maximum border
of the threshold (for percentage use) are prefixed with an "B" like border value.. All other attributes have
no style change.

0001 JBoss 3 + 4

0002 -----------

0003 j boss. system type=Serverlnfo
0004 FreeMenory

0005 Tot al Menory

0006 j boss. system servi ce=Thr eadPool
0007 ( B) Maxi numQueuesSi ze

0008 QueuesSi ze

0009 j boss. web: name=<t hr eadPool Nane>, t ype=Thr eadPool maxSpar eThr eads
0010 (B) maxThreads

0011 current Thr eadCount
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0012
0013
0014
0015
0016
0017
0018
0019
0020
0021
0022
0023
0024
0025
0026

0027

0028
0029
0030
0031
0032

0033

cur rent Thr eadsBusy

j boss. web: host =l ocal host, pat h=/ <\WWebAppl i cati on>, t ype=Manager

maxAct i veSessi ons
acti veSessi ons
expi redSessi ons
maxActive

rej ect edSessi ons
duplicates

j boss. j ca: servi ce=ManagedConnect i onPool , name=Def aul t DS

(B) Avai | abl eConnect i onCount
MaxConnect i onsl nUseCount
Connect i onCount

I nUseConnect i onCount

Oracl e WebLogic 7 and Oracle WebLogic 8

<Domai nNanme>: Locat i on=<Ser ver Name>, Nanme=<Ser ver Nanme>, Ser ver Runt i me=[]

<Ser ver Nane>, Type=JVMRunt i ne
HeapFr eeCurrent
HeapSi zeCurr ent

<Donmai nNane>: Nane=def aul t, Ser ver =<Ser ver Nane>, Type=Execut eQueue

Thr eadsMaxi num
Thr eadCount

<Domai nNane>: Appl i cat i onRunt i me=<Ser ver Nanme>_<Appl i cati onName>, [
Locat i on=<Ser ver Nane>, Nane=<Ser ver Nane>_<Ser ver Nane>_<Appl i cati onN|
anme>_<Appl i cati onNane>, Server Runti ne=<Ser ver Nane>, Type=WebAppConponent Rul]

ntime
OpenSessi onsH ghCount
OpenSessi onsCur rent Count

<Domai nName>: Locat i on=<Ser ver Name>, Nane=<Ser ver Nanme>. j s, [
Server Runt i me=<Ser ver Nane>, Type=JMSRunt i ne

Connect i onsCurrent Count
Connect i onsH ghCount
Oracl e WebLogic 9

com bea: Name=<Ser ver Nanme>, Ser ver Runt i ne=<Ser ver Nane>, Locat i on=[]

<Ser ver Nane>, Type=JRocki t Runti ne
Fr eeHeap

Tot al Heap

UsedHeap

HeapSi zeCurr ent

HeapFr eeCurr ent

HeapFr eePer cent

(B) Tot al Physi cal Menory
Fr eePhysi cal Menory
UsedPhysi cal Menory

Tot al Nunber O Thr eads

Al'l Processor sAver agelLoad
JvnProcessor Load

com bea: Name=Thr eadPool Runt i ne, Ser ver Runt i ne=<Ser ver Nane>, Locat i on=MedRecSer ver, [

Type=Thr eadPool Runt i me

Pendi ngUser Request Count
Execut eThr eadl dl eCount

Hoggi ngThr eadCount

Execut eThr eadTot al Count

M nThr eadsConst r ai nt sPendi ng
QueuelLength

WebSphere 5

WebSpher e: pl at f or mecommon, cel | =<Cel | Nane>, ver si on=5. 0. 1, name=JVM nbeanl denti fi er [J
=JVM t ype=JVM node=<NodeNane>, pr ocess=<Ser ver Nane>

stats
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0065

0066
0067

0068
0069

0070
0071

0072
0073

0074
0075
0076

0077

0078
0079
0080

0081

0082
0083

0084
0085

0086
0087

0088
0089
0090

0091

WebSpher e: pl at f or mecommon, cel | =<Cel | Nane>, ver si on=5. 0, nane=0RB. t hr ead. pool , [

nbeanl denti fi er=cel | s/ <Cel | Name>/ nodes/ <NodeNane>/ ser ver s/ <Ser ver Nanme>[]

/ server.xm #Thr eadPool _1, t ype=Thr eadPool , node=<NodeNane>, pr ocess=<Ser ver Nane>
stats

WebSpher e: pl at f or mecommon, cel | =<Cel | Nane>, ver si on=5. 0, nane=Messageli st ener Thr ead[
Pool , nbeanl denti fi er=cel | s/ <Cel | Nare>/ nodes/ <NodeNanme>/ servers/ []

<Server Nane>/ server. xm #Thr eadPool _3, t ype=Thr eadPool , node=<NodeName>, [
process=<Ser ver Nanme>

stats

WebSpher e: pl at f or mecommon, cel | =<Cel | Nane>, ver si on=5. 0, nane=SoapConnect or Thr eadPol

ol , nbeanl dentifier=com i bm webspher e. nodel s. confi g. process. i npl. ThreadPool | npl , [
t ype=Thr eadPool , node=<NodeNane>, pr ocess=<Ser ver Name>

stats

WebSpher e: pl at f or mecommon, cel | =<Cel | Nane>, ver si on=5. 0, nane=Ser vl et . Engi ne. [
Transports, nbeanl dentifier=cel |l s/ <Cel | Name>/ nodes/ <NodeNane>/ servers/ [

<Ser ver Nanme>/ server . xm #Thr eadPool _2, t ype=Thr eadPool , node=<NodeNane>, []

pr ocess=<Ser ver Nane>

stats

WebSpher e: pl at f or meconmmon, cel | =<Cel | Nane>, ver si on=5. 0, nanme=<Appl i cat i onName>[]

#<War Fi | eNanme>, nbeanl denti fi er=defaul t _host/ <Appl i cati onNane>, t ype=[]

Sessi onManager , node=<NodeNane>, pr ocess=<Ser ver Nane>
stats
WebSphere 6

WebSpher e: name=JVM pr ocess=<Ser ver Nane>, pl at f or m=dynami cpr oxy, node=<NodeNane>[]

, ] 2eeType=JVM J2EESer ver =<Ser ver Nanme>, ver si on=<Ver si on>, t ype=JVM |
nbeanl denti fi er=JVM cel | =<Cel | Nanme>

heapSi ze

freeMenory

stats

WebSpher e: pl at f or medynani cproxy, cel | =<Cel | Nane>, ver si on=<Ver si on>, []
name=MessagelLi st ener Thr eadPool , mheanl denti fi er =cel | s/ <Cel | Narme>/ nodes/ []

<NodeNane>/ server s/ <Ser ver Nane>/ server . xm #Thr eadPool _<Messageli st ener | D>[]
, type=Thr eadPool , node=<NodeNane>, pr ocess=<Ser ver Nane>
stats

WebSpher e: pl at f or medynam cpr oxy, cel | =<Cel | Nane>, ver si on=<Ver si on>, [
name=0RB. t hr ead. pool , nbeanl denti fi er=cel | s/ <Cel | Nane>/ nodes/ <NodeName>[]

/ server s/ <Server Name>/ server . xm #Thr eadPool _<ORB_| D>, t ype=Thr eadPool , []
node=<NodeNane>, pr ocess=<Ser ver Nanme>

stats

WebSpher e: pl at f or medynam cpr oxy, cel | =<Cel | Nane>, ver si on=<Ver si on>, [
nane=WebCont ai ner, nbeanl denti fi er=cel | s/ <Cel | Nane>/ nodes/ <NodeName>[]

/ server s/ <Server Name>/ server . xm #Thr eadPool _<Wbcont ai ner | D>, t ype=[]
Thr eadPool , node=<NodeNane>, pr ocess=<Ser ver Nane>

stats

WebSpher e: pl at f or mecommon, cel | =<Cel | Nane>, ver si on=<Ver si on>, nanme=[]

<Appl i cati onName>#<War Fi | eNanme>, nbeanl denti fi er =def aul t _host <[]

Appl i cati onNanme>, t ype=Sessi onManager, node=<NodeNane>, pr ocess=<Ser ver Nane>
stats
WebSphere 6.1

WebSpher e: name=__X__, process=<Ser ver Name>, pl atform=__X__, node=<NodeNane>, []
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j 2eeType=__X__, J2EESer ver =<Ser ver Nane>, ver si on=<Ver si on>, type=__X__, []

nmbeanl dentifier=__X ,cell=<Cel | Name>, spec=__ X__

0092 heapSi ze

0093 freeMenory

0094 stats

0095 WebSphere: nanme=__ X, process=<Server Nane>, pl atform=__X_ _, node=<NodeNane>, []
ver si on=<Versi on>, type=__X_ , nbeanldentifier=cells/<Cel | Nane>/ nodes/ [

<NodeName>/ ser ver s/ <Ser ver Nane>/ server . xm #Thr eadPool _<Messagel d>, [
cel | =<Cel | Name>, spec=__X__
0096 stats

0097 WebSpher e: name=0RB. t hr ead. pool , process=<Ser ver Nane>, pl atforn=__X_ _, node=[]
<NodeNane>, ver si on=<Ver si on>, type=__X , nbeanl dentifier=cel | s/ <Cel | Name>[]

/ nodes/ <NodeNane>/ server s/ <Ser ver Nanme>/ server. xm #Thr eadPool _<ORB [
I d>, cel | =<Cel | Name>, spec=__X__

0098 stats

0099 WebSphere: name=__X__, process=<Server Name>, pl atform__X__, node=<NodeNane>, []
ver si on=<Versi on>, type=__X_ , nbeanldentifier=cells/<Cell Nane>/ nodes/ [J

<NodeName>/ ser ver s/ <Ser ver Nane>/ server . xm #Thr eadPool _<WebCont ai ner | d>[J
,cel | =<Cel | Nane>, spec=__ X__
0100 stats

0101 WebSphere: name=__X__, process=<Server Name>, pl atform__X__, node=<NodeNane>, []
ver si on=<Ver si on>, t ype=Thr eadPool , mheanl denti fi er =cel | s/ <Cel | Name>/ nodes/ []

<NodeNane>/ server s/ <Ser ver Nanme>/ server. xm #Thr eadPool _<TCP_| d>, [
cel | =<Cel | Nane>, spec=__ X
0102 stats

0103 WebSpher e: name=<Appl i cat i onNanme>#<War Fi | eNane>, pr ocess=<Ser ver Nanme>|

,platform=__X_ _, node=<NodeNane>, ver si on=<Versi on>,type=__X , nbeanl dentifi el
r=__X [/ <ApplicationNane>, cel | =<Cel | Nane>, spec=__ X
0104 stats

How to find out the actual configured port of the several application
servers

This chapter shows a short description how to find out the port of the application server if it is not the default
value.

Red Hat JBoss 3 and 4
On starting up the JBoss Application Server a lot of startup information is given out. The port can be read
out in the following line of this output:

15:42:40,593 INFO [NamingService] JNDI bootstrap JNP=/0.0.0.0:1099, RMI=/0.0.0.0:1098, backlog=50,
no client SocketFactory, Server SocketFactory=class org.jboss.net.sockets.DefaultSocketFactory

The bootstrap port is 1099, as written in the default information.

If JBoss 4 is configured for IMX 1.2, the administrator has defined the port itself in the startup script and
so should know the correct port.
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Weblogic 7,8 and 9

On starting up the WebLogic servers, a lot of startup information is given out. The port can be read out at
the end of the startup sequence.

At the end a conclusion is generated and a line following to this is printed out: "http://192.168.240.159:7011/
index.jsp"

This is the address to the administration console, but the port is the same for JMX connections as known.

WebSphere 5

To get the port of the WebSphere application server it is necessary do go into the administration console.
Expand "server" and click on "Application Server". After that click on the server whose port shall be found out.
On the left side there is the link "Endpoints”. Click it to enter the port configuration menu. The bootstrap port is
the port, which is needed to build up JIMX connections. For usual it is port 2809. Beside the "Endpoints"” link,
there is also an "Administration Services" link which leads to a menu where the connection Type (whether
RMI or SOAP) can be chosen. It might be necessary to switch this port to RMI. In some case it was, in
some others it was not.

WebSphere 6 and WebSphere 6.1

To get the port of the WebSphere application server it is necessary do go into the administration console.
Expand "server" and click on "Application Server". After that click on the server whose port shall be found
out. On the left side there is the link "Ports". Click it to enter the port configuration menu. The bootstrap port
is needed to build up JMX connections. For usual it is port 2809. Under the sub heading "server infrastruc-
ture" there is a link "administration" (the second link) which can be expanded. There is the "Administration
Services" link which leads to a menu where the connection Type (whether RMI or SOAP) can be chosen. It
might be necessary to switch this port to RMI. In some case it was, in some others it was not.

How to use JMX monitoring and tasks with Tomcat 5.x

As Tomcat is very popular this chapter describes how to configure Tomcat 5.x and run it with IMX 1.2.

Configure Tomcat 5.x

The Jakarta website describes how the startup script must be pre configured to activate JMX. The manual
is on http://tomcat.apache.org/tomcat-5.5-doc/monitoring.html.

Tomcat 4 and 6 have not been tested to JMX functionality.

The web site shows some mix between Linux and Windows config. Windows needs a "set" to define the
variable but can not handle double quotes around the whole expression. Take the examples below in the
configuration. In the example the port 9004 is chosen. Every other free port could be used.

Windows: set CATALINA_OPTS=-Dcom.sun.management.jmxremote -
Dcom.sun.management.jmxremote.port=9004 -Dcom.sun.management.jmxremote.ssl=false -Dcom.sun.
management.jmxremote.authenticate=false
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Linux / Unix: CATALINA_OPTS="-Dcom.sun.management.jmxremote -
Dcom.sun.management.jmxremote.port=9004 -Dcom.sun.management.jmxremote.ssl=false -Dcom.sun.
management.jmxremote.authenticate=false"

The web site says to enter the variable in the startup script. It also can be written in the catalina script, since
it is called by the startup script. The startup scripts catalina.bat or catalina.sh are in the bin directory of the
Tomcat install directory. $CATALINA_HOME/bin/catalina.sh. Just as the startup script itself.

Hint for Windows: There is also a version of Tomcat 5.x which can be setup via installer and executed as a
Windows service. It is recommended not to use this version, because it owns no startup script and it is not
known if and where the JMX settings can be configured in the service version.

Java version: To execute Tomcat with IMX enabled, Java version 5 is needed. It should also work, when
Tomcat runs with a J2EE 1.4, but Java Standard Edition 1.4.x is not supported out of the box. The web site
describes how to configure Tomcat, when Java 1.4.x shall be used. In this case a special adaptor of the
MX4J project is needed. The JMX monitors and task need whether Java version 5 or 1.4.x.

Security: The website also describes how to activate security (user authentication). The upper example only
shows the basic configuration, without user and password required.

Service URL: Tomcat can be accessed via JSR160 just like all other application servers which support
JSR160. The service URL is "service:;jmx:rmi:///ijndi/rmi://HOST:PORT/[mxrmi"

Monitors which Support Tomcat: Configured like that, Tomcat can be accessed via "JIMX WebApplication
Thresholds" Monitor, "JIMX WebApplication Thresholds" Monitor and "View JMX Parameters" Task.

How to configure sas.client.props for WebSphere

To access the MBeans, when security on WebSphere is enabled, the following steps have to be executed,
before this will work.

The file sas.client.props is found in the $WASHOME/AppServer/propertires (WebSphere 5) or
SWASHOME/AppServer/profiles/<profilename>/properties (WebSphere 6.0.x.x and WebSphere 6.1.x.x). In
the sas.client.props file the following variables have to be changed:

. com.ibm.CORBA .loginUserid=<UserName>

o com.ibm.CORBA.loginPassword=<PasswordAsClearText>
To encrypt the password the following WebSphere command has to be used:

o Windows:
$WASHOME/AppServer/bin/PropFilePasswordEncoder <pathToSasFile>/sas.client.props com.ibm.
CORBA.loginPassword

o Unix:
SWASHOME/AppServer/bin/PropFilePasswordEncoder <pathToSasFile>/sas.client.props com.ibm.
CORBA.loginPassword

This command will encode the password(s) and will also delete all comments. A file with the name
sas.client.props.bak will be created with the old version of the file (The new file will not have the comments
anymore, because they are deleted by the algorithm . Even if the sas.client.props contains the login data
now, the user and password have still to be defined in the monitor because the credentials in the props file
only does the CORBA authentication.
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How to create the keystore and truststore files for WebSphere 6.1.x.x
and newer

By default WebSphere 6.1.x.x application servers have stronger security configurations compared with pre-
vious WebSphere versions. A keystore and truststore have to be generated for authentication when JMX data
is going to be requested. It is recommended to perform the following steps before configuring WebSphere
6.1.x and newer monitors. Itis possible to use the resources of an existing WebSphere profile, but this should
only be done, when the WebSphere Administrator has no concerns about that. The following steps were
verified on WebSphere 6.1 machines and might differ on newer WebSphere environments.

Important: The following steps are best practices, which are proposed for the JIMX monitoring, without chang-
ing already existing WebSphere profile configurations. If you are familiar with the WebSphere security con-
figuration, you don't need to perform these steps. But make sure, that the keystore and truststore exists.
The JMX monitoring program is using SAS_PATH setting. Therefore the monitors and tasks are looking for
the ssl.client.props file at the same place (relative file path).

The following steps have to be performed:

. Open a shell / command line interface.

. Copy the properties directory of a WebSphere profile of your choice to CENIT_ROOT/cala/moni-
tors/pam
cp -r $WAS HOWE/ profil es/ <profil e_nane>/ properties $CEN T_ROOTI/ cal a/ noni -
t ors/ pam

o Edit the file SCENIT_ROOT/cala/monitors/pam/properties/sas.client.props
Perform the actions described in the chapter How to configure sas.client.props for WebSphere:
For <pathToSasFile> use $CENIT_ROOT/cala/monitors/pam/properties/sas.client.props.

o Edit the file SCENIT_ROOT/cala/monitors/pam/properties/ssl.client.props
Perform the changes in the file as shown in the snippets below. Except of these changes, the file
should be left in it's origin
Attention: Replace the text between the pointed brackets < > through real paths

0001 ...

0002 # Has to be set to false later, but nowit nust be set to true.
0003 com i bm ssl . enabl eSi gner ExchangePr onpt =t r ue

0004 ...

0005 # KeyStore information

0006 ...

0007 com ibm ssl . keySt or e=<$CENl T_ROOT>/ cal a/ noni t or s/ pani key. p12
0008 ...

0009 # TrustStore information

0010 ...

0011 com i bm ssl.trust Store=<$CEN T_ROOT>/ cal a/ noni tors/ paniftrust.pl2
0012 ...

. Copy setupCmdLine.bat / setupCmdLine.sh and to $CENIT_ROOT/cala/monitors/pam
cp $WAS HOMWE/ profi |l es/ <profil e_name>/ bi n/ set upCndLi ne. * $CENI T_ROOT/ cal a/
noni t or s/ pam
cp $WAS HOVE/ profil es/ <profil e_nanme>/bin/retrieveSi gners.* $CEN T_ROOT/
cal a/ moni t or s/ pam

o Edit the file SCENI T_ROOT/ cal a/ noni t or s/ pani set upCndLi ne. bat or. ../
set upCndLi ne. sh and change the following line
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Windows: set USER_| NSTALLATI ON_ROOT=<CENI T_ROOT>/ cal a/ noni t or s/ pam
Unix: export USER | NSTALLATI ON_ROOT=<CENI T_ROOT>/ cal a/ moni t or s/ pam

Edit the file SCENI T_ROOT/ cal a/ moni t ors/ panfretri eveSi gners. bat or.../
retrieveSi gners. sh and change the following line

Windows: set WAS _USER SCRI PT=<CENI T_ROOT>/ cal a/ noni t or s/ pam set upCrdLi ne.
bat

Unix: export WAS USER SCRI PT=<CENI T_ROOT>/ cal a/ noni t or s/ panm set upCndLi ne. sh

Change to the directory ${ CENI T_ROOT}/ cal a/ noni t or s/ pami profil es/ <profil e-
Name>/ bi n

Request the remote keystore names and the local keystore names.

Windows: retri eveSi gners. bat -1i st Renot eKeySt oreNanes -1i stLocal KeySt or e-
Nanes
Unix: retrieveSi gners.sh -1istRenpt eKeySt or eNanmes -1i stLocal KeySt or eNanes

An output similar to this will be returned:

0001 CWPKI 03061: The following renpte keystores exist on the specified [J
server: CMVSKeyStore, NodeLTPAKeys, NodeDefault TrustStore, NodeDef aul t Key[
Store

0002 CWPKI 03061 : The followi ng renote keystores exist on the specified [I

server: CMSKeyStore, NodeLTPAKeys, NodeDefault Trust Store, NodeDef aul t Key[
Store

If no output like that, but an error message occurs, try to copy the files from ${ WAS_HOVE} /
profil es/<profil eName>/etc/trust.pl2and ${WAS_HOVE}/ profil es/ <profile-
Name>/ et c/ key. p12 to the pam directory.

Use one of the keystores, which are returned by the previous command to execute the following
command:

0001 retrieveSi gners <renoteKeyStoreNane> <| ocal KeySt or eNane>

Example:
Windows: retri eveSi gners. bat NodeDefault TrustStore CientDefaul t TrustStore
Unix: retrieveSi gners. sh NodeDefault TrustStore CientDefaultTrustStore

It might be necessary to authenticate with user and password. For usual a login dialog will appear.
After an administrative user and password are entered, a new keystore and truststore are gener-
ated in $CENI T_ROOT/ cal a/ noni t or s/ pamf t rust . p12 and $CENI T_ROOT/ cal a/ nmoni -

t or s/ pani key. pl12.

The JMX monitors and tasks will give the ssl.client.props file to the Java program as a property.
When a sas.client.props path is defined, the monitors and tasks will use this path to refer to the
ssl.client.props. For basic use, this file has not to be edited.

In the monitors the SAS_PATH needs not to be set, when the files are stored in the pamdirectory.
But since there are several profiles on WebSphere and each one might have its own security han-
dling it is proposed not to store this data in the pamdirectory, but in pani <pr of i | eNarre> directory.
Also all paths which point to the pamdirectory in this scenario must be changed to pam <pr of i | e-
Nanme>. But in this case, the SAS_PATH must be set for each monitor, depending to which profile's
servers it shall connect.

For more information go to the following web sites:
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https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/rsec_
sslclientpropsfile.html
https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/rxml_
retrievesigners.html

The jmx_classpaths.props file

On the client, there is a props file, which contains all class paths for the supported application servers.
This file is stored at CENI T_ROOT/ cal a/ noni t or s/ pamjmx_classpaths.props. It can be used, when the
class path has to be extended, because of missing jar files. Therefor a task exists in the STANDARD task
archive, to load and edit this task. It is called "JMX Class Path Edit Task". Refer to the task guides for more
information. All monitors and tasks use this file. If the file does not exist, hard coded class paths are defined
inside the script, so the monitors and tasks will not fail.

Workaround for pwdcrypt problem with Unix systems

There may be problems with pwdcrypt on Unix systems, when the JMX monitors are called. An exception
will occur in the task output (for tasks) and in the monitor plusdebug output (for monitors) which looks similar
to the following.

0001 ------ Standard Qutput------

0002 java.lang.reflect.Invocati onTar get Excepti on

0003 at sun.reflect. NativeMethodAccessorlnpl.invokeO(Native Method)

0004 at sun.reflect. NativeMethodAccessorl npl.invoke(NativeMethodAccessorlnpl.java: 39)

0005 at sun.reflect. Del egati ngMet hodAccessor | npl . i nvoke( Del egat i ngMet hodAccessor | mpl . [
j ava: 25)

0006 at java.lang.reflect.Mthod.invoke(Method.java: 324)

0007 at comibm ws. boot strap. WsLauncher . run(WSLauncher . j ava: 219)

0008 at java.lang. Thread. run(Thread.java: 534)

0009 Caused by: java.lang. UnsatisfiedLi nkError: no PwmdCrypt.solaris2 in java.library.path

0010 at java.lang. d assLoader. | oadLi brary(C assLoader.java: 1517)

0011 at java.lang.Runtine. | oadLi braryO(Runti ne.java: 788)

0012 at java.lang. System | oadLi brary(System j ava: 834)

0013 at de.cenit.eb.smcala.utils.PwmCrypt.<clinit>(Unknown Source)

0014 at de.cenit.eb.sm nbeannonitor. MnitorMBeans. decr ypt Passwor d( Unknown Sour ce)

0015 at de.cenit.eb.sm nbeannonitor. MnitorMeans.fillProperties(Unknown Source)

0016 at de.cenit.eb.sm nbeannonitor. MBeanhonit or Mai n. get Qut put (Unknown Sour ce)

0017 at de.cenit.eb.sm nbeannonitor. MBeanMonit or Mai n. mai n( Unknown Sour ce)

0018 ... 6 nore

The most important line is "Caused by: java.lang.UnsatisfiedLinkError: no PwdCrypt.solaris2 in java.library.
path".

Workaround for tasks and monitors:
1 Create the folder pwdcrypt_libs in the directory $CENIT_ROOT/tools.
2 Change directory to $CENIT_ROOT/tools/de.cenit.

3  Extract the pwdcrypt jar file with the command "jar -xvf pwdcrypt.jar" and execute the following copy
command. "cp libPwdCrypt.linux.so ./pwdcrypt_lib/libPwdCrypt.linux.so" so that this file is in the previ-
ously created directory.
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https:?//www.?ibm.?com/support/knowledgecenter/SSAW57_?8.5.?5/com.?ibm.?websphere.?nd.?doc/ae/rxml_?retrievesigners.?html
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4  Change to the CALAdirectory and edit the file cala_rex_cli.cfg. Execute "cp libPwdCrypt.linux.so ./
pwdcrypt_lib/libPwdCrypt.linux.so".

5 Append the following line to the file: <property name="libpathadd" value="$CENIT_ROOT/tools/pwd-
crypt_libs">

6 Restart CALA.
7 Change to cala directory and edit cala_env.sh.

8 Add the following line export LD_LIBRARY_PATH=.:$LD_LIBRARY_PATH. This works as well on
Solaris.

AlX: export LIBPATH=.:$LIBPATH
HP-UX: export SHLIB_PATH=.:$SHLIB_PATH

9 Save and restart CALA.

How to enable basic JSR160 functionality on Red Hat JBoss 4.x

To enable basic JSR160 functionality in JBoss 4.x, JBoss must be executed with a Java version 5 or later and
the following adjustments must be made in the run.bat or run.sh of the JBoss which are in the bin directory.

The example uses port 9999. Any other usable port can be chosen. Also no security is enabled with this
configuration. For further information about how to configure security please refer to the JBoss administration
manuals.

0001 Wndows in run. bat

0002 ...

0003 set JAVA OPTS=%AVA_OPTS% - Xns128m - Xnx512m - Dsun. rni . dgc. cli ent. gcl nt erval =3600000 [
-Dsun. rm . dgc. server. gclnterval =3600000

0004 set JAVA OPTS=%WAVA OPTS% - Dj avax. managenent . bui | der.initial =org.j boss. system server. [
j mx. MBeanSer ver Bui | der | npl

0005 set JAVA OPTS=%AVA _OPTS% - Oj boss. pl at f or m nbeanser ver

0006 set JAVA OPTS=%AVA OPTS% - Dcom sun. managenent . j mkrenot e - Dcom sun. managenent . [

j mxrenot e. port=9999 - Dcom sun. managenent . j nxr enot e. aut hent i cat e=fal se - Dcom sun. [
managenent . j nxr enot e. ssl =f al se

0007 ...

0008 Uni x in run.sh

0009 ...

0010 JAVA OPTS=$JAVA OPTS - Xns128m - Xmx512m - Dsun. rmi . dgc. cl i ent. gcl nt er val =3600000 []
-Dsun. rm . dgc. server. gcl nterval =3600000

0011 JAVA _OPTS=$JAVA_OPTS - Dj avax. managenent. bui | der.initi al =org. j boss. system server.jnx. []
MBeanSer ver Bui | der | npl

0012 JAVA _OPTS=$JAVA _OPTS - D boss. pl at f or m nbeanser ver

0013 JAVA _OPTS=$JAVA _OPTS - Dcom sun. managenent.j nxrenote -Dcom sun. managenent. j nxrenote. |

port=9999 - Dcom sun. nanagenent . j mxr enot e. aut henti cat e=f al se - Dcom sun. nanagenent . |

j mxr enot e. ssl =fal se
0014 ...
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JMX Support via WebService

There is the possibility  to deploy a web application with web service
(moni tort ool s. appl i cati onserver.jnx. adapt or. war /
monitortools.applicationserver.jmx.adaptor.ear) on a application server and request the data from this ser-
vice, avoiding to configure the sas_cl i ent. props andssl -cl i ent. props files as in the usual connec-
tion way. This is only available for the JPS JMX Monitor.

The following figure illustrates the dependencies between the web application server (IBM WebSphere,
Oracle WebLogic or JBoss) and the JMX Client (monitors and tasks). The JPS Monitor is called as usual
and as described in the monitoring guide.

For HTTPS some additional steps have to be performed. The following figure shows in basic, what the
following sub sections will describe

FSM Server
Standard = Contains reference to and
Configure Keystore Settings creales password of

ts_conf.prop " truststore

Task

FSM Client

Get truststore
from server

Gets truststore
path and
password by

AppServer

JMX Client TR L

(monitors and tasks)

WebService websphere.jnx.monitor.war

WebService dependencies

Note: The web service gets information of the server and its JVM in which it is running. So
if a WebSphere cluster (WebSphere Network Deployment) environment shall be monitored, the
nmoni t ort ool s. appl i cati onserver. jnx. adapt or application must be deployed on every server
instance via ND.

Create or get a keystore for IBM WebSphere 6.x and IBM WebSphere 7.x and IBM
WebSphere 8.0.x

The simplest solution is to use an existing keytstore. However, if none exists one must be generated. A key-
store is a container for server certificates. First the server's certificate is required. This can be acquired from
the WebSphere system administrator or simply downloaded and exported using a common web browser.
Make sure that the file is stored in "der" format.

Assuming the certificate is named "mycert.cert" it must be added to a keystore using this command:
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0001 $JAVA_HOVE/ bi n/ keyt ool
nystore

-import -file mycert.cert -alias WAS-certificate -keystore [

The keytool will ask you if you want to trust the keystore. Accept it by typing "yes". Furthermore it will ask
you for a password. Use a password you like, e.g. adni nadni n.

It is recommended to create the truststore on the CALAagent (and use the JRE of the CALA installation), on
which the monitor is executed, since the keystore must be stored on the agent machine anyway, to reference
it in the Confi gure Keystore Settings task.

Exporting a certificate for IBM WebSphere 8.5.x, using the Integrated Solutions
Console

On IBM WebSphere 8.5 the certificate can be exported from the Integrated Solutions Console as follows:

SelectSecurity > SSL certificate and key managenment > Key stores and certificates
> NodeDef aul t KeyStore > Personal certificates > Extract certificate inthe IBM
WebSphere 8.5 Integrated Solutions Console.

Store it to an arbitrary name, e.g. webspher e85_store. cert

SSL certificate and key management 7=

t > Key stores and certificates > NodeDefaultKeyStore > Personal certificates

| 551 certificate and key

Manages personal certificates.

Freferences

Create = Delete Receive from a certificate authority... Replace... || Extract... I Import... Export...

Select Alias

Revoke... Renew

Issued To Issued By Serial Number Expiration

You can administer the following resources:

default

Total 2

CN=svwap003di.de.cenit-

group.com, OU=SMRDcell02,

OU=5MRDnode01, O=IBM,
Cc=us

CN=svwap003di.de.cenit-
group.com, OU=Root

Certificate, OU=5SMRDcellD1,

OU=dmgrNode0i, O=IEM,
c=us

CN=svwap003di.de.cenit-
group.com, OU=Root

Certificate, OU=5MRDcell01,

OU=dmagriodell, O=I1BM,
Cc=us

CN=svwap003di.de.cenit-
group.com, OU=Root

Certificate, OU=5SMRDcell01,

OU=dmgriode0i, O=IEM,
c=us

6301472591628 | Valid from
Jun 20,
2013 to Jun
20, 2014.

4343476569927 | Valid from
Jun 20,
2013 to Jun
16, 2028.

Extract certificate under IBM WebSphere 8.5

Hint: The cert file is stored in a directory of your IBM WebSphere installation directory. If you click the Apply
button twice, the console will show the message below, where you can see, in which directory the cert was
saved to.
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SSL certificate and key management

=] Messages

@ cwekiosz21E: D/ 1BM/ WASES/AppSarver/ profiles/DMgr 1/ ete/websphereB5_stare.cert already exists.

551 certificate and key t > Key stores and certificates > NodeDefaultKeyStore > Personal certificates > Extract certificate

Extracts a certificate from the key store to be added to another key store.

General Properties

Certificate alias to extract

[defautt

# Certificate file name
|websphere85_sture.cert

Data type
| Base&4-encoded ASCII data E”

| Apply |! QK | Reset | Cancel |

Save certificate under IBM WebSphere 8.5

Import the Store Into the Agent's Monitoring Environment

Execute the Configuration > Configure Keystore Settings task in the IBM ECM SM Task
Execution Manager on the agent, where the JMX client is running.

Enter the path to your keystore in the field Keyst or e Nane of the task.

The field Keyst or e Type is not important for JIMX requests. You can enter a default value.

Enter the password for the keystore in the Keyst ore Passwor d field. In the previously shown examples
it was adni nadni n.
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File Tools Help
Global Settings

Product: |Configuration -

Task: Configure Keystore Settings -

Task Specific Settings

Sernvers: N7P02471B64BIT.de.cenit-group.com
pGsysmlp03

Keystore Filename incl. Path: |C:\cenitrootimystore
Keystore Type: |pkcs12
Keystore Password: (sesssesses

Store as task definition Run task About this task

Connected to NTP024T1B64BIT.de.cenit-group.com: 23802 as admin

Configuration Task

The file t s_conf . pr op will be stored in the cal a/ noni t or s/ pamdirectory of the client.

The JPS JMX component requests the keystore data automatically from the ts_conf. prop file, if an
HTTPS URL is requested.

How to deploy the monitortools.applicationserver.jmx.adaptor application as
WebSphere Enterprise Application

This section describes the deployment of the nonitortool s. applicationserver.jnx.adaptor
enterprise application onto a standalone IBM WebSphere Application Server version 7.0. A separate descrip-
tion of an ND system is not included. For special adjustments of IBM WebSphere Application Server version
6.0 see the following chapter.

The application is provided as a WAR (Web Archive) and an EAR (Enterprise Archive) file.
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Both file types can be found under <CENI T_ROOT>/ r epos/i nst al | / web_apps in your IBM ECM SM

Server installation.

Perform the following steps to deploy the EAR file onto your IBM WebSphere Application Server.

Note: Certain changes you make in the Integrated Solutions Console of your IBM WebSphere Application
Server require a "Save directly to the master configuration." to become effective. Perform this action by

clicking the Save link, that is displayed in the Messages section on the console.

WeSere. s

view: All tasks

Welcome
Guided Activitiss
= Servers
New server
Server Types
Clusters
DataPower
Core Groups
= Applications

Mew Applicatien
[= Application Types
webSphere enterprize applic
Business-level applications
Assets

Globzl deployment settings
Jobs
Services
Resources
Security
Environment
System administration
Users and Groups
Menitering and Tuning
Troubleshoating
Service integration

upDI

Cell=SMRDcell01, Profile=DMgrO1L
Enterprise Applications
Enterprise Applications

Usa this page to manage installed applications. A single application can be deployed onto multiple servars.

Praferences

R

| start | stop || install || uninstall || update || Rollout Update || Remove File | Export || Export DDL || Export File

=R

Salect | Name 2 |App||'|:atl'nn Status ()

You can administer the folloving resources:

a

DefaultApplicstion | B4

Total 1

Enterprise Applications Page

Press the Install button to install the monitoring application.
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WebSphen

‘ View: All tasks

Welcome
Guided Activities
= Servers

MNew server

erver Types

lusters

ataPower

Care Groups

(= Applications

Enterprise Applications

Preparing for the application installation

Specify the EAR, WAR, JAR, or SAR module to upload and install.

Path to the new application

Local file system

Full path

| Durchsuchen_ | meonitortosls.applicationserver.jm:x.adaptor.ear

Remote file system

New Application

= Application Types

WebSphere enterprise applic

Business-level applications
Assets

Global deployment settings
Jobs
Services
Resources
Security
Environment
System administration
Users and Groups
Manitoring and Tuning
Troubleshaoting
‘Service integration

upD!I

Specifying the path to the new application

Select the noni t ort ool s. appl i cati onserver.jnx. adapt or. ear file and press Next.

Enterprise Applications

Close page

Welcome

for the application installation
Guided Activities
=|ETrTS How do you want to install the application?

Rznemur Fast Path - Prompt only when additional information is required.

Server Types |

Clusters Detailed - Show sl installstion options and parameters.

DataPower

Core Groups
Choose to generate default bindings and mappings

Cancel

= Applications

New Application Previous.

[ Application Types

WebSphere enterprise applic
Business-level applications
Assets

Global deployment settings

[ Jobs

Services

Resources
Security

Environment

System administration

Users and Groups

Monitoring and Tuning
Troubleshooting
Service integration
uDbDI

Preparing for the application installation

Choose Detailed and press Next.
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Cell=SMRDcell01, Profile=DMgr01

aw Ap)

Spacify options for installing enterprise spplications and madules.

Close page

Select installation options

Specify the various options that are available for your application.

Step Map
e Pracompile JavaServer Pages files

Directory to install application

Step 3 Provide ISP

reloading options for

PR T Distribute application

Step 4 Map shared Use Binary Configuration
libraries

Deploy enterprise beans
Step 5 Map shared

Applicati
library relationships peicstion nams

|M onitortools_Applicationserver_JM

Step 6 Map virtual
hosts for Web
modules

Create MBeans for rescurces

Override class reloading settings for Web and EIB modules

Step 7 Map cont Reload interval in seconds
roots for Web
madules

Deploy Web services
Step 8 Map security
roles to users or
groups

Validate Input off/varn/fail

Step 9 Map JASPI Process embedded configuration

providar
File Permission

Step 10 Metadata
for modules

Allow all files to be read but not written to -
Allow executables to exscute
Allow HTML and image files to be read by everyone -

Step 11 Display
module build Ids [#\.dIl=755#.%\.50=755#.%\.a=755#.*\.sl=755

Application Build ID
[unknown

Allow dispatching includes to remote resources

Allow servicing includes from remote resources

Business level application name
| Create New BLA E”

Asynchronous Request Dispatch Type
Disabled lz‘

Allow EIB reference targets to resclve automatically

Deploy client modules

Isolated

Validate schems

Select installation options

Make sure the Precompile JavaServer Pages files checkbox is checked.
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Cell=5MRDcell01, Profile=DMgro1 Close page
Install New Application

Specify options for instzlling anterprise applications and modules.

Step 1 Select Map modules to servers

installation options

Specify targets such as application servers or clusters of application servers where you want to install the modules that are contained in your
Stap 2: Map Modules can be installad on the same =pplication server or dispersed among several application servers. Also, spacify the Web sarvers as ta
LS carve 2= routers for requests to this application. The plug-in configuration file (plugin-cfg.xcml) for each Web server is genarated, based on t
applications that are routed through.

Step 3 Provide

options to compile Clusters and servers:

15Ps ‘WebSphere:cEl\=W2KEIR264WASEISSNudED1Cell.nudE=W2KSR254WASSSSND|:|EDL,server=server1. | Apply

Step 4 Provide 13P

reloading options for

Web modules
Select| Module URI Server

Step 5 Map shared

libraries = . | " _ daote | MONitortools. applicationserver.jmx.adaptor.war, WEB- | WebSphera:cell=W2KBR264WAS
monitortoal onserverjmx.adaptor| 0 4

Step 6 Map shared
library relationships

Step 7 Map virtual
hosts for Web
modules

Step 8 Map context
roots for Web
modules

Step 9 Map security
roles to users or
groups

Step 10 Map JASPI
provider

Step 11 Metadata
for modules

Step 12 Display
module build Ids

Step 12 Summary

Previous I Next || Cancel

Map module to server

Check the monitortools.applicationserver.jmx.adaptor module checkbox in the table and select the applica-
tion server on which you want to install the selected module from the Clusters and servers: drop-down list
box. Click the Apply button to carry over the selected server into the table's Server column. Click Next.

The next steps can be left in their default state. Just check the Select checkboxes and click Next until you
get to the Map virtual hosts for Web modules panel.
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Cell=SMRDcell01, Profile=DMgro1

Install New Application

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options
Step 2 Map
modules to servers
Step 3 Provide
options to compile
JSPs

Step 4 Provide 1SP
reloading options for
Web modules

Step 5 Map sharad
libraries

Step 6 Map sharad
library relationships

Step 7: Map virtual
hosts for Web
modules

Step 8 Map context
roots for Web
madulas

Step 8 Map security
roles to users or
groups

Step 10 Map JASPI
provider

Step 11 Metadata
for modules

Step 12 Display
module build Ids

Step 12 Summary

Previous I Nesck || ‘Cancel

Map virtual hosts for Web modules

Specify the virtual host for the Web modules that are contained in your application. You can install Web
maodules on the same virtual host or disperse them among several hosts.

[# Apply Multiple Mappings

Select

Web module

virtual host

monitortools.applicationserver.jmx.adaptor

default_host n

Map virtual hosts for Web modules

Select the monitortools.applicationserver.jmx.adaptor web module, map it to the default_host and

press Next.
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Install New Application =
Specify options for installing enterprise applications and modules.
Step 1 Select Map context roots for Web modules
installation options
Configure values for context roots in web modules.
Step 2 Ma
= : Web module URI Context Root

modules to servers

. N N monitortools.applicationserver.jmx.adaptor.war, WEB- I:
Step 3 Provide monitortools.applicationserver.jmx.adaptor INE/veab el mxmonitor

options to compile
JSPs

Step 4 Provide ISP
reloading options for
Web modules

Step 5 Map shared
libraries:

Step 6 Map shared
library relationships

Step 7 Map virtual
hosts for Web
modules

Step 8: Map context
roots for Web
modules

Step 9 Map security
roles to users or
groups

Step 10 Map JASPI
provider

Step 11 Metadata
for modules

Step 12 Display
maodule build Ids

Step 13 Summary

Previous | Next| Cancel

Map context root

Enter the context root. The default value is j mxnoni t or . Press Next. In the EAR file's installation process,
this step is skipped and the context root is automatically set to j mxnoni t or .
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Install New Appl

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options

Step Map
modules to servers
Step 3 Provide
options to compile
JSPs

Step 4 Provide ISP
reloading options for
Web modules

Step 5 Map
libraries

Step 5§ Map shared
library relationships

Step 7 Map virtual
hosts for Web
modules

Step 8 Map cont
roots for Web
modules

Step 9: Map security
roles to users or
groups

Step 10 Map JASPI
provider

Step 11 Metadata
for modules

Step Display
maodule build Ids

Step 13 Summary

Prevl'nus| Mext| Cancel

Map security roles to users or groups

Each role that is defined in the application or medule must map to a user or group from the domain user
registry. accesslds: The accesslds are required only when using cross realm communication in & multi
domain scenario. For all other scenarios the accessid will be determined during the application start
based on the user or group name. The accesslds represent the user and group information that is used
for Java Platform, Enterprise Edition authorization when using the WebSphere default authorization
engine. The format for the accesslds is userirealm/uniquelserIDy, group:realm/uniqueGrouplD. Entering
wrang information in these fields will cause authorization to fail. AllauthenticatedInTrustedRealms: This
indicates that any valid user in the trusted realms be given the access. AllAuthenticated: This indicates
that any valid user in the current realm be given the access.

|| Map Users... ||| Map Groups... || Map Special Subjects = |

Select| Role Special subjects Mapped users Mapped groups

jm_monitoring MNone

Map Users...

Select the jmx_monitoring role and press the Map Users

... button.
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Enterprise Applications ? -

Enterprise Applications > Enterprise Applications > Map users/groups

Use this page to search for users or groups and add them to the selected roles.

B jm3_monitoring

Search and Select Users

Decide how many results to display, enter a search string (use * for wildcard), and click Search. Select users in the Available list and add them to
the Selected list.

Display a maximum of
[20

results

Search string
|:

Search

The selected realm cannot be accessed at this time. You might need to start the server. Othervise, you can use the following fields to add users
by their unigue user IDs.

Selected:
User short name W

-

|
Unigue user ID ‘

oK Cancel

Search and Select Users

Initially, there are no users in the Available list. Specify an appropriate search string and click on Search
to find users, you want to assign to the application's security realm.
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Enterprise Applications T =

Enterprise Applications > Enterprise Applications > Map users/groups

Use this page to search for users or groups and add them to the selected roles.

B jm3_monitoring

Search and Select Users

Decide how many results to display, enter a search string (use * for wildcard), and click Search. Select users in the Available list and add them to
the Selected list.

Display & maximum of

|2D results

Search string
|:

Search

Available: Selected:

va=admin I8 -

oK Cancel

Map users/groups

Add the desired OS users (here: wasadmi n) to the Selected list. The application requires the following
minimum access roles: ‘Monitor' and 'Auditor'.
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Cell=SMRDcell01, Profile=DMgrO1
Install New Application -

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options

Step 2 Map
modules to servers

Step 3 Provide
options to compile
15Ps

Map security roles to users or groups

Each role that is defined in the application or module must map to a user or group from the demain user
registry. accesslds: The accesslds are required only when using cross realm communication in @ multi
domain scenario. For all other scenarios the accessld will be determined during the application start
based on the user or group name. The accesslds represent the user and group infoermation that is used
for Java Platform, Enterprise Edition authorization when using the WebSphere default authorization
engine. The format for the accesslds is userirealm/unigueUserID, group:irealm/unigueGrouplD. Entering
wrong information in these fields will cause authorization to fail. AllAuthenticatedInTrustedRealms: This

indicates that any valid user in the trusted realms be given the access. AllAuthenticated: This indicates
Step 4 Provide 15P that any valid user in the current realm be given the access.
reloading options for
Web modules

Map Users... | | Map Groups... || Map Special Subjects ~ |

Step 5 Map shared
libraries

Select| Role Special subjects Mapped users Mapped groups

Step 6 Map shared
library relationships

jmx_monitoring Mone wasadmin

Step 7 Map virtual
hosts for Web
modules

Step 8 Map context
roots for Web
modules

Step 9: Map security
roles to users or
groups

Step 10 Map JASPI
provider

Step 11 Metadata

for modules

Step 12 Display
module build Ids

Step 13 Summary

Frevious Cancel

Map security role

The wasadm n user is now mapped to the j nx_noni t ori ng role.

Leave the settings of the following steps at their default values and click the Next button.
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Install New Application =

Specify options for installing enterprise applications and modules.

Step 1 Select
installation options

Step 2 Map

Options Values
modules to servers

Precompile JavaServer Pages files Yeas
Step 3 Provide
TiEne e s e Directory to install application
15Ps Distribute application Yeas
Step 4 Provide 1SP Use Binary Configuration No
reloading options for Deploy enterprise beans Mo

Web modules

Step 5 Map shared

Create MBeans for resocurces Yes
libraries
Crverride class reloading settings for Web and EIB -
Step 6 Map shared modules
(erermy AT Reload interval in seconds
Step 7 Map virtual Deploy Web services No
hosts for Web
m:‘:dul»:: = Validate Input off/warn/fail warn
Process embedded configuration No

Step 8 Map contesxt
roots for Web

i \.sl=755
Application Build ID Unknown

Step 9 Map security

e Allow dispatching includes to remote resources No

groups Allow servicing includes from remote resources No

Step 10 Map JASPI Business level application name

provider Asynchronous Request Dispatch Type Disabled

Step 11 Metadata Allow EIB reference targets to resclve automatically No

for modules Deploy client modules No

Step 12 Display Client deployment mode Isolated

iz (b Tis Validate schema No

Step 12: Summary Cell/Node/Server Click here

Previous | Finish

Summary

Summary of installation options

Application name

Monitortools_Applicationserver_IMX_Adaptor

File Permission

Fdll=755#.*\.50=755#.*\.a=755#.%

Summary

Review the deployment summary page and click Finish.
Check the monitortools.applicationserver.jmx.adaptor checkbox and start the installed application by
pressing Start.

The web service is running now and acts as an interface to WebSphere's internal MBeans. These are
accessed by the JPS JMX Monitor and its components.

Special Adjustments for WebSphere Application Server (Adapting the JDK Source Level in the
Integrated Solutions Console)

The JDK Source Level may be setto JDK 1.3 for your WebSphere Application Server by default. At monitor
runtime, this setting leads to an output, that contains an HTML coded error message.

To avoid this error message, you must set the JDK Source Level to version 1.5 in the Integrated Solutions
Console. The procedure is as follows:
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. Log in to the Integrated Solutions Console

. Click on the link of the application server, whose JDK source level you want to adapt under Server
Types > WebSphere application servers

o On the Configuration tab under Container Settings, click on Web Container Settings and then on
Web container

o Under Additional Properties click on Custom properties
o On the Custom properties page, click the New button

. Under General Properties specify a name for the custom property (e.g. jdkSourcelLevel) and enter
15 in the Value field to set the JDK source level to the 1.5 JDK version. Optionally, enter a descrip-
tion. Note, that the values of textual properties are case sensitive.

o Click Apply or OK
o Click Save in the Messages box, that appears
o Restart the server for the adapted JDK source level custom property to take effect

Special Adjustments for WebSphere Application Server (Adapting the JDK Source Level in the
Configuration File)

Alternatively to the adaptation on the WebSphere Integrated Solutions Console, the JDK source level can
also be adapted in a configuration file.

In order to set the JDK source level to version 1.5, proceed as follows (if you have an environment with a
DMGR, the changes must be made for the DMGR and the other nodes have to be synchronized):

o Dependent on your WebSphere Application Server version, open the following file in a text editor:
WebSphere AS 6: {WAS_ROOT}/ profil es/ <profil ename>/ config/cells/<cell-
nane>/ appl i cati ons/ <enterpriseappnane>/ depl oynent s/ <depl oyednane>/ <web-
nmodul ename>/ VEB- | NF/ i bm web- ext . xmi
WebSphere AS 7, 8 and 8.5: {WAS _ROOT}/ profil es/<profil ename>/config/cells/
<cel | name>/ appl i cati ons/ <enterpri seappnanme>/ depl oynent s/ <depl oyed-
nane>/ <webnodul enanme>/ VEB- | NF/ i bm web- ext . xml

o The file contains several configuration parameters. Add the following XML element to the configura-
tion
WebSphere AS 6: <jspAttributes xm:id="JSPAttribute NUMBER'
nane="j dkSour ceLevel " val ue="15"/>
WebSphere AS 7, 8 and 8.5: <jsp-attribute name="j dkSourcelLevel" val -
ue="15"/>
The placeholder NUVMBER in the WebSphere AS 6 configuration must be a unique ID within the XML
file. Check the existing IDs to learn, which ID you can allocate.

o Restart the noni t ort ool s. appl i cati onserver. j nx. adapt or application.

How to change the user / role mapping after the deployment

If you want to adjust your user-role mapping afterwards (in case of some permissions changed), perform
the following steps:
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WehSpher f

‘ View: All tasks -

welcome
Guided Activities
[l Servers

New server
Servar Types

Clusters
DataPower
Core Groups
=l Applications

New Application
[ Application Types

[ _webSphere enterprise applications |

Business-lzvel applications
Assets

Glabal deployment settings
+] Jobs

[# Services

Resources

Security

Environment

Systzm administration
Users and Groups
Manitering and Tuning

Traubleshaoting

Service integration

uDDI

Enterprise Applications

Enterprise Applications

Preferences

Use this page to manage installed applications. A single application can be deployed onto multiple servers.

Install || uninstall | Update || Rollout Update || Remove File || Export || Export bOL || Export File

Select ‘ Name 3

| Application Status €

You can administsr the folloving r

DefaultApplication

ECM SM SERVER

ECM SM _SERVERSERVER

Monitortools Applicationserver JMX Adaptor

AR

Application settings

Click on the name of the application.
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Enterprise Applications 7=

Enterprise Applications > Monitortools_Applicationserver_JIMX_Adaptor

Use this page to configure an enterprise application. Click the links to access pages for further configuring of the application or its
maodules.

Configuration

General Properties Modules

#* M
ame Manage Modules

|appllcatlc:nEer:—er_]rnx_mc:nltc:r_ear | Meatadata for modulas

Application reference validation Display module build 1ds

| Issue warnings Ell

Detail Properties

Web Module Properties

Session management

Target specific application status Context Root Fer Web Modules
Startup behavier 15P and J5F options
Application binaries virtual hosts

Class loading and update detection
Enterprise Java Bean Properties

Request dispatcher properties

- . Default messaging provider references
Security rele to user/group mapping

JASPI provider Client Module Properties

Custom properties

Client module deplovment mode
View Deployment Descriptor

Last participant support extension Database Profiles

Referances SQU profiles and pureQuery bind files

Shared library references
Shared library relatienships

Apply | OK | Reset | Cancel |

Application settings

Click on Security role to user/group mapping. The Security role to user/group mapping page will
be displayed. For a more detailed description of the following steps, look up the How to deploy the
monitortools.applicationserver.jmx.adaptor application as WebSphere Enterprise Application chapter.

NOTE To retrieve the maximum of MBeansand their attributes, WebSphere application
security hasto be enabled. Since some M Beans provide system internal informa-
tion, some of the MBeans need the user's authentication, before the information
isprovided. With security disabled, no authentication challengeis performed and
so the MBean requests return with an exception, due to a missing authentication.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Configuring and installing ECM SM clients 237
Preparation

WebSphere.

Cell= SRZ64 Cell, Profile=2ppSre01
View: All tasks -
Welcome
Guided Activities Global security
Servers Use this panel to configure administration and the default application security policy. Tl

applications. Security demains can be defined to override and customize the security pi
Applications

Services | Security Configuration Wizard | | Security Configuration Report |

Resources

Administrative security

|=| Security
. Enable administrative security Administrative user roles
Global security -
Security domains Administrative group roles
Administrative Authorization Groups Administrative authentication

SSL certificate and key management

s i diti N . .
g a.u il Application security
Bus security

Environment Enable application security

System administration ~
Java 2 security
Users and Groups
|:| Use Java 2 security to restrict application access to local resources
Monitoring and Tuning

Troubleshooting

‘Service integration
User account repository
uDDI

Realm name
defaultWIMFileBasedRealm

Current realm definition

Federated repositories

Available realm definitions

| Federated repositories |z| | Configure... | | Set as cument

Enable application Security

How to deploy the monitortools.applicationserver.jmx.adaptor Web Application
under Oracle WebLogic

First, it is necessary to set up the security settings. The application uses the jmxmonitoring group to define
permissions.
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Settings for myrealm

Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration

Users | Groups

Thiz page displays information about each group that has been configured in this security realm.

[ Customize this table

Groups
MNew Delete Showing 1to 7of 7 Previous | Next

[ | mame & Description Provider

[ | AdminChannelusers AdminChannelusers access the admin channel DefaultAuthenticator
[ | Administrators Administrators can view and modify all resource attributes and start and stop servers Defaultauthenticator
[ | AppTesters AppTesters can test applications that are in admin mode DefaultAuthenticator
[ | CrossDomainConnectors CrossDomainConnectors can communicate with other domains DefaultAuthenticator
[[] | beployers Deployers can view all resource attributes and deploy applications DefaultAuthenticator
[ | Monitors Monitors can view all resource atiributes and perform operations not restricted by roles DefaultAuthenticator
[ | operators Operators can view all resource attributes and perform server lifecyde operations Defaultauthenticator

Showing 1to 7of 7 Previous | Next

Add a new group

Create a New Group
OK Cancel

Group Properties

The following properties will be used to identify your new Group.

* Indicates required fields

What would you like to name your new Group?

" Name: jmxmonitoring

How would you like to describe the new Group?

Description:
Please choose a provider for the group.

Provider: DefaultAuthenticator |Z|

| Cancel

Create jmxmonitoring group

It is recommended to specify a different user (here: the weblogic user).
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Settings for myrealm

Configuration | Users and Groups Roles and Policies | Credential Mappings = Providers

Users Groups

This page displays information about each user that has been configured in this security realm.

[ Customize this table
Users

MNew Delete

Migration

Showing 1to 1of 1 Previous | Mext

[ | mame &

Description

Provider

= | weblogic | weblogic

DefaultAuthenticator

MNew Delete

Showing 1to 1of 1 Previous | Mext

Assign User to Group

Settings for weblogic

General | Passwords | Attributes

Save

Use this page to change the description for the selected user,

MName: weblogic
Description: weblogic

Save

The login name of this user. More Info...

A short description of this user. For example, the user's full
name. More Info...

Select Groups Tab
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Settings for weblogic

General | Passwords | Attributes | Groups

Save

Use this page to configure group membership for this user.,

Parent Groups: This user can be a member of any of these parent groups. More
Available: Chosen: Info...

AdminChannelUsers Administrators

AppTesters v

CrossDomainConnectors 2})

Deployers

Monitors -

Operators &K

Save

Add jmxmonitoring Group to User

o Create a directory on the WebLogic application server (e.g. c: \ j nxdepl oynent).
o Within this directory create a subdirectory "app". (e.g. c: \ j nxdepl oynent \ app).

. Copy the IMX WebApplication from $CENI T_ROOT\ r epos\ i nst al | \ webapps
\moni tort ool s. applicationserver.jnx. adapt or. war to the recently created app directo-
ry. (e.g. c: \j nxdepl oynent \ app\ noni t ort ool s. appl i cati onserver.jnx. adapt or. war).

. Copy the plan directory from $CENI T_ROOT\ r epos\ i nst al | \ webapps\ pl an to the recently cre-
ated j nxdepl oynent directory (e.g. c: \ j mxdepl oyment \ pl an).

o Retrieve the values for the agent | d and keyFi | eCont ent from the agent which is used to moni-
tor the application server, as follows and replace the placeholders with the values in the plan.xml file
(e.g. c:\j nxdepl oynent\ pl an\ pl an. xnl ).

. agentid
The value for the agentld can be found on your ECM SM agent in the file $CENI T_ROOT/
set _cenit_env. sh. The variable is named S_AGENT_I| D. The value might look like
host nanme_agent . Replace the placeholder ent er Agent | dHer e from the pl an. xm file with
the agent id (e.g. host name_agent ).

. keyFileContent
Copy the content of the keyfile of the ECM SM agent, which monitors your application serv-
er via JMX. The keyfile can be found at $CENI T_ROOT/ . keys/ keyfi | e. Copy the whole
string (including the prefix : AES12B: BASE64: ) and replace the placeholder ent er KeyFi | e-
Cont ent Her e from the pl an. xmri file with the key file content (e.g. :AES12B:BASE64:50m3/
Crypt3d/P455w0rd=).

. Path to plan.xml
Replace the text ent er Di r ect or yPat hToPl anXm Her e with the path to the pl an. xm file
on your application server. Specify the directory only, without file name (e.g. c: \ j nxdepl oy-
nment \ pl an).
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Deploy the noni t ort ool s. appl i cati onserver.j nk. adapt or application.
Summary of Deployments
Control | Monitoring
This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain. Installed applications and modules can

be started, stopped, updated (redeployed), or deleted from the domain by first selecting the application name and using the controls on this page.

To install a new application or module for deployment to targets in this domain, dick the Install button.

[ Customize this table

Deployments
Install | | Update | | Delete | Start v | | Stop v Showing 0 to 0 of 0 Previous | MNext
[ | mame & State Health Type Targets Deployment Order

There are no items to display

Install | Update | | Delete | Start ~ | | Stop ~ Showing 0 to 0 of 0 Previous | Next

Install the Monitoring Application

Click the Install button.

Install Application Assistant
Back Mest | Finish | Cancel

Locate deployment to install and prepare for deployment
Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that you want to install,
‘fou can also enter the path of the application directory or file in the Path field.

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s) and/or confirm that your application contains the

required deployment descriptors,

Path: c\jmxdeployment

Recently Used Paths: =)
c:\deploymentiplan
c:\deploymentiapp

Current Location: 192.168.240.3 \c:

- Documents and Settings
0 e
@ Ejmxdeplnvment (open directory)
1 Program Files
= RECYCLER
o WINDOWS

= wmpub

Back | Finish | Cancel

Select the deployment directory

Select the folder, in which you previously copied the
nmoni t ort ool s. appl i cati onserver. jnx. adapt or. war file and the pl an. xnl file and click Next.

ECM SM Installation Guide
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Install Application Assistant
Back Next | Finish | Cancel

Choose targeting style
Targets are the servers, dusters, and virtual hosts on which this deployment will run. There are several ways you can target an application.

(@ Install this deployment as an application

The application and its components will be targeted to the same locations. This is the most common usage.

() Install this deployment as a library
Application libraries are deployments that are available for other deployments to share, Libraries should be available on all of the targets running their referending

applications.

Back | Finish | Cancel

Select Install this Deployment as Application

Select "Install this deployment as an application” and click Next.
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Install Application Assistant
Back | | Nest | || frih ||| Cancel
Optional Settings

You can modify these settings or accept the defauts

* Indicates required fields

General
What do you want to name this deployment?
“Name: monitortools.applicationserverjm

Security

What security model do you want to use with this application?

@ DD Only: Use only roles and policies that are defined in the deployment descriptors.

) Custom Roles: Use roles that are defined in the Administration Console; use policies that are defined in the
deployment descriptor.

() Custom Roles and Policies: Use only roles and policies that are defined in the Administration Console.
() Advanced: Use a custom model that you have configured on the realm's configuration page.

Source Accessibility

How should the source files be made accessible?

@ Use the defaults defined by the deployment's targets

Recommended selection.

) Copy this application onto every target for me

During deployment, the files will be copied automatically to the Managed Servers to which the application is targeted.

) I will make the deploy ible from the ing location

c\|mxdeploymentiappimonitortools.applicationserver

Provide the location from where all targets will access this application's files. This is often a shared directory. You must ensure the application files exist in this location
and that each target can reach the location,

Plan Source Accessibility

How should the plan source files be made accessible?
) Use the same accessibility as the application

Recommended selection.

@ Copy this plan onto every target for me

During deployment, the plan files will be copied automatically to the Managed Servers to which the application is targeted.
) Do not copy this plan to targets
You must ensure the plan files exist in the shared location and that each target can reach the location.

Back.

Finish | Cancel

It is recommended to use DD Only Mode

Select the options as on the screenshot and click Next.
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Install Application Assistant

Back | | Next | Firish | Cancel

Review your choices and click Finish

Click Finish to complete the deployment. This may take a few moments to complete,
Additional configuration

In order to work successfully, this application may require additional configuration. Do you want to review this application's configuration after completing this assistant?

@ Yes, take me to the deployment's configuration screen.

() Mo, I will review the configuration later.

Summary
Deployment: c:\jmxdeployment\appimonitortools. applicationserver ., jmx. adaptor . war
Name: monitortools. applicationserver. jmx. adaptor
Staging Mode: Copy this application to every target for me
Plan Staging Mode: Copy the plan to every target for me
_Secu rity Modek DDOnly: Use only roles and polices that are defined in the deployment descriptors.
Target Summary
Components &% Targets
monitortools. applicationserver. jmx. adaptor AdminServer

Back | | Next -| Cancel

Finish Deployment

Click Finish.
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Settings for monitortools.applicationserver.jmcadaptor

Overview | DeploymentPlan | Configuration | Security | Targets | Control | Testing | Monitoring | Notes

Save

Use this page to view the installed configuration of a Web application.

MName: monitortools. applicationserver .jmx. adaptor The name of this application deployment. More Info...

Context Root: Jmonitortools. applicationserver. jmx. adaptor The spedific path at which this Web application is found by a
servlet.  More Info...

Path: c:\ jmxdeployment\ app\ monitortools. applicationserver, jmx. The path to the source of the deployable unit on the

Deployment Plan:

adaptor. war

c:\ jmxdeployment\ plan, plan. xml

Administration Server. More Info...

The path to the deployment plan document on the

Administration Server,  More Info...

Staging Mode: stage Specifies whether an application's files are copied from a source
on the Administration Server to the Managed Server's staging

area during application preparation. More Info...

Plan Staging Mode: stage Spedifies whether a deployment plan's files are copied from a
source on the Administration Server to the Managed Server's

staging area during application preparation. More Infa...

Security Modek DDORly The security model spedfies how this deployment should be

secured.  More Info...

An integer value that indicates when this unit is deployed,
relative to other deployable units on a server, during
startup.  More Info...

(5] Deployment Order: 100

A string value that indicates the principal that should be used
when deploying the file or archive during startup and
shutdown. This principal will be used to set the current subject
when calling out into application code for interfaces such as
ApplicationLifecydeListener. If no principal name is specified,
then the anonymous principal will be used.  More Info...

(5] Deployment Principal
Hame:

Save

Save the Configuration

How to deploy the monitortools.applicationserver.jmx.adaptor Web Application
under Red Hat JBoss

Deploying the application on Red Hat JBoss application server depends on the configuration. With stan-
dard settings it is possible to deploy the application simply by putting the file into the {j boss i nstall
dir}/server/defaul t/depl oy folder of the JBoss application server installation. The application will
automatically be deployed on the next restart. If your system has another configuration please contact your
administrator.

The security settings are defined in the {j boss install dir}/server/default/conf/login-
config.xm file. Add the following content to the <appl i cat i on- pol i cy> element.

<appl i cation-policy name="nonitortools.applicationserver.jnx.adaptor">
<aut henti cati on> <l ogi n- modul e
code="org.jboss. security.auth. spi.UsersRol esLogi nModul e" fl ag="required" >
<nmodul e- opti on name="user sProperties">props/users. properties</ nodul e-option>
<nodul e- opti on nane="rol esProperties">props/rol es. properties</nodul e-option>
</l ogi n- nodul e> </ aut hentication> </application-policy>
i cy nane="nonitortool s.applicationserver.jnx.adaptor">
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<aut henti cati on>
<l ogi n- nodul e code="org.jboss. security. auth. spi. UsersRol esLogi nModul e"
flag="required" > <nmodul e- opti on
name="user sProperties">props/users. properties</nodul e-option> <nmodul e- opti on
nanme="r ol esProperties">props/rol es. properties</nodul e-option>

</'1 ogi n- modul e>
</ aut henti cati on>

This configuration defines two files for users and roles: users. properties and rol es. properties.
The files can be given different names.

The users. properti es file contains the users and passwords for the monitoring application.
Sample {j boss install dir}/server/defaul t/conf/props/users. properties:
adm n=admi n

All users must be mapped to the j mx_noni t ori ng role. This is done in the {j boss install dir}/
server/defaul t/conf/props/rol es. properti es file:

adm n=j mx_noni toring

The default URL for connectiontest.jsp to test the connection is:

http://localhost:8080/monitortools.applicationserver.jmx.adaptor/connectiontest.jsp

Preparing IBM FileNet Listener functionality

To enable IBM FileNet Listener functionality for Listener tasks and monitors it is necessary to activate Listen-
er functionality within IBM FileNet and IBM Content Manager before ECM SM specific Listener configuration.

Configuring/enabling the Listener of IBM FileNet and IBM Content
Manager applications

Some IBM FileNet products and IBM Content Manager (supported since Version CM 8.4.2) require different
configuration steps to activate the IBM product Listener. Check the related product installation guide for
details. Note: This step normally requires administrative rights to the application.

Configuring/enabling the Listener during ECM SM client configuration

After activation of the Listener functionality for IBM FileNet and IBM Content Manager products the ECM SM
Listener configuration need to be done for each system. For IBM FileNet P8 4.x systems the Listener con-
figuration is part of the core configuration itself. For all other IBM FileNet products that support the Listener
interface and for IBM Content Manager the ECM SM Listener configuration need to be done as additional
configuration step. See chapter 'Configuring a FileNet Listener' for further information.
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Preparing WMI functionality

The monitor can only be run on Windows systems with a 32bit JRE. The 64bit version is currently not
supported by com4j.

Preparing VMware ESX/ESXi functionality

ECM SM supports monitoring for VMware ESX/ESXi server. That will monitor the virtual machine that run
on this server. To activate this monitoring it is necessary to download free 3rd Party Java JAR files from
http://www.vmware.com.

The new monitor can be found in the STANDARD monitoring collection.

Downloading required 3rd party Library

Perform the following steps to download vi n25. | ar, which is required to establish connection to the
VMware ESX/ESXi server.

Download the binary file of VMware vSphere Management SDK from vmware.com
ECM SM supports the vSphere Web Service API in version 4.1 and 5.x.

To download the SDK open the URL https://developercenter.vmware.com/web/sdk/51/vsphere-
management and download the binary zip file VMnhar e- vSpher e- SDK-5. 1. 0- 774886. zi p
(vSphere 5.1 Management SDK) or newer.

NOTE The URL might change over time. So if it is not available the vSphere
5.1 Management SDK has to be searched on the Internet manually.

NOTE vSphere 4.1 Web Management SDK is not available anymore on the
officid VMware WebSite. Refer to your ESX/ESXi administrator to
receive the SDK.

Extract the zip file
Extract the downloaded file VMnar e- vSpher e- SDK- 5. 1. 0- 774886. zi p.

Copy the file vim25.jar to the ECM SM Server
Copy the file vin25.] ar from folder VMnar e-vSphere- SDK-5. 1. 0- 774886. zi p/ SDK/
vsphere-ws/javal JAXWS/ | 1 b to the directory

. <ECM SMrinstal l ati on-Dir>/repos/install/tools/comvmnare4, or

. <ECM SMrinstal l ati on-Dir>/repos/install/tools/comvmareb

(related on which API you use) on the ECM SM primary Server. This directory does not exist and
must be created, when it was not yet set in the ECM SM Fix Pack 1 installer.
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Adjust the access rights as well as the user/group membership
Adjust the access rights as well as the user/group membership of the new directory and the copied
file. Make sure that they are identical to the directory or g. apache and the files located in that
directory.

Keystore certificate import for use with Java based monitors

This chapter describes how to import a certificate into a keystore on a monitored system for use with secure
Java based monitors like the Web Status monitor that checks https Web pages. The following description
can differ on your system, because you might use a different Web browser or browser version.

Exporting the certificate of the Web page / application on the local desktop
At this point the certificate of the Web Page / application that need to be monitored has to be
imported into your browser already. If this is not yet done open the Application in your browser and
import the relevant certificate first.

If you use Microsoft Internet explorer open the 'Tools' menu and select 'Internet Options'. Within
options select the 'Content' tab and press the 'Certificates' button. Select the certificate you'd want
to export, select Encoded binary X.509 format, specify a filename and export the file.

If you use Firefox open the 'Options' menu, select the 'Advanced' tab, then the 'Encryption' sub
tab. Press the 'View certificates' button and select the certificate to export from the various types
of certificates. Press the export button, select X.509 certificate file type, specify a file and save the
certificate.

Import of previously exported certificate into a keystore
The previously exported X.509 certificate need to be imported into a keystore on the server where
the monitor will run. Due to security reasons you may want to create a custom keystore and import
the certificate into this keystore and not into the default keystore. Talk to the local administrator
before importing the certificate.

Logon to the remote server and copy the exported certificate file in binary mode to the remote
server.

Change to the directory where the Java to be used by the monitor is located.
Import the certificate with the Java keytool program by for executing

./ keytool -import -v -trustcacerts -alias nmyCertAliasNane -file myCert-
Fi | eNane

Enter the password twice and answer 'Yes' to trust the certificate. The keystore now contains the
Web page / application certificate and can be used by monitors.
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Starting the ECM SM agent installer

Agents may be installed locally (from the agent machines console) or remote via CALA, the CALA Remote
Execution protocol that is installed with the ECM SM server.

The graphical installer depends on a Java runtime environment (Java 7 or newer) installed on the desktop
where the installer is started. Supported JREs for various platforms are available on the Client Administra-
tion console (menu Window Consoles ) on the ECM SM web interface.

The ECM SM agent installer is started via the ECM SM web interface. Start your browser and enterht t p: / /
Server Nane: 23990/ r ap?st art up=f smin its address line (replace Ser ver Nane with the IP address or
hostname of your ECM SM server). Additionally you may need to adjust the port.

NOTE In the case of a WA S-based installation the URL need to be adjusted, too.

When the ECM SM main page is displayed, change to the Client Administration console and select one
of the installers in the left frame:
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IBM ECM SM ECM Core Agents (P8, IM, CM3, etc) Installer

IEM P8 AE, CE, PE, Process Analyzer

IS/IM incl. Content Services

IBM Content Manager, Content Manager OnDemand

IBEM Enterprise Records

IBM IICE and CommonStore

IBM Content Collector, IBM FileMNet Email Mgr and Rec. Crawler
IBM FileMet Capture

| Start IBM ECM SM ECM Core Agents (P8, IM, CMS, etc) Installer |

IBM ECM SM Base agents and non Core ECM Agent Installer

IBM P& CE FileStore

IBM P8 ObjectStore Only Servers
IBEM P8 Content Search Services
IBM Datacap

IBM eDiscovery

IEM Case Manager

IBM Content Navigator

IEM I14C servers

Other not above listed FileNet or
Other non core IBM ECM servers
Database and Web Application servers

| Start IBM ECM SM Base agents and non Core ECM Agent Installer |

Launch installer - Client Administration console

The installers can be started from the Tools menu as well, without changing to the Client Administration
console:

File Window Desktop BELE Help

IBM ECM SM ECM Core Agents (P8, IM, CM8, etc) Installer
IBM ECM SM Base agents and non Core ECM Agent Installer
IBM ECM SM Monitoring Manager

IBM ECM SM Task Execution Manager

8 GUI-Tools, IRE arc

- IBM Enterprise C

Launch the IBM Ents
pressing the appriof

too. IBM ECM SM V25 Editor (supports 32 Bit Java Webstart only)
[T
Launch installer - Tools menu
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There are two different installer tools available:

o IBM ECM SM IBM ECM Core Agents (P8, IM, CM8, etc) Installer: This is the installer for machines
running any IBM FileNet and IBM CM8 software to be monitored. On these machines, the CALA
agent components will be installed. The following chapters describe the installation procedure for this
kind of servers.

o IBM ECM SM Base agents and non Core ECM Agent Installer: This is the installer for additional
machines to be monitored that do not run any IBM FileNet or IBM CM8 core software (e.g. machines
running WebServices or the ECM SM server itself). On these machines, the CALA agent compo-
nents will be installed as well.

NOTE An agent of this type must be installed on the ECM SM server as well to allow
monitoring of the server itself.

Press the appropriate button or select the menu entry to start the Java WebStart based installer tool.
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The ECM SM installation - main screen

NOTE In case of an HTTPS connection with a self-signed certificate, you will get two

warnings about an untrusted connection/certificate. Y our browser and Java will
warn you separately.
Either you should use an officia certificate issued by a trusted certification
authority or you must confirm that you know what your are doing and you are
trusting the self-signed certificate. For Java you can make this decision perma-
nent by selecting the checkbox Always trust content from this publisher. For the
browser warning, it depends on the browser how you can handle this situation
in the future; ask your administrator for further help.

Before the ECM SM Installer starts, a login window for the ECM SM CALAserver is shown:

User: admin

Password:*~

Login Cancel

Login window

Log in with a user that has the appropriate permission to execute the ECM SM installer. The ECM SM
installer window opens.
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Info  Help

IBM” Enterprise Content Management System Monitor
Version 5.1.0

Configuration Directory: cncirepos/config/PAM Change ...

Configure IBM FileHet Image Manager 3.x and 4.x ...

Configure IBM FileMet P8 4.x and 5.X ...

Configure IBM FileMet P& CE 2.x and 3.x ...

Configure IBM FileNet P8 PE 3.x, PA 3.% ...

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileMet Content Services ...

Configure IBM FileMet Capture ...

Configure IBM CM v8, CMOD, C5x and IICE ...

Configure IBM FileNet Listener for non-P8 4.x systems ...

Install client ... Save Configuration Exit Help ...

Installer main window

The main screen shows information about the existing configuration and contains the buttons to open further
configuration windows.

The field Configuration Directory shows the location of the directory containing the ECM SM configuration.
The default value for this is the configuration directory on the ECM SM server. Press the Change ... button
to choose another directory.

If there is already a configuration for IBM FileNet Image Manager, the installer checks for newer versions
of the configured cdb files at startup. If a newer CDB file is found on the server, the following message will
be displayed:
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The currently used cdhb file is outdated,
press ok to load the new cdhb file.

Currently used file: Ditmpisdicont_dbMS 21 .cdhb
Flew file: Dtmpledicont_dbimMs_ 27 cdb

Ok | Cancel

Dialog: New CDB file available

Press Ok to load the new CDB file. Press Cancel to keep the old file.

If a CDB file cannot be loaded (e.g. because the server is unreachable), the following warning message
is displayed:

Error loading file x|

The following CDB files could not he loadec:
o . crEiccech.stgt.cenit.de/fmswilocal/sd/iconf_dbhiMS_12.cdb

Using values stored on FSM server instead. Be aware that these configuration data may he outdated!

Warning: CDB file cannot be loaded

The configuration for all domains that are defined in the listed CDB files may be based on outdated config-
uration data.
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Configuring ECM SM clients for IBM FileNet Image

Manager

NOTE It isrequired to copy the current CDB file prior to configuration to any Storage
Server where you plan to run one or more of the following monitors:

Integral_SDS_DevaiceStatus

Integral_SDS_DeviceThresholds

EmptyDisksInOsar
OsarDemandStatus
OsarDriveContents
OsarDrivelnfo
OsarGripperConfig
OsarGripperContents
OsarGripperDisabled
OsarLibraryMode
OsarSlotContents

OsarSlotinfo

The file must be located in the subdirectory sd/ conf of the path specified as
FileNet local path. Make sure you update the file and perform a reconfigure of
the respective client each timeyou change the definition of your storagelibraries.

To configure IBM FileNet Image Manager properties, press the Configure Image Manager button and the
configuration dialog file dialog appears.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016

ECM SM Installation Guide
(GC27-4907-04)



Configuring and installing ECM SM clients 256
Configuring ECM SM clients for IBM FileNet Image Manager

Domain: hgdemo 1:FileNet ¥ | Add.. Remaove
NLS (CSAR /SSAR/ISAR) |
FNIS | HPI/MRI " ServerLink
SEerver: hgdemo1 [hgdemo1:F.. |«
Hostname: HONE -

FileMet path:

Start Order:
Stop Order:

Datahase type:

Datahase path:
Database name:

FileMet local path:
FileMet report path:

FileMet administrator:

Remote database identifier:

Database maintenance user:
Password of DB maintenance user:
Database runtime user:
Database 05 user:
TWO_ TASHK variahle:

Browse ...

i

Browse ...

Browse ...

Change ...

Change ...

OK

Cancel

Help ...

The IBM FileNet Image Manager configuration dialog

The upper section of the window is for choosing the domain for what IBM FileNet Image Manager is to be
installed. The tabbed section below is for the parameters of configuration. If there is no domain chosen, they
will be greyed out. To choose a domain to configure, click the New ... button next to the domain combobox

and you will get the CDB file dialog.
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The CDB file dialog

CDB file: |crxw2kfsmtest.stygt.cenit.defC:AMS_3.cdbh |+ Add CDE file ...

hgdemo1:FileNet

OK Close Help ...

The CDB file dialog

The CDB file listbox shows which IBM FileNet Image Manager cdb files are currently known. The listbox is
empty if the installer is started the first time. To add a IBM FileNet IM configuration file press the Add CDB
file button, which shows the Add a cdb file ... dialog.

Add a CDB file

There are different methods how a CDB file can be loaded. Depending on the selection in the Selection
mode for CDB file listbox, the fields in the dialog box change.

Choose automatically using CALA to load the file via cala_rex from the IBM FileNet IM server . This method
requires that the CDB file is located in the subdirectory sd/ conf _db of the specified IBM FileNet IM local
path.

The root server must be chosen from the listbox. The entry field FileNet local path must be filled in as well.
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FileNet root server w2kifsmtest.stt.cenit.de -

Selection mode for CDB file; automatically using cala_rex -

FileNet local path:

Cancel Help ...

Add a CDB file using CALA_REX

Choose manually to load the configuration from a local file or from a non-standard location.

The name of the IBM FileNet IM root server has to be entered in the textfield. Pressing the Filename button
opens a filechooser where you can navigate to the CDB file that must be loaded.

FileNet root server w2 kfsmiest stot.cenit.de
Selection mode for CDB file; manualhy -
Filename
Cancel Help ...

Manually add a CDB file

Press Ok to load the cdb file and get back to the CDB file dialog.

If any CDB files are loaded, the CDB file combobox shows a list of loaded CDB files. The listbox in the
center of the dialog shows the IBM FileNet IM domains configured in the selected CDB file. To start further
configuration, select a domain and press the OK button to see the domain configuration window.
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The configuration window knows four server types: FNI' S, HPI I / MRI |, Ser ver Li nk and NLS ( CSAR/
SSAR/ | SAR) . The tabs choose the server type to configure. Depending on the selected server type, different

entry fields are visible.

Configuration of IBM FileNet IM servers

Note: Latest versions of IBM FileNet IS, Process Engine FileNet P8 PE support remote MSSQL servers
without installed MSSQL client software on the FileNet server. ECM SM now supports DB2, MSSQL and
Oracle-based IS installations that monitor the IS/Process Engine-related DB monitors on local and remote
database by using Java (UDC / JDBC), too.

This component can be configured to use either native or JDBC-based communication. For details about
JDBC-based communication refer to the Installation Guide, chapter "How to configure and use the Unified-
DatabaseClient (UDC)", section "Usage" > <DatabaseType>.

FNIS | HPII/MRIl | ServerLink | NLS (CSAR/SSAR/ISAR) |

FileMet administrator:
FileNet path:

FileNet local path:
FileMet report path:
Start Order:

Remote database identifier:
Database maintenance User:

Password of DB maintenance user:>

Database runtime user:
Database 0% user:
TWO_TASHK variahle:

hiydemo1 [hgdemo1:FileNet] -
w2kfsmtest.stygt.cenit.de -
frig

|Ifn S | Browse ...
|J‘|’n swilocall | Browse ...
|Ifn swilocalflogsiperf | Browse ...

1 Change ...

1 Change ...

CoFrogram FilesiMicrosof Serverf30Tools
indexdh

f_maint

TSy

Configure IBM FileNet IM server

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016

ECM SM Installation Guide
(GC27-4907-04)



Configuring and installing ECM SM clients 260
Configuring ECM SM clients for IBM FileNet Image Manager

Servers
This combobox shows all servers that are part of the specified IBM FileNet IM domain. The settings
for the currently selected server can be edited in the text fields below. If a server is already config-
ured, the current values will be shown as default.

General Settings

Hosthame
Required. The listbox shows all machines that have a CALA_REX client installed. Choose the
correct hostname of the server selected in the Server listbox. This is the name that will be used
in the Web Console.

FileNet Administrator
Required. Enter the IBM FileNet IM administrator name, in most cases f nsw. The user you specify
should have access to all IBM FileNet IM tools and database devices.

FileNet Path
Required. Enter the IBM FileNet IM base directory, for UNIX normally / f nsw, for Windows <dr i ve
| etter>:/fnsw Instead of / ,\\ can also be used on Windows.

FileNet Local Path
Required. Enter the IBM FileNet IM local directory, for UNIX normally / f nsw/ | ocal , for Windows
<drive letter>:/fnsw | oc.Instead of /,\\ can also be used on Windows.

FileNet Report Path
Required. Enter the IBM FileNet IM report directory: This directory is used as output location for IBM
FileNet IM tools perf_report and getstatus. You can use the standard output path for perf_report
(for UNIX normally / f nsw/ | ocal /| ogs/ perf, for Windows <drive letter>:/fnsw_| oc/
| ogs/ per f) or any other path. Instead of / ,\\ can also be used on Windows.

Start Order
Required. Enter a numerical value that indicates the start order of the server. Pressing the Change
button opens a dialog box where you can see all servers and set the start order as well.

Stop Order
Required. Enter a numerical value that indicates the stop order of the server. Pressing the Change
button opens a dialog box where you can see all servers and set the stop order as well.

Additional settings for Database server

Database Type
This setting is read from the configuration file and cannot be changed except if the database type
is NONE.
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If the type is shown as NONE, the selected server does not have a IBM FileNet IM RDBMS installed
(e.g. Cache server). You can change the value and fill in the remaining database related fields if
the server has the appropriate database client software installed.

Database Path
Required for database servers. Enter the path to your RDBMS installation.

Oracle: Path to the bi n directory where the Oracle tools are installed:

. Unix: / usr/ oracl e
. Windows: <dri ve | etter>:/orant

Oracle using JDBC client (UDC): Path to the bi n directory where the Oracle tools are
installed (without /bin) and Java install Path (without /bin), separated by ,:

. Unix: /usr/oracl e, <Javalnstal |l -Di r>
. Windows: <dri ve |etter>:/orant, <Javalnstall-Dr>

MSSQL: Path to the bi nn directory where the MSSQL tools are installed. The location of
this directory depends on the MSSQL Server version:

. MSSQL Server 2000 or MSDE 2000: <dri ve |l etter>:/Program Fi | es/
M crosoft Server/80/ Tool s

. MSSQL Server 2005: <drive letter>:/Program Files/M crosoft Serv-
er/ 90/ Tool s

. MSSQL Server 2008: <drive letter>:/Program Files/M crosoft Serv-
er/ 100/ Tool s

The installation script searches the bi nn directory for the tools sglcmd.exe, osql.exe or
isgl.exe.

MSSQL using JDBC client (UDC)

If the JIDBC based UDC communication to the DB should be used, specify the Java install
path here (without /bin at the end) instead of the DB installation path. UDC supports Java
version 7 and newer.

DB2: Path to the bi n directory where the DB2 tools are installed:

. Unix: / horre/ <i nst ancenane>/sqgl li b

. Windows: <drive letter>:/Program Files/|BM SQLLI B

The installation script searches the bi n directory for the tool db2sql92.

DB2 using JDBC client (UDC): Path to the bi n directory where the DB2 tools are installed
(without /bin) and Java install Path (without /bin), separated by ,:

. Unix: / home/ <i nst ancenane>/ sql | i b, <Javal nstal | -Di r >

. Windows: <drive letter>:/Program Files/| BM SQ.LI B, <Javal nstal | -
Dir>

Leave this path blank if there is no RDBMS installed.
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NOTE Use/ instead of \ inthe pathname.

Database Name
Required for database servers. Enter the name of your database if it does not match the shown
default value (I DB for Oracle, i ndexdb for MSSQLServer and DB2).

For Oracle, this field corresponds to the setting of ORACLE_SID (in most cases | DB).

Remote Database Identifier
This field changes its label depending on the selected database type. If the type is NONE, the label
changes to Remote Database |dentifier.

DB2 Database Instance name using DB2 client tools:
Label if database type is DB2.

Required. Enter the name of the DB2 instance.

DB2 JDBC settings using Java JDBC client access:
Label if database type is DB2.

Required. If your database is configured for remote access based on JDBC-communication the
following parameter set is required: <db-server-name>,<db2-jdbc-driver-path>,<db-port>,com.ibm.
db2.jcc.DB2Driver,jdbc:db2://<db-server-name>:<db-port>/<DB2-db-name>

Example: mydb2server,D:/db2/driver,50000,com.ibm.db2.jcc.DB2Driver,jdbc:db2://mydb2server:
50000/IDB

Remote Oracle DB name using Oracle client tools (sqlplus)
Label if database type is Oracle.

Optional. If your database is configured for remote access, enter the TNS name (service name)
of the database.

Remote Oracle DB name using Java JDBC client access
Label if database type is Oracle.

Required. If your database is configured for remote access based on JDBC-communication the
following parameter set is required: <db-server-name>,<oracle-jdbc-driver-path>,<db-port>,oracle.
jdbc.driver.OracleDriver,jdbc:oracle:thin:@<db-server-name>:<db-port>:<Oracle-db-name>

In  addition to this format the Oracle service name format is supported,
too: <db-server-name>,<oracle-jdbc-driver-path>,<db-port>,oracle.jdbc.driver.OracleDriver,jdbc:
oracle:thin:@<db-server-name>:<db-port>/<Oracle-service-name>

Example with DB name: myoraserver,D:/oracle/driver,1521,oracle.jdbc.driver.OracleDriver,jdbc:
oracle:thin:@myoraserver:1521:IDBW2K

Example with Service name: myoraserver,D:/oracle/driver,1521,oracle.jdbc.driver.
OracleDriver,jdbc:oracle:thin:@myoraserver:1521/idbserv
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MSSQL Server/Instance name using MSSQL client tools
Label if database type is MSSQL.

Optional: The following combinations are possible for the parameter MSSQL Remote Server or
Servername/Instancename:

Leave this parameter unset, if the local Default MSSQL instance should be monitored

Specify the remote MSSQL server name, if the Default instance should be monitored on a remote
server

Specify MSSQL Server name/Instance name, if a custom MSSQL instance on the local or remote
server should be monitored.

Note: Use "/" instead of "\" between MSSQL Server and Instance name!

MSSQL JDBC settings using Java JDBC Client access

If the JDBC based UDC communication to the MSSQL DB should be used the configuration for
a Default MSSQL instance looks like: <MSSQL server name>,<path to the MSSQL JDBC driver
location>,[optional MSSQL port]. The default port number is 1433. Example: mssqlServl,C:/Pro-
gram Files/sgljdbc11/enu,1433. A MSSQL custom instance UDC configuration looks like: <MSSQL
server name>/<Instance name>,<path to the MSSQL JDBC driver location>,[optional MSSQL port].
Example: mssqlServl/INSTANCEL,C:/Program Files/sqljdbc11/enu,1433.

NOTE For information on how to connect to an SSL secured MSSQL Server
see Chapter How to configure and use the UnifiedDatabaseClient in the
ECM SM Install Guide.

Database maintenance user
Required for DB2 and Oracle, optional for MSSQL. Specify the database maintenance user (in
most cases f _mai nt).

MSSQL

Leave field empty to connect using Windows authentication with the credentials of the CALA ser-
vice user. For details about JDBC-based Windows authentication refer to the Installation Guide,
chapter "How to configure and use the UnifiedDatabaseClient (UDC)", section "Usage" > "MSSQL"
> "Windows authentication over JDBC driver".

Password of DB maintenance user
Required for DB2 and Oracle, optional for MSSQL. Specify the password of the database mainte-
nance user. The password will be encrypted before it is stored in the environment file f ni s_srv__
env. sh.

Database runtime user
Required. Specify the database runtime user (in most cases f _sw).
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Database OS User

Optional for Oracle and DB2 database servers on UNIX only. Specify the user that is owner of the

Oracle or DB2 database installation, e.g. or acl e.

TWO_TASK variable

Optional for Oracle. Specify the value of the TWO TASK variable that is required to connect to a
remote Oracle database (direct connect via SQLNet without specifying a Oracle Remote service

name (variable Remote Database identifier, see above).

Configuration of HPII/MRII servers

[ FNIS | HPII/MRI | ServerLink | NLS (CSAR/SSAR/ISAR) |

Server: |(wWZ2kfsmtest.stgt.cenit.de [hgdemo1:Fle...

Add ...

Remowe

Type: ® HPIl _ MR

HPI user:|ﬂ|enet

Browse ...

HPIl path:|C jinsw_locihin

Configure Imagelmport server
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Servers
This combobox shows all HPII/MRII servers already configured for the specified IBM FileNet IM
domain. The serverlist can be modified using the Add and Remove buttons.

The settings for the currently selected server can be edited in the text fields below. If a server is
already configured, the current values will be shown as default.

Type
Select HPII for High Performance Image Import, MRI| for Mid Range Image Import.

HPIl user
Required for UNIX servers. Specify the user that must used to start Imagelmport.

HPII path
Required. Specify the path to your Imagelmport installation, e.g. / f nsw/ | ocal / bi n for UNIX,
<drive letter>:/fnsw_| oc/ bi n for Windows.
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Configuration of ServerLink servers

[ FNIS | HPII/MRI | ServerLink | NLS (CSAR/SSAR/ISAR) |

S enver: w2kismtest.stgt.cenit.de[... || Add.. Remove
ServerLink user: filenet
ServerLink path: Cofnssaers el ind | Browse ...

ServerLink processes;
ServerLink NT services

Configure ServerLink server

Servers
This listbox shows all ServerLink servers already configured for the specified IBM FileNet IM
domain. The serverlist can be modified using the Add and Remove buttons.

The settings for the currently selected server can be edited in the text fields below. If a server is

already configured, the current values will be shown as default.

ServerLink User
Required for UNIX servers. Specify the user that must used to start ServerLink.
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ServerLink Path
Required. Specify the path to your ServerLink installation, e.g. / f nsw/ sr vl i nk for UNIX, <dri ve
letter>:/fnsw srvlink for Windows.

ServerLink Processes
Required for UNIX servers. Specify all processes that must be started for ServerLink to work prop-
erly (UNIX). These process names are used as default setting when executing the Ser ver Li nk
Pr ocesses monitor.

ServerLink NT Services
Required for Windows servers. Specify all services that must be started for ServerLink to work prop-
erly. These service names are used as default setting when executing the Ser ver Li nk Process-
es monitor. Additionally, they are used by the task St art Ser ver Li nk on Windows.

Configuration of NLS (CSAR/SSAR/ISAR) servers

NLS archive mode
@ Database mode
) Family mode ) Filelist mode
' Surface mode ) Custom mode

Configure NLS (CSAR/SSAR/ISAR) server

Servers
This listbox shows all NLS (CSAR/SSAR/ISAR) servers already configured for the specified IBM
FileNet IM domain. The serverlist can be modified using the Add and Remove buttons.

The settings for the currently selected server can be edited in the text fields below. If a server is
already configured, the current values will be shown as default.

NLS Install Path
Required. Specify the path to your NLS installation, e.g. / f nsw/ | ocal / bi n for UNIX, <dri ve
letter>:/fnsw | oc/ bin for Windows. You can also use the Browse... button to the right of
the entry field to open a file browser and navigate to the correct directory.

NLS.cfg file with PATH
Required. Specify the full qualified name if the NLS. cf g file, e.g. / f nsw/ | ocal / bi n/ NLS. cf g
for UNIX, <drive letter>:/fnsw |oc/bin/NLS. cfg for Windows. You can also use the
Browse... button to the right of the entry field to open a file browser and navigate to the correct file.
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NLS Tools PATH
Optional. Specify the path where either EMC's tool c-ping or CenteraPing is installed, e.g./ f nsw/
enc_tool sforUNIXor<drive letter>:/fnsw | oc/ent_tools for Windows. You can also
use the Browse... button to the right of the entry field to open a file browser and navigate to the
correct directory.

NLS User
Optional, UNIX only. Specify the user that must be used to start and stop NLS. Default is f nsw.

NLS Archive Mode
Required. Select one of the predefined NLS archive modes. Database mode is default. No addi-
tional information is required for this mode.

For archive modes Family mode, Surface mode and Filelist mode, NLS Archive parameters
must be specified:

HLS archive mode
@ Database mode
) Family mode i Filelist mode

) Surface mode ) Custom mode
HLS archive parameters:|

Archive mode Family
NLS Archive Parameters
Required. Specify the required NLS parameters.

For Surface mode, enter the surface id you want to process. You can add - bot h to process both
sides of the surface.

For Family mode, enter the family name,

For Filelist mode, enter the full qualified file name.

If NLS is not installed as recommended by FileNet and a customized startup and shutdown script
is required select Custom mode.
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NLS archive mode
_) Database mode
i) Family mode i__1 Filelist mode
) Surface mode  ® Custom mode

Start script:
Stop script:

Archive mode Custom

Start script
Required. Specify a custom start script. Use forward slashes instead of backslashes.

Stop script
Required. Specify a custom stop script. Use forward slashes instead of backslashes.

Debug NLS:
Required. Specify whether NLS should be started with the DEBUGflag or not. Default: No debugging.

Excluding servers of a IBM FileNet IM Domain

If you want to exclude one or more servers of an IBM FileNet Image Manager Domain from being managed,
you need to create a file f ni s_do_not nanage. <Domai n nane>, which contains the server names to
be excluded. The : in the domain name must be replaced by _. The file must be located on the ECM SM
server in the directory where the configuration files are stored (normally / opt / Fi | eNet / SysNon/ r epos/
confi g/ PAM).

Example

If you want to exclude the server w2ki m40 from the Domain i nb4db: Fi | eNet , you need to create the
exclude file:

/ opt/ Fil eNet/ Syshon/ repos/ confi g/ PAM f ni s_do_not _nanage. [
i nb4db_Fi | eNet .

This is the example content of

/opt/ Fil eNet/ Syshon/repos/config/ PAM fnis_do_not_rmnanage. O
i mb4db_Fi |l eNet :

# This is the server exclude file of Donain inb4db: Fil eNet
w2ki md0

The name of the Domain and the name of the server are case sensitive.
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Configure IBM FileNet Image Manager

To configure IBM FileNet Image Manager properties, press the Configure Image Manager ... button.

Info  Help

Version 5.1.0

IBM” Enterprise Content Management System Monitor

Configuration Directory:

crciireposiconfig/PAM

Change ...

Configure IBM FileHet Image Manager 3.x and 4.x ...

Configure IBM FileMet P8 4.x and 5.X ...

Configure IBM FileMet P& CE 2.x and 3.x ...

Configure IBM FileNet P8 PE 3.x, PA 3.% ...

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileMet Content Services ...

Configure IBM FileMet Capture ...

Configure IBM CM v8, CMOD, C5x and IICE ...

Configure IBM FileNet Listener for non-P8 4.x systems ...

Install client ...

Save Configuration

Exit

Help ...

Configure Image Manager ...

For a complete description of the IBM FileNet Image Manager configuration see the Configuring ECM SM

clients for IBM FileNet Image Manager.
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Configure Process Engine

To configure FileNet P8 Process Engine properties, press the Configure Process Engine ... button.

Info Help

Version 5.1.0

IBM" Enterprise Content Management System Monitor

Configuration Directory: cnofirepos/config/PAM Change ...
Configure IBM FileMet Image Manager 3.x and 4.x ...
Configure IBM FileHet P8 4.x and 5.x ...
Configure IBM FileHet P& CE 2.x and 3.x ...
_— ——u
Configure IBM FileNet P8 PE 3.x, PA J3.x ...
[ e |

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileHet Content Services ...

Configure IBM FileNet Capture ...

Configure IBM CM v8, CMOD, C5x and IICE ...

Configure IBM FileHet Listener for non-P8 4.x systems ...

Install client ...

Save Configuration

Exit

Help ...

Configure Process Engine ...

The Process Engine configuration dialog opens:
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The Components tab

The dialog consists of an upper part in the Global settings box and a bottom part containing some tabs.
Global settings:
System

Required. Select the Process Engine System you want to configure. Press the New ... button to

create a new P8 system. You can choose any name you like. The currently selected system is
removed from the configuration by pressing the Remove ... button.

NOTE The System hame must not contain blanks.
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IM Domain
Required. Select the IBM FileNet Image Manager Domain that is associated with the Process
Engine that you want to configure. If you selected an existing Process Engine, the corresponding
IBM FileNet IM Domain will appear in the listbox.

Server
Required. Select the server you want to configure. Press the New ... button to add a server to the list.

The Components tab

The Components tab
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The Components tab shows the components that have been configured for this server. If a component
is installed, select the appropriate checkbox. For each selected component, additional settings must be
specified in the appropriated tab.

PPM
Optional. Mark this checkbox if the server has the PPM installed.

Routers
Optional. Mark this checkbox if the server has one or more routers installed.

Web Application Server
Optional. Mark this checkbox if the server has a web server installed. (Only enabled if Routers
is checked)

Component Manager / Integrator
Optional. Mark this checkbox if the server has a Component Manager / Component Integrator
installed. (Only enabled if Web Application Server is checked)

Process Analyzer
Optional. Mark this checkbox if the server has a Process Analyzer installed.
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PPM tab

Info

~Global settings

System:

New ... | Remove ... |

IM Domain: [tivhpit1:FileNet

Server:

Hew ... | Remove ... |

Wehsenver Application Server r Component Managerintegrator rPrucess Analyzer |

Components |/ PPM

[

Routers |

FileNet Path: |

JAVA Path:

Max. Processes:

Registry Port:

Return Port:

Additional Parameters:

Vs Delay:

vwtool User:

vwtool Password:

Debug: [_| PPM Processes
[ |warls Processes

| 0Ok H Cancel H Help ... |

PPM tab

FileNet Path

Required. Enter the path to the PPM jar-archive pw. j ar, e.g. C: / f nsw/ bi n on Windows, / f n-

sw/ bi n on UNIX.

Java Path

Required. Enter the path to Java bi n directory, e.g. C: / Progr am Fi | es/ JDK on Windows or /

usr/ | ocal /j ava on UNIX.
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Max Processes
Required. Maximum number of VWJs server processes that the PPM can run at the same time.

Registry Port
Required. The RMI port the PPM runs on. The PPM port number must be greater than 1024.

NOTE The port number is not optional because it is required by the CENIT
Javatools.

Return Port
Optional. The port number where the remote PPM object receives calls. If the return port is 0 (the
default value), an anonymous port is chosen. It is only necessary to enter a value other than O if
you are also specifying the Local Host parameter to accommodate a firewall or Network Address
Translator (NAT).

See FileNet documentation for details.

Local Host
Optional. Fully qualified name of the Process Engine, required for communication via a firewall or

NAT.

VWJs Delay
Required. Automatically starts the total number of VWJs processes specified in Max processes
and indicates the delay, in seconds, between starting each process.

vwtool User
Required for P8 3.0 and newer. Specify a valid user for vwtool.

vwtool Password
Required for P8 3.0 and newer. Specify the password for the user for vwtool.

PPM Debugging
Optional. Turns on/off debugging for the PPM processes, including all calls to the RMI registry.

Turning this option on creates trace files called vwppm t r ¢ and vw mi . | og in the directory from
which the PPM is started ($TEMP for the ECM SM tasks).

VWJs Debugging
Optional. Turns on/off debugging for the VWJs processes. Changing this option affects only those
processes started after you make the change. If you want to change the debugging setting for
existing processes, you must stop and restart the PPM.

Turning this option on creates two trace files called | V\\Ber ver #. t r ¢ and | V\\Ber ver #. exc,
where # is the number of the server process. The files are created in the directory from which the
PPM is started ($TEMP for the ECM SM tasks).
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The Routers tab

Info

Glohal settings

System: | Virtual_Pg v | HNew.. || Remove ... |
IM Domain: | 1S40SQL:FileNet -

Server: | W2K3IS40 v| Mew.. | Remove.. |

iy |" BLOGESS T ATy

Routers |

Router Hame: |uwruuter =4 ” Hew ... H Remove ...
FileMet Path: |I0pthiIeNetl‘LﬂIc:rkplaCEJWEB—INFIIih
JAVA Path: |IDpUFiIeNetfRDuterIJRE |
PPM Server:  |airtl Z.cardiff globalbs.co.uk |
FileMet User: | |
User Name: |—1 || Get user info ...
User Password: i |
Isolated Region: 1 |
Registry Port: (32771 |
PPM Port: 32771 |
RMI Backlog: 1100 |
Localhost |
Debug Level ! ! ! ! 1

0 1 2 3 4

Connect Retry: l120)

| 0k H Cancel H Help ...

Router Name

The Routers tab

Required. Select a router or add a new router by pressing the New ... button. The currently selected
router is removed from the configuration by pressing the Remove ... button.

FileNet Path

Required. Enter the path to the Router jar file. Name and location of this jar file depend on the
FileNet version and the component on which the router runs:
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. eProcess 4.2.2 and 5.0: path to pw. j ar, e.g./ fnsw/ bi n on UNIX, c: / fnsw/ bi norC:/
Program Fi | es/ Fi | eNET/ | DM Wb/ | DMAS/ Redi st/ WF_Ext r as on Windows

. P8 Content Engine: path to WFLauncher . j ar, e.g. c:/ Program Fi | es/ Fi | eNet/ Con-
tent Engi ne

. P8 Application Engine: path to eProcess. | ar, e.g./ opt/ ae/ Fi | eNet / \Wor k-
pl ace/ WEB- I NF/ i b

Java Path
Required. Enter the path to Java bin directory, e.g. C: / Program Fi | es/ JDK on Windows or /
usr/ | ocal /j ava on UNIX.

PPM Server
Required. Network name of the PPM Server to which the router connects.

FileNet User

Optional, UNIX only. If you specify a user name, the router will be started with this user instead
of the r oot user.

User Name
Required. User name to connect to the PPM Server, e.g. Administrator, SysAdmin or vwuser. Use
the Get user info ... button to get the user and password information directly from the FileNet server.

User Password
Required. Password of the user specified above. The password will be encrypted before it is stored
in the environment file.

Isolated Region
Required. Number of the Isolated Region to connect to.

Registry Port
Required. The RMI port the router uses.

NOTE The port number is not optional because it is required by the CENIT
Javatools.

PPM Port
Required. The RMI port that the PPM running on the Process Engine is using (Registry Port in the
PPM configuration window for the PPM server).

RMI Backlog
Optional. Maximum queue length for incoming RMI connection indications before connections are
refused.
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Local Host
Optional. Fully qualified name of the Process Engine, required for communication via a firewall or
NAT.

See FileNet documentation for details.
Debug Level
Optional. Debug Level for the router. Debug level 0 turns debugging off.
Selecting a value greater than O creates a trace file called <r out er nanme>. t r c. The file is created

in the directory from which the router is started ($TEMP for the ECM SM tasks).

Connect Retry
Required. Time in seconds for retry to connect to the PPM Server.
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The Web Application Server tab

Info

Global settings

System: | Virtual_Pg ~| New.. | Remove.. |
IM Domain: | 1S40SQL:FileNet -

Server: | W2K3IS40 ~| New.. | Remave.. |

Wehserver Application Server [ Brueoss i 2ETs

~Weh Server Settings
Type: BEA WebLogic 8 i
User:
Start Command: |cmd.exe fk cihealuser_projects/domains/PadomainistariebLogic.bat |
Stop Command: |cmd.exe ik cfhealuser_projectefdomains/PadomainistopieblLogic.bat |
Processes: liava |
Senvices: | |
~JMX Settings
Connectiontype: |gea Webl ogic > |
Server: beal2fm.globalbs.couk Port: 7001 |
Semvice URL:
User: wehlogic
Password: e
Timeout: £0000
Debug Level: Errors only b
Debug File:
Server library path:|;.ibeatweblonic1rserverlib
Java path: ciprogram filesijavaiiZret 4.2_10
‘ 0Ok | | Cancel ‘ | Help ...

The Web Application Server tab

Web Server Settings

Type
Required. Select the type of web server you are configuring.
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User
Optional, UNIX only. Select the user that must be used to start the web server processes. If no user
is specified, the web server start and stop scripts will started as r oot .

Start Command
Required. Specify the command to start the web server. This can be a single command as well
as a script or binary.

NOTE This script name must not contain blanks! Use the short name (DOS
name) of the script instead.
To determinethe short name of acommand, you can enter thefollowing
command:
<path_to_fsm_installation/tools/cosst.exe shortname " <very long
path/that contains blanks/and pointsto script"

Stop Command
Required. Specify the command to stop the web server. This can be a single command as well
as a script or binary.

NOTE This script name must not contain blanks! Use the short name (DOS
name) of the script instead.
To determinethe short name of acommand, you can enter the following
command:
<path_to fsm_installation/tools/cosst.exe shortname " <very long
path/that contains blanks/and pointsto script"

Processes
Required. Specify a list of processes that indicate that the web server is up and running. The
processes that are specified here will be used by the task Vi ew Process Engi ne Status and
by the monitor Conponent St at us.

Services
Optional, Windows platforms only. Specify a list of services that indicate that the web server is up
and running. The services that are specified here will be used by the task Vi ew Pr ocess Engi ne
St at us and by the monitor Conponent St at us.

JMX Settings

Connection Type
Select the connection type. If the webserver supports JMX 1.2 or higher, you can select JMX 1.2
Connectivity. In all other cases, select the type that matches the Webserver type selected above.

Server
Required for connection types JBoss, BEA WebLogic, BEA WebLogic 9 and WebSphere. Enter
the name of the server for the IMX connect.
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Port
Required for connection types JBoss, BEA WebLogic, BEA WebLogic 9 and WebSphere. Enter
the port of the server for the JMX connect.

Service URL
Required for connection type JMX 1.2 Connectivity. Enter the service URL for the JMX connect.
This URL contains server name, port and other information.

User
Required. Specify the user for the IMX connect.

Password
Required. Specify the password of the user given above.

Timeout
Optional. Specify a timeout in seconds for the JMX request. If no timeout is given, the program will
use 40 second as default timeout.

Debug Level
Required. Errors only logs only error messages. Debug provides more detailed information.

Debug File
Required. Specify the name of the output file where debug output must be written to.

Server library path
Required. Enter the path to the libraries of your web application server. The location of the libraries
depends on the webserver type.

Java path
Required. Enter the path to Java bin directory, e.g. C. / Program Fi | es/ JDK on Windows or /
usr/l ocal /] ava on UNIX.

Note: For WebSphere and WebLogic 9 support the product own Java should be used. More detailed
information about that is listed in the "prepare JMX support” documentation in the "Install Guide".
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The Component Manager/Integrator tab

Info
~Glohal settings
System: Virtual_P8 - ” Hew ... || Remaove ... |
IM Domain: IS4DSQL:FiIENEt -
Server: | W2K3IS40 v| Mew.. | Remove.. |
| Component Manager Integrator |"" Bl CES ST ARy
Workplace Home: |ID ptFiler ethiarkplace |
JAVA Path: |I0 piFileMetRouterlJRE |
Router URL: |aim12.cardiﬁ.g|0balbs.cn.uk |
FileNet User: | |
User: |-1 || Get user info ...
[
Password: | |
JHDI Initial Context Factony: | |
Registry Port: 32771 |
Event Port: 32773 |
Required Libraries:
| 0Ok | | Cancel ‘ | Help ...

The Component Manager / Integrator tab

Workplace Home
Required. Enter the path to the Workplace installation directory, e.g. C:/ Program Fil es/
Fi | eNet / VWor kpl ace on Windows or / opt / ae/ Fi | eNet / Wor kpl ace on UNIX.

JAVA Path
Required. Enter the path to Java bin directory, e.g. C: / Program Fi | es/ JDK on Windows or /
usr/ | ocal /j ava on UNIX.
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Router URL
Required. Enter the URL of the Process Router to be used for authentication. Enter the information
in the following format: <ser ver >: <port >/ <r out er - name>.

FileNet User
Optional. If you specify a user name, the Component Manager will be started with this user instead
of the r oot user.

User Name
Required. User name to connect to the router. Use the Get user info ... button to get the user and
password information directly from the FileNet server.

User Password
Required. Password for the user specified above.

JNDI Initial Context Factory
(JMS-based components only) Identifies the class responsible for managing the connection to the
J2EE JNDI server through which the JMS adaptor connects to the JIMS queue.

Registry Port
Required. The RMI port that the Component Manager runs on. The port number must be greater
than 1024.

Event Port
Optional. The port that the Component Manager listens to for incoming events.

By entering an event port you configure the Component Manager to automatically respond to new
events as they occur. Alternatively, if you set the event port to 0, the Component Manager does
not automatically respond to new events as they occur; instead, the Component Manager polls
periodically for new events.

Required Libraries
Required for external components. Specify the fully qualified names of the jar files that contain the
class associated with each component queue. Each jar file must be specified in a single line.

The Start task for the Component Manager appends the jar file locations to the CLASSPATH when
starting the Component Manager.
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The Process Analyzer tab

ciprogram files/FileMetiProcess Analvzer Enginelipa
clprogram files/FilemetiProcess Analyzer Enginel_jvim

The Process Analyzer tab

FileNet Home
Required. Enter the path to the Process Analyzer installation directory, e.g. C. / Program Fi | es/
Fi |l eNet/ Process Anal yzer Engi ne/j pa.

JAVA Path
Required. Enter the path to Java bin directory, e.g. C. / Program Fi | es/ Fi | eNet/ Process
Anal yzer Engine/_jvm
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Configure Content Engine

To configure FileNet P8 Content Engine properties, press the Configure Content Engine ... button.

Info Help

Version 5.1.0

IBM" Enterprise Content Management System Monitor

Configure IBM FileNet P& PE 3.x, PA 3. ...

Configuration Directory: cnofirepos/config/PAM Change ...
Configure IBM FileMet Image Manager 3.x and 4.x ...
Configure IBM FileHet P8 4.x and 5.x ...
— ———
g Configure IBM FileHet P& CE 2.x and 3.x ... =
— —

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileHet Content Services ...

Configure IBM FileNet Capture ...

Configure IBM CM v8, CMOD, C5x and IICE ...

Configure IBM FileHet Listener for non-P8 4.x systems ...

Install client ... Save Configuration

Exit

Help ...

Configure Content Engine ...

The Content Engine configuration dialog opens:
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Info

~Glohal Settings
Domain Name: |PB_35 VH New ... || Remave ... |
Server Name: ‘w2kcm35 "| New ... |

~Start/Stop order;

Start order: 1 Change ... Stop order: 1 Change ...

~FileMet Content Engine Settings

FileMet Path: ||::Iprngram filesifileneticantent endine

User: |F'835TIVOLIIAdministratDr

JAVA Path: ||::Iprngram filesffilenaticantent enginel_jvm |

Password: |*m'm

Database(s): ] Oracle [v] MSSOL Server [_| DB2

~Webserver Settings

Apache Internet Information Server
Path: |gram filesfapache grnuplapachezl
[] 1S is required
User: | |
Port: |D |
Port:  |sooe |
Webpage: | |
Webpage: |hla |
~CF5-15 Settings
IS Domains: |p8hp35:FileNet
BPMP:FileNet
IS4050LFileMet
edmaix 1DB2:FileMet
‘ Ok | ‘ Cancel | | Help ...

The Content Engine configuration window

Global Settings

Domain Name

Required. Select a already configured domain or add a new by pressing the New ... button. The
currently selected domain can be removed by pressing the Remove ... button.

NOTE The domain is shown in the FileNet Enterprise Manager and is case-
sensitive. The FileNet domain specified in thisfield is completely inde-
pendent from the Windows logon domain in the username specified in
thefield User.
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Server Name
Readonly the server is entered in the New Domain dialog.

Start/Stop order

Start order
Use the Change ... button to the right of this field to change the start order for the selected server.

Stop order
Use the Change ... button to the right of this field to change the stop order for the selected server.

FileNet Content Engine Settings

FileNet Path
Required. Specify the installation path of the Content Engine Software, e.g. C. / Program Fi | es/
Fi | eNet/ Cont ent Engi ne. The script checks if the file WFLauncher . j ar (router implementa-
tion for CE) can be found in this directory.

JAVA Path
Required. Specify the installation path to the Java bin directory, e.g. C./ Program Fil es/
Fi | eNet/ Content Engi ne/_jvm

Note: JAVA is required for CENIT JAVA tools for Content Engine monitoring only.

User
Required. Specify a user name to the Content Engine.

If you specify a domain user, you can use either double backslashes or forward slashes, i.e. donai n
\\user and donai n/ user are all the same. For the configuration file, the backslashes are con-
verted to a forward slash.

NOTE Theuser must beavalid user for the FileNet Enterprise Manager. It may
be a domain user (windows logon _domain/username). The FileNet
domain specified as Domain Name above is completely independent
from the Windows logon domain in the username.

Password
Required. Specify the password of the user given above.

Database
Required. Select the database type(s) that are used for Object Stores on the Content Engine.

Webserver Settings / Apache
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Path
Required. Specify the installation path of the Apache Web Server Software, e.g. C. / Progr am
Fi | es/ Apache Group/ apache2.

User
Required on UNIX. Specify the user that must be used to start the Apache Web Server.

Port
Required. Specify the port number on which the Apache Web Server is listening. Default is 8008.

Webpage
Required. This Apache Webpage needs to exist and will be monitored.

Web Server Settings / Internet Information Server

Required
Select Yes if you use IIS to provide WebDAYV functionality on the Content Engine.

Port
Required. Specify the port number on which IIS is listening.

Webpage
Required. This 1IS (WebDAV) page needs to exist and will be monitored.

CFS-IS Settings

IS Domains
Select one or more IS domains that have been set up for CFS-IS.

Configure IBM Content Collector, Email Manager and
Records Crawler

To configure IBM Content Collector, IBM FileNet P8 Email Manager and Records Crawler properties, press
the Configure IBM Content Collector, Email Manager and Records Crawler... button.

This component can be configured to use either native or JDBC-based communication. For details about
JDBC-based communication see chapter "How to configure and use the UnifiedDatabaseClient (UDC)" in
the Installation Guide.
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Info  Help

Version 5.1.0

IBM® Enterprise Content Management System Monitor

Configuration Directory:

criireposi/config/PAM

Change ...

Configure IBM FileMet Image Manager 3.x and 4.x ...

Configure IBM FileHet P8 4.x and 5.x ...

Configure IBM FileHet P& CE 2.x and 3.X ...

Configure IBM FileNet P8 PE 3.x, PA 3.x ...

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileHet Content Services ...

Configure IBM FileNet Capture ...

Configure IBM CM v&, CMOD, CSx and IICE ...

Configure IBM FileHet Listener for non-P8 4.x systems ...

Install client ...

Save Configuration

Exit

Help ...

Configure IBM Content Collector, Email Manager and Records Crawler...

The IBM Content Collector, Email Manager and Records Crawler configuration dialog opens:
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Info
Global Settings
System name: |[Email_Mgr - New ... Remove ...
Server name: |N7P0090264BIT.de.cenit-group.com -
Reload configuration ...
Product: (@ [CC EMail Services and Email Manager
i) ICC File system settings and Records Crawler
Version:
Databhase type:
Database path: Coprogram files/imicrosoft sql server/30fools
Database name: EM36
Remote Database ldentifier:EM 36
Database user: sa
Database password: SERRRRRNNNNNS
Database schema:
Logfile name:
Ok Cancel Help ...

The IBM Content Collector, Email Manager and Records Crawler configuration window

This component can be configured to use either native or JDBC-based communication. For details about
JDBC-based communication refer to the Installation Guide, chapter "How to configure and use the Unified-
DatabaseClient (UDC)", section "Usage" > <DatabaseType>.

Global Settings
System Name

Required. Select an already configured system or add a new by pressing the New ... button. The
currently selected system can be removed by pressing the Remove ... button.

Server Name
Readonly. The server is entered in the New System dialog.
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Reload configuration ...
Press this button to reload the IBM Content Collector, Email Manager and Records Crawler settings
from the registry of the given server.

Product
Select the product type for which the configuration must be saved. If the settings for one of the
components cannot be read from the registry of the given server, the corresponding radio button
is disabled.

Each server can have either an IBM Content Collector Email Services and Email Manager
component or an IBM Content Collector File system settings and Records Crawler component.
If both components must be configured on the same server, two distinct systems must be created.

Version
Readonly if the version can be determined from the registry. If the setting cannot be determined,
the version can be selected.

NOTE Please select "4.0" as version number when configuring IBM Content
Collector 2.1.x, 2.2.x or 3.0.

Database Type
Readonly if the database type can be determined from the registry. If the setting cannot be deter-
mined, the database type can be selected.

Database Path
Required. Enter the path to your RDBMS installation.

. Oracle: Path to the bi n directory where the Oracle tools are installed:

. Windows: <dri ve | etter>:/orant

. MSSQL: Path to the bi nn directory where the MSSQL tools are installed. The location of
this directory depends on the MSSQL Server version:

. MSSQL Server 2000 or MSDE 2000: <dri ve | etter>:/Program Fi | es/
M crosoft Server/ 80/ Tool s

. MSSQL Server 2005: <drive letter>:/Program Files/M crosoft Serv-
er/ 90/ Tool s

The installation script searches the bi nn directory for the tools sglcmd.exe, osql.exe or
isgl.exe.

. DB2: Path to the bi n directory where the DB2 tools are installed:

. Windows: <drive letter>:/Program Files/|BM SQLLI B

. JDBC client: Java install directory

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide
(GC27-4907-04)



Configuring and installing ECM SM clients | 293
Configuring ECM SM clients for IBM FileNet P8

If the JDBC based UDC communication to the DB should be used, specify the Java install
path here (without /bin at the end) instead of the DB installation path. UDC supports Java
version 7 and newer.

NOTE Use/ instead of \ inthe pathname.

Database Name
Required. Enter the name of the components database if it does not match the shown value from
the registry.

For Oracle, this field corresponds to the setting of ORACLE_SI D.

Remote Database Identifier

Oracle via Oracle Client access
If your database is configured for remote access, enter the TNS name (Service name) of the data-
base (otherwise not required).

MSSQL via MSSQL client access
Specify the Server/Instance name. The value is optional.

The following combinations are possible:

. Leave this parameter unset, if the local Default MSSQL instance should be monitored.

. Specify the remote MSSQL server name, if the Default instance should be monitored on a
remote server.

. Specify MSSQL Server name/Instance name, if a custom MSSQL instance on the local or
remote server should be monitored.

NOTE Use/ instead of \ between MSSQL Server and I nstance name!

DB2 via DB2 client access
DB2 instance name (required).

Oracle via JDBC (UDC) access

If the JDBC based UDC communication to the Oracle DB should be used the configuration for
an ORACLE DB server looks like: <Oracle server name>,<path to the Oracle JDBC driver loca-
tion>,[optional Oracle port]. The default port number is 1521.

Example: or acl eServ1, C./ Program Fi | es/ oracl ej dbc, 1521

MSSQL via JDBC (UDC) access

If the JDBC based UDC communication to the MSSQL DB should be used the configuration for
a Default MSSQL instance looks like: <MSSQL server name>,<path to the MSSQL JDBC driver
location>,[optional MSSQL port]. The default port number is 1433.
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Example: mssql Servl, C./ Program Fil es/ sqgl j dbc11/ enu, 1433

An MSSQL custom instance UDC configuration looks like; <MSSQL server name>/<Instance
name>,<path to the MSSQL JDBC driver location>,[optional MSSQL port].

Example: mesql Serv1/ | NSTANCEL, C. / Program Fi |l es/ sql j dbc1l/ enu, 1433

NOTE For information on how to connect to an SSL secured MSSQL Server
see Chapter How to configure and use the UnifiedDatabaseClient in the
ECM SM Install Guide.

DB2 via JDBC (UDC) access

If the JDBC based UDC communication to the DB2 database should be used the configuration
for a DB2 instance/database looks like: <DB2 server hame>,<path to the DB2 JDBC driver loca-
tion>,[optional DB2 port]. The default port number is 50000.

Example: db2Serv1, C. / Program Fi | es/ db2j dbc, 50000

User
Required for DB2 and Oracle, optional for MSSQL. Enter the user that must be used to access

the components database.

MSSQL

Leave field empty to connect using Windows authentication with the credentials of the CALA ser-
vice user. For details about JDBC-based Windows authentication refer to the Installation Guide,
chapter "How to configure and use the UnifiedDatabaseClient (UDC)", section "Usage" > "MSSQL"
> "Windows authentication over JDBC driver".

Password
Required for DB2 and Oracle, optional for MSSQL. Enter password for the user specified above.
The password will be encrypted before it is stored in the environment file.

Schema name
DB2 only: Specify the DB2 components schema name (required).

Logfile Name
Readonly if the logfile name type can be determined from the registry. If the setting cannot be
determined, the logfile name can be entered.

This logfile name (including full path) points to the IBM Content Collector, Email Manager or
Records Crawler primary logdfile.

NOTE Thelocation of the log file can be gathered from the ICC configuration
manager GUI. Verify the entry of L og file location.
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Configuring FileNet Capture

To configure FileNet P8 Capture properties, press the Configure FileNet Capture... button.

Info Help

IBM" Enterprise Content Management System Monitor
Version 5.1.0

Configuration Directory: cncireposiconfig/iPAM Change ...

Configure IBM FileNet Image Manager 3.x and 4. ...

Configure IBM FileMet P8 4.x and 5.x ...

Configure IBM FileHet P8 CE 2.x and 3.x ...

Configure IBM FileMNet P8 PE 3.x, PA 3.X ...

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileHet Content Services ...

Configure IBM FileNet Capture ...

'
Vv

Configure IBM CM v8, CMOD, C5x and IICE ...

Configure IBM FileHet Listener for non-P38 4.x systems ...

Install client ... Save Configuration Exit Help ...

Configure FileNet Capture ...

The FileNet Capture configuration dialog opens:
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Info

~Global Settings

Sys’tem:|CﬂmeE_5-U "’| Hew ... Remove ...
Server: | w2Kkcap50mssal ~| Mew.. | Remove..

HEm e P e S e e s rRemnte AP S eI e s L aia e se rFiIeNet ERhim |
Components |/ Capture Professional

[¥| Capture Professional
[ Remaote Capture Services
[ Remaote Capture Services Database

[_] FileMet Print

| 0K || Cancel || Help ...

The FileNet Capture configuration window

The upper part of the dialog shows the Global Settings. The lower part shows the components that have
already been configured for the selected server.

Global Settings

System Name
Required. Select an already configured system or add a new by pressing the New ... button. The
currently selected system can be removed by pressing the Remove ... button.

Server Name
Required. Select an already configured server or add a new by pressing the New ... button. The
currently selected server can be removed by pressing the Remove ... button.
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If you mark a checkbox, the tab for the corresponding component will be activated. If you unmark a compo-
nent, the data will be removed for the selected server.

The Capture Professional tab

Info

Global Settings

System: “CﬂmeE_ﬁ-U v New.. Remove ...
Server: ‘wzkcapﬁumssql "’| Hew ... Remaove ...

[ Haniuis Gt Sagiises Uabiiasa [ Fl=ile 2l
Capture Professional

CHEmM e PSS e R EES

ODBC Datasource: |FiIeNet Log

Database user: |53

|
|
Database password: | |
|
|

Java path: ||::IF'rc|gram FilesiJavalizrel 4.2_11
FaxEntry logfile: |C:IF arEntrgJournaliFETrace.log
| ok || Cancel H Help ...

The Capture Professional tab

ODBC Datasource
Required if you want to monitor the Capture Trace log. Enter the name of the ODBC datasource
where CALA must read from.

To enable tracing and find out the name of the ODBC datasource open Programs FileNet Cap-
ture Professional Trace from the Windows start menu. Mark the checkbox Enable Tracing. The
datasource name is shown in the Record to combobox.

Database user
Optional. Enter the user if the ODBC datasource requires a logon.
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Database password
Optional. Enter the password for the user specified above if the ODBC datasource requires a logon

Java path
Required if you want to monitor the Capture Trace log. Enter the path to the Java bin directory.

NOTE CALA uses the IDBC-ODBC-Bridge contained in the Java Runtime.
Because of this, a Javamust be installed on the client to enable reading
of the Capture Tracelog.

FaxEntry logfile
Optional. Enter the full-qualified name of the FaxEntry trace file.

To find out the name of the Fax Entry tracefile open Programs FileNet Capture Professional
Fax Entry from the Windows start menu. Select Configure Trace from the menu. The name of
the tracelog file is shown in the field Trace File Name.
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The Remote Capture Services tab

Info

Global Settings

System:‘camllm_ﬁ-ﬂ "’" New ... Remove ...
Server: “kaﬂcaprcs "'J| New ... Remove ...

Datahasel HIENEHRTRT

Remote Capture Services

FREME P E NS ETRCES:

L P e E T eSS O]

Path to logs directony: |C:fnswiclient

| Ok || Cancel || Help ...

The Remote Capture Services tab

Path to logs directory
Required. Enter the path to the logs directory where the logdfiles for RCS are located, e.g. c: /
fnsw client.

The Remote Capture Services Database tab

This component can be configured to use either native or JDBC-based communication. For details about
JDBC-based communication refer to the Installation Guide, chapter "How to configure and use the Unified-
DatabaseClient (UDC)", section "Usage" > <DatabaseType>.
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Info

Global Settings

System:|camur9_5-ﬂ "'| New ... Remove ...
Server: ||W2k3i54ﬂ v New.. Remove ...

(ARTERERPITt

(HBmote AP eSS IR S

Remaote Capture Services Databhase

s gri s Brofsssiurs)

Database type: | MSSOL - |

Path: |CProgram FilesiMicrosoft SAL ServerB0Mools |

Database name: loflinerep |

Remote database identifier: | |

User: |sa |

Password: fr |
| Ok ‘ | Cancel | | Help ...

The Remote Capture Services Database tab

Database Type
Required. Select the database type of the RCS database.

NOTE At the moment, only MSSQL is supported.

Database Path
Required. Enter the path to the bi nn directory where the MSSQL tools are installed. The location
of this directory depends on the MSSQL Server version:

U MSSQL Server 2000 or MSDE 2000: <dri ve | etter>:/Program Fi |l es/ M crosoft
Server/ 80/ Tool s

o MSSQL Server 2005: <drive letter>:/Program Fi |l es/ M crosoft Serv-
er/ 90/ Tool s
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. JDBC client
If the JDBC based UDC communication to the DB should be used, specify the Java install
path here (without /bin at the end) instead of the DB installation path. UDC supports Java
version 7 and newer.

The installation script searches the bi nn directory for the tools sqlcmd.exe, osql.exe orisql.exe,
if UDC is configured it searches for java.exe in the bi n subdirectory of the path.

NOTE Use/ instead of \ in the pathname.

Database Name
Required. Enter the name of the RCS database.

Remote Server / Instance name
The following combinations are possible for the parameter MSSQL Remote Server or Server-
name/Instancename:

Leave this parameter unset, if the local Default MSSQL instance should be monitored

Specify the remote MSSQL server name, if the Default instance should be monitored on a remote
server

Specify MSSQL Server name/Instance name, if a custom MSSQL instance on the local or remote
server should be monitored.

Note: Use "/" instead of "\" between MSSQL Server and Instance name!

If the JDBC based UDC communication to the MSSQL DB should be used the configuration for
a Default MSSQL instance looks like: <MSSQL server name>,<path to the MSSQL JDBC driver
location>,[optional MSSQL port]. The default port number is 1433. Example: mssqlServl,C:/Pro-
gram Files/sqljdbc11/enu,1433. AMSSQL custom instance UDC configuration looks like; <MSSQL
server name>/<Instance name>,<path to the MSSQL JDBC driver location>,[optional MSSQL port].
Example: mssqlServl/INSTANCE1,C:/Program Files/sqljdbc11/enu,1433.

NOTE For information on how to connect to an SSL secured MSSQL Server
see Chapter How to configure and use the UnifiedDatabaseClient in the
ECM SM Install Guide.

User
Optional. Enter the user that must be used to access the RCS database.

MSSQL

Leave field empty to connect using Windows authentication with the credentials of the CALA ser-
vice user. For details about JDBC-based Windows authentication refer to the Installation Guide,
chapter "How to configure and use the UnifiedDatabaseClient (UDC)", section "Usage" > "MSSQL"
> "Windows authentication over JDBC driver".
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Password
Optional. Enter password for the user specified above. The password will be encrypted before it
is stored in the environment file.

The FileNet Print tab

CIFNSW_LOC

The FileNet Print tab

Path to logs directory
Required. Enter the path to the logs directory where the logfiles for FileNet Print are located, e.qg.
c:/ FNISW_LOC.
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Configuring a FileNet Listener

NOTE The FileNet Listener monitors must be run with Java(TM) 7 or higher. They will

not work with older Java(TM) versions.

To configure a FileNet Listener, select the appropriate plug-in in the main installer dialog:

Info Help

IEM" Enterprise Content Management System Monitor
Version 5.1.0

Configuration Directory: cncirepos/configiPAM

Change ...

Configure IBM FileNet Image Manager 3.x and 4.x ...

Configure IBM FileMet P& 4.x and 5.x ...

Configure IBM FileMet P8 CE 2.x and 3.x ...

Configure IBM FileNet P& PE 3.x, PA 3.x ...

Configure IBM Content Collector, Email Manager and Records

Crawler...

Configure IBM FileMet Content Services ...

Configure IBM FileNet Capture ...

Configure IBM CM v8, CMOD, C5x and IICE ...

Install client ... Save Configuration Exit

Help ...

Configure FileNet Listener ...

This is the main window for configuring FileNet Listeners:
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Info

~Globhal settings

Servername: W2KORAD2 b Add server ... Remove ...

~Java settings

Path to java: |C.J/Program Filesidavalizrel . 4.1_01/hin Browse ...

-Listeners

Hew listener ... Delete ...

r Image Senvices |/ Image Sernvices Resource Adapter |

Application:  Image Services Resource Adapter

Listener port: |32774 Test port ...

Ok Cancel Help

Listener configuration window

Global Settings

Server
The listbox shows all servers already configured for FileNet Listeners, use the Add server... and
Remove ... buttons to add or remove servers.

Java Settings

Path to java
Required. Specify the path to the Java bin directory. You can also use the Browse ... button to the
right of the entry field to open a file browser and navigate to the correct directory.

Listeners

Use the New listener ... button to add new Listeners. Each Listener will be shown on its own tab in the
lower area of the dialog.
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Use the Delete ... button to delete a Listener configuration.

Port

Required. Enter the port number for communication with the Listener. This should be the port num-
ber of the primary Listener on the server. Use the Test port ... button to check the communication

with the Listener.

This is the dialog shown after pressing the New listener ... button:

Application: |Cuntent|5&niices

Image Services

Image Services Resource Adapter

OK

Cancel

Help

New Listener dialog

Application

Choose an application from the list of predefined entries or add a new application in the entry field.
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Configuring ECM SM clients for IBM FileNet Content
Services

Configure IBM FileNet Content Services

Pressing the Configure Content Services ... button opens the IBM FileNet Content Services configuration
dialog.

The dialog consists of an upper part in the Global settings box and a bottom part containing some tabs
(see screenshot on the next page).

Global settings:

Library System
Select the Library System you want to configure. Press the New ... button to add a new Library
System system. Press the Remove ... button to remove the selected Library System from the
configuration.

Server
Select the server you want to configure. Press the New ... button to add a new Verity standalone
server. The Remove ... button is only activated if a standalone Verity server is selected. The servers
that form the IBM FileNet CS system (Storage Managers and Content Search Managers) are added
automatically to the Server list when you press the Get Configuration ... button.

Hostname
Required. The list shows all machines that have a CALA_REX client installed. Choose the correct
hostname of the server selected in the Server listbox. This is the name that will be used in the
Web Console.

The Database tab

This tab is only activated if the Property Manager is selected. If another Library System is selected in the
listbox, the Property Manager is selected automatically. To reload the configuration from the FileNet data-
base, press the Get Configuration ... button.
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Info
~Glohal Settings
Library System: |CSﬁ'u'hlJ "'| New ... Remove ...
Server: |th:11p11i = | Hew ...
Hostname | tivhp11i.stat.cenit.de |
| Database Settings | FileNet Settings | Verity Settings |
~General Datahase Settings
Installation Path: Jusriorafazi0
Hemote Database ldentifier:
User: cetivhp_frisw
Password: i
-Oracle Settings
Oracle SID: CETWVHP
Oracle HLS Language: |AMERICARN_AMERICAMESMEWIRNT 252
Oracle OS User: aracle
| Get Configuration ... |
| 0K | | Cancel | | Help ...

Database Settings tab

General Database Settings

Installation Path
Required. Enter the path to your RDBMS installation.

The most common values are / usr/ or acl e for Oracle on UNIX or <dri ve |etter>:/orant
for Oracle on Windows.

For MSSQL Server databases, common values are <drive |etter>:/Program Files/
M crosoft Server/ 80/ Tool s for SQL Server 2000 or <dri ve | etter>:/ProgramFi | es/
M crosoft Server/ 90/ Tool s for SQL Server 2005.

Remote Database Identifier
Optional. If the database is a remotely hosted Oracle database specify the Oracle Global nhame
(TNS name / Service name).

If the database is a remotely hosted MSSQL database specify one of the following combinations:

Leave this parameter unset, if the local Default MSSQL instance should be monitored
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Specify the remote MSSQL server name, if the Default instance should be monitored on a remote
server

Specify MSSQL Server name/Instance name, if a custom MSSQL instance on the local or remote
server should be monitored.

Note: Use "/" instead of "\" between MSSQL Server and Instance name!
User
Required for Oracle, optional for MSSQL. Specify the Database User for all SQL-Statements.

If your database is Oracle, you can create a database user by executingthetask Cr eat e Li brary
System Oracl e User with the ECM SM Task Execution Manager.

If your database is MSSQL, you can leave this field empty. In that case, the tasks and monitors will
try to connect using Windows authentication. Make sure that CALA and the CALA_REX client are
using an account that has permission to access the database.

Password
Required for Oracle, optional for MSSQL. Specify the password of the Database User.
Oracle Settings

Oracle SID
Required for Oracle only. Specify the ORACLE_SI D, where the IBM FileNet CS tablespace is located
(if Property Manager is based on Oracle).

Oracle NLS_LANG
Required for Oracle only. Specify the value of the Oracle NLS_LANG parameter.

Oracle OS User
Required for Oracle on UNIX only. OS user to execute Oracle commands.

Get Configuration
Press this button to load the configuration from the IBM FileNet CS database. This fills the Server
listbox as well.

The FileNet tab

This tab is available for all Storage Managers and Content Search Managers of the IBM FileNet CS system.
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Info

~Glohal Settings
Library System: |CSTM’IN = | New ... Remove ...
Server: |t'ruhp11i 7 | Hew ...
Hostname | tivhp11istgt.cenit.de ~|

| FileNet Settings

rFileNet Settings
FileHet Version: [hE)
IDMDS Home: fusricsa3ifilenet
Storage Manager Device: fusticsa3istorage
Content Search Manager Device: |lusricsa3ifsearch
FileNet OS User: filenet

| Ok H Cancel || Help ...

FileNet Settings tab

FileNet Settings

FileNet version
Required, normally filled by Get Configuration .... The version of the installed software.

IDMDS Home
Required, normally filled by Get Configuration .... Home directory of the FileNet CS installation.

Storage Manager Device
Required for Storage Managers. Enter the installation device of the StorageManager if the value
is not correctly shown.

Content Search Manager Device
Required, normally filled by Get Configuration .... Installation device of the Content Search Man-

ager.
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FileNet OS User
Required for UNIX only. OS user to execute FileNet commands.

The Verity tab

This is the only tab that is activated for standalone Verity servers.

Info

~Global Settings
Library System: |csth.fhp "| Hew ... Remove ...
Server: |t'ruhp11i 7 | New ...
Hostname | tivhp1istgt.cenit.de |

1/ Yerity Settings

~Verity Settings

[+ Master Verity Server

Verity OS5 User: [filenet

Variables: WerityServerPort=0550

WerityBrokerPort=9551

WerindndexLanguage=
WerityBrokerMame=C5_TIWHP 111_cstivhp_KZ2Broker
WerityServerName=CS5_TINVHP11l_cstivhp_K2Server
erityAdminMasterServer=tivhp11i.dud.cenit.de
WerityAdminMasterPort=8105

WerityAdminMaster Alias=tivhp11i

ervarPort | Apphy

4]

Hame:

Value:

| Ok H Cancel || Help ... |

Verity Settings tab

Verity Settings

Master Verity Server
Optional. Check this box if this is the master Verity Server. If the IBM FileNet CS system contains

only one Verity Server, this server will be marked automatically.

Verity OS User
Required for UNIX only. OS user to execute Verity commands.
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Variables
Read-only. Shows all Verity variables defined for this server.

NOTE TheNew ... and Remove... buttons are currently disabled because addi-
tional variables are not processed yet

Name
Read-only. Shows the name of the variable that is currently selected in the listbox.

Value
Required. Enter the value of the variable. Use the Apply button to transfer the new value to the
listbox.

The New Library System dialog

This dialog is shown if you press the New ... button next to the Library System listbox in the Global Settings
panel.

Library System: cstivhp

Property Manager: [tivhp11i

0K Cancel

New Library System dialog

Library System
Required. Enter the name of the new Library System.

The name entered here must match the name of the Library System in the IBM FileNet CS config-
uration. Note that the Library System name is case sensitive.

Server
Required. Enter the name of the Property Manager as it is known in the IBM FileNet CS Library
System. If the network name differs, you can select it from the Hostname listbox in the main window
after pressing the Ok button.
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After pressing the Ok button, you are returned to the main configuration window. The Database Settings
tab will be selected automatically. Adjust the hostname if required and fill in the database details of the IBM
FileNet CS database.

The Get Configuration ... button retrieves the information about the specified Library System from the
database and fills the server listbox. Select each server and complete the settings on the FileNet tab and
on the Verity tab.

The New Verity Server dialog

The New Verity Server dialog is shown if you press the New ... button next to the Server listbox in the
Global Settings panel.

Hosthame: [tiv_verity

Ok Cancel

New Verity Server dialog

Hostname
Required. Enter the hostname of the server you want to add. This is the name that is added to

the server listbox. You can select a different value in the Hostname field in the main configuration
window.

Press the OK button to add the server to the listbox in the main configuration dialog. The Verity Settings
tab will be selected automatically.

Excluding servers of a Library System

If you want to exclude one or more servers of a Library System from being managed, you need to create a
filef nds_do_not rmanage. <Li brary Syst em nane>, which contains the server names to be excluded.
The file must be located on the ECM SM server in the directory where the configuration files are stored
(normally / opt / Fi | eNet / Sysivbn/ r epos/ conf i g/ PAM).
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NOTE Y ou cannot exclude the Property Manager

Example:

If you want to exclude the server W2KCS54 from the Library System cs54db, you need to create the exclude
file / opt/ Fi | eNet/ SysMon/ repos/ confi g/ PAM / f nds_do_not _manage. cs54db.

This is the example contents of / opt / Fi | eNet / SysMon/ r epos/ confi g/ PAM /fnds_do_not _man-
age. cs54db:

# This is the server exclude file of Library System cs54db

W2 KCS54

The name of the Library System and the name of the server are case sensitive (server names are uppercase
letters).
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Configuring ECM SM clients for IBM FileNet P8 4.x/5.x

Configure IBM FileNet P8 4.x/5.x

To configure IBM FileNet P8 4.x/5.x properties, press the Configure FileNet P8 4.x and 5.x Client ... button.

Release

Systems
Infrastructure
Servers
I— Instances
WebEnvironments
\— Instances
— Products

I— ProductName

FileMet Parameters

Servers
Available products:
- Content Engine Listener Parameters
- Application Engine
- Process Engine \— Servers

- Component Manager
- Process Analyzer

JMX Parameters

\— Instances

Structure of the IBM FileNet 4.x / 5.x hierarchy structure.

The root element of the IBM FileNet 4.x/5.0x structure is the so called "Release". Itis only an abstract element
which is a container of several "Systems". The configuration can consist of several different configured "Sys-
tems", which are all stored in the "Release". A system is a whole configuration for a complete environment
of several different servers, farms, clusters and products, just as Content Engine or Process Engine running
on these machines. Every system has a set of different "Servers" which contain the connection information
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of a physical machine. One server can have several "Instances" which contain JMX specific configuration
parameters. Instances are abstract servers which are defined in a web application server environment, since
application servers have internal structures just as Cells, Nodes and Servers. Several Instances are grouped
in so called "WebEnvironments". WebEnvironments can contain also instances from several servers. The
servers and instances which are used in the infrastructure, finally are used in the definitions of the products
(CE, AE, PE, CM, PA..).

Release

The release is the top level root element. The user will never see the release as an element in the GUI,
but since there should not be several root elements (in this case this would be the systems) there is one
virtual root element (the release).

System

The system is a collection of all computers and resources of a P8 installation, including the servers and
the configuration for the installed products like Process Engine or Content Engine. The system includes the
whole configuration for a complete P8 4.x/5.x installation. It is possible to define several systems.

Infrastructure

The infrastructure contains all servers of the P8 system which shall be configured. It is only a logical element,
like the release element. The collection of all servers and web environments is called the infrastructure,
because these elements model the server infrastructure of the P8 system.

Server

The server element contains several server specific parameters like the host name or the Java path. A server
also contains several (at least one) JMX instance(s) and exactly one FileNet Listener configuration. The idea
is to store as much information as possible on the server level. These parameters are available for several
products (PE, AE...) on the server and need not be entered several times for each product.

Instance

An instance is the configuration of the JMX specific parameters. The JMX port is stored the instance as well
as the application server type. Also other basic connection data like the user, password and timeout are
part of an instance. One of the most important parameters is the server connection data, which contains the
most important structure information of the application server internals. The following picture shows how an
application server is structured and which information must be contained in the infrastructure.
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Server 1

Node 1

Server 2

Cell

Server 3

Server 4
Node 2

Server 5
Physical
Server

iR
LT

Server 6

Server 1

Domain

Server 2

e /

Structure of application servers.

The image shows one server which has two different application servers running which have several applica-
tions deployed. The yellow fields are parameters which are stored in the "server connection data" parameter
of the instance parameters. The other fields (Java path, port, user, password...) will be the same for every
instance. The following example shows how many instances must be created to monitor all applications.

. Instance 1: [ WebSphere - Cell - Nodel - Server 1] will be used for "Application 1" and "Application
o

. Instance 2: [WebSphere - Cell - Nodel - Server 2]
o Instance 3: [WebSphere - Cell - Node2 - Server 3]
o Instance 4: [WebSphere - Cell - Node2 - Server 4]
o Instance 5: [WebSphere - Cell - Node2 - Server 5]
o Instance 6: [WebSphere - Cell - Node2 - Server 5]
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. Instance 7: [WebSphere - Cell - Node2 - Server 6] will be used for the clustered "Application 3".

o Instance 8: [WebLogic - Domain - Serverl] is used for "Application 4" and "Application 5"

Web Environment

The Web Environments contain several instances which belong to a logical group. The following Web Envi-
ronments would be used in the example above:

. WebEnv1l: Instancel
. WebEnv2: Instance?2, Instance3, Instance4, Instance5, Intsance6, Instance?

. WebEnv3: Instance?

In this example the unusual case is used, that there is only one (physical) server which contains all the
instances. In real environment there will be several servers. One web environment can also contain instances
from several servers at the same time.

Products

The products contain the configuration of the Content Engine, Process Engine and the other P8 products.
It is differentiated between "Server Products" and "Web Products". Content Engine and Application Engine
are web products, which mean that they run on application servers. These products use the configuration of
the web environments. Content Engine uses exactly one Web Environment and Application Engine can con-
tain several Web Environments. Only web products contain JMX instance data. All other products (Process
Engine, Component Manager, Process Analyzer) are server products. These products do not use web envi-
ronments but can contain one or several servers, depending on which products are used.

Configure IBM FileNet 4.x / 5.x

To configure IBM FileNet 4.x / 5.x properties, press the Configure IBM FileNet 4.x and 5.x Client ... button.
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Info Help

IBM" Enterprise Content Management System Monitor
Version 5.1.0

Configuration Directory: cnofirepos/config/PAM Change ...

Configure IBM FileMet Image Manager 3.x and 4.x ...

Configure IBM FileHet P8 4.x and 5.x ...

Configure IBM FileHet P& CE 2.x and 3.x ...

Configure IBM FileNet P2 PE 3.x, PA 3.x ...

Configure IBM Content Collector, Email Manager and Records Crawler...

Configure IBM FileHet Content Services ...

Configure IBM FileNet Capture ...

Configure IBM CM v&, CMOD, CSx and IICE ...

Configure IBM FileHet Listener for non-P8 4.x systems ...

Install client ... Save Configuration Exit Help ...

The FileNet Installer Plug-in

The IBM FileNet 4.x / 5.x configuration dialog opens.
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Tools
System:|\l'\l"induws |'| & New ... il Delete ... | Help
Infrastructure | Products |
r(Husts [ Emvironments |
& windows O]
= New ...
¢ B wakawse =]
@ \WehSpheresinstance [ Edit ...
& \WebSpherefinstance
o B wikinla I Delete ...
@ ‘ehlogicBlnstance Help
¢ B w2kern3s
& \WeblogicBInstance

¢ B w2kaw?
& wWehlogicTInstance

Gy Ok @ cancel

The Installer for IBM FileNet 4.x/5.x dialog with expanded tree view

It consists of several tabs which represent the hierarchical structure of the image above. When the dialog is
opened the first time, most of the tabs and buttons are disabled.

In this main window there is the menu Tools . Ifitis opened, the option View config as text can be clicked.

In this window the current configuration is shown as textual tree view. It is possible to refresh the view and
save the configuration to a file to use it for monitor configuration.
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+- Managed Host: wak3iwso

+- Managing Host: wiZk3wso

+- This server is managing host of the following servers:
| +- wik3wso

+- Description:

+- Jawva Path C:“\Program Files)\Jawa\jZrel.4.2 10

+- The serwer has the following instances:

|

+- Instance: WeblpherebInstance

+- JMX Parameters:

| +- &pplicartion Jerwer Type: WEBZPHERES

| +- [Berwice URL]:

| +- [Port]: 2309

| 4= [JIX User]:

|  +4- [Password]: Mot showed...

| +- [Timeout]: 30
| +- Path to Jawa: Path to JMX Java: E:\Webipherel\ippierwver’java
| +4- Path to Server Libs: E:\UWebipherefi\Applerwver
|  +- Zerwer Connection Data: serwverl:wZkiwso wZk3wsc6:5.0
+- Listener Parameters:
| +- Listener Port null

|
I
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
I
| +- Instance: WebipheresInstance

T T -

[4]

‘] - I [

I

Ok & Refresh Save As ... Help

Dialog to view the already configured system as text

Create a new system by clicking on the New... button. The New System dialog will be displayed.

© Copyright Cenit AG 2000, 2016, © Copyright IBM Corp. 2005, 2016 ECM SM Installation Guide

(GC27-4907-04)



Configuring and installing ECM SM clients 321
Configuring ECM SM clients for IBM FileNet P8 4.x/5.x

System:

Ok I Cancel

Dialog to create a new system

The New System dialog has one input field to enter the new system's name, an OK button to create the
system and a Cancel button to leave the dialog without creating the system.

After a system is created the infrastructure tab is enabled and it is possible to create a new server. Clicking
the New... button opens the New Server dialog.

The Infrastructure Tab

The infrastructure tab is used to define the environment in which the system is running. So hosts / servers
can be created which contain instances. After creating the servers, the instances are grouped in web envi-
ronments. The infrastructure tab itself contains two other tabs. The Hosts tab to define the server and the
Environment tab to define the web environments. Both tabs consist of a hierarchical tree of the system, the
defined servers and instances in the hosts tab. The environment tab also has a hierarchical tree view with
the system, the defined web environments and the instances associated with the web environment. Both
tabs have three buttons: New..., Edit... and Delete....
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The New Server dialog - Hosts New... button

Managed Host: | | [ Copyfrom...
Managing Host: ywou w9 ‘ -
Description: |
lava Path ||::1Prngra~1 Mawalldka = Browse ... ‘
[ JMX | Listener |

Instance: wiginst |v| @ New.. | O CopyFrom.. | T Delete

Application Server Type: Bea Weblogic 9 ‘ -

[Service URL]:

[Port]: Too1

[JMX User]: wwehlogic

password i

[Timeout]: a00

Path to Java: |Cibeairockitan_150_04 | = Browse..

Pathto ServerLibs: |- 4paayyeplonicatiserveniib | <3 Browse..

Senver Connection Data: FrCESUNdomain AdminServer,VRuntime

Additional Options: IP_ADDRESS=127.0.0.1

| Ok I Cancel | Help

Dialog to create a new server . The JMX tab.

The New Server dialog is called, when the New... button is pressed in the Hosts tab. The New Server
dialog consists of several input fields which are explained in the following list.

Managed Host
This is the host which shall be defined in this dialog. The combo box contains all available
CALA_REX clients. The Managed Host field also is editable to enter other servers which are not
contained in the combo box.

Managing Host
The Managing Host needs further introduction:

As the FileNet P8 4.x/5.x configuration also must support server farms and clusters, the Managing
Host is used. Farms and clusters are a collection of several servers which appear as only one
machine to the other servers and clients in the network. So it may not be possible to request infor-
mation of these machines directly in some cases. The only interfaces to these machines are JIMX
and FileNet Listener technology. The JMX and Listener requests are executed by the server which
is accessible in the network. This server is called the Managing Host and requests the JMX and
FileNet Listener parameters.
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If a host is Managing Host itself and is not managed by another machine, the Managed Host and
the Managing Host are the same machine. The combo box contains all servers which are already
defined.

Description
In the description field it is possible to enter some comments about the server (for example if it is
part of a cluster or what the name of the cluster is).

Java Path
This is the path of the Java which shall be used. A Java version 6 or higher is required.

NOTE If the host is an Application Engine where monitoring for the Compo-
nent Manager will be activated, make sure that you specify the path to
the Java installation of the Component Manager. Otherwise the Com-
ponent Manager monitors may fail.

Copy from... Button
This button opens the Copy Server From... dialog which makes it possible to copy a whole server
configuration of an already existing server.

JMX Tab
The JMX tab is used to define several JMX instances.

Listener Tab
The Listener Tab is used to define FileNet Listener parameters.

The JMX Tab

A server can have several IMX instances. These instances are defined in the JMX tab of the New Serv-
er dialog. The following fields can be configured and the following buttons are available to configure the
instances:

Instance
The combo box contains all already defined instances of this server. When creating a new server
this combo box will be empty. To create a new instance, the New... button has to be pressed. The
instances can be switched via the combo box. All instances in this combo box are defined for the
server (not only the selected instance).

Application Server Type
The following application servers are supported:

. Oracle WebLogic 7
. Oracle WebLogic 8

. Oracle WebLogic 8 via webservice
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. Oracle WebLogic 9, 10, 11

. Oracle WebLogic 9, 10, 11, 10 or 11 via webservice
. IBM WebSphere 5

. IBM WebSphere 6

. IBM WebSphere 6 via webservice

. IBM WebSphere 6.1

. IBM WebSphere 6.1 via webservice

. IBM WebSphere 7, 8 or 8.5 via webservice
A WebService based connection to a application server, which has the
appl i cationserver.jnx. nonitor.war /~.ear application running. In this case the
ServiceUrl has to be used instead of host and port. For further information about how to
install the functionality on WebSphere, refer to the Install Guide, chapter Preparing JMX
Monitoring.
The difference between the "<AppServer> via webservice" and the "Webservice" item in the
combobox is, that the "<AppServer> via webservice" items support further functionality like
the "View AE Status" task. If the IMX webapplication is deployed on a server, which is not
listed in the combobox explicitly, it can be used the "webservice" item.

. Red Hat JBoss 4
. Red Hat JBoss 4 via JSR160

. Red Hat JBoss 4 via webservice

Service URL (depends on connection type)
For the WebService connection the ServiceUrl must have the following format: ht t p(s): // <i p>:
<port >/ <cont ext _r oot >

The values for host, port and contextroot depend on your configuration, described in the Install
Guide, chapter Preparing JMX Support, section JMX Support via WebService.

Defaults for WebSphere are:

. port for HTTP: 9080

. port for HTTPS: 9443

. context_root: j mxnoni t or

Defaults for WebLogic are:

. port for HTTP: 7001

. context_root: appl i cati onserver. j nx. nonitor
Defaults for JBoss are:

. port for HTTP: 8080

. context_root: appl i cati onserver. j nx. nonitor
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Port (depends on connection type)
This is the JIMX port the software connects to. It is used in combination with the host field. (depends
on connection type)

. Oracle WebLogic 7, 8, 9, 10, 11
7001 per default (WebLogic server port)
In productive environments the ports may be set to 7010, 7011...

. IBM WebSphere 5, 6 and 6.1 (bootstrap port)
2809 per default

. JBoss 3, 4, 5
1099 per default (RMI Port)

Most times the ports are set manually by the admins choice in productive environments.

JMX User (depends on the application server security settings)
The user name of the user that is defined in the application server, to access MBeans, if security
is enabled on the server.

NOTE OnWebSphere6.1.x.x SSL isactivated per default. In this casethe user
and password field have to be left empty and the credentials have to be
entered in the sas.client.propsfile and the sdl.client.propsfile. For more
information about thesefiles please refer to the chapter " Preparing IM X
Support - How to create the keystore and truststore filesfor WebSphere
6.1.x.x" intheinstal guide.

Password (depends on the application server security settings)
The password for JMX access.

Timeout (Optional)
The timeout defines a time after which the operation shall cancel automatically. The timeout must
be given in seconds. If no timeout is defined, 40 seconds are used as default.

Path to Java
As Oracle WebLogic 9, 10, 11 as well as WebSphere 5 and 6 use their own Java to access JMX,
the Java path of the server can not be used. Therefor the Java path of the application servers must
be entered here.

. WebLogic 7
The default system Java path can be used

. WebLogic 8
The default system Java path can be used except WebLogic 8 runs with the Oracle own
JRockit Java version. The this version can be used.

. WebLogic 9, 10, 11
.../ bealjdk15x_xx
.../ bealjrokitxx_xxx_xx

WebSphere 5, 6, 6.1
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<WebSpher eHone>/ AppSer ver/j ava

IBM WebSphere 7, 8, 8.5
<CENIT_ROOT>/jre

JBoss 4
The default system Java path path can be used. It is recommended to use the same java
which is used by the JBoss.

webservice

The Java of the WebSphere Application Server must not be used.

It is recommended to use the Java, which is shipped with the product. Alternatively it is rec-
ommended to use a different IBM or Oracle JRE with at least Version 6.

Path to server Libs
This is the path to the libraries which are needed by JMX to get a JIMX connection to the application
server. The paths can be found as follows.

Oracle WebLogic 7, 8 and 9
<WebLogi cHonme>/ server/lib

IBM WebSphere 5, 6, 6.1
<WebSpher eHone>/ AppSer ver

IBM WebSphere 7, 8, 8.5
Since this server is used in WebService context, use the path to the JRE, which is used in
here.

Server Connection Data (depends on connection type)
The MBean Java program needs several parameters to establish the connection to the application
server. The instances need the following parameters depending on which application server is
chosen:

Oracle WebLogic 7
<Domain>;<Server>

Oracle WebLogic 8
<Domain>;<Server>

Oracle WebLogic 9, 10, 11

<Domain>;<Server>;<JavaType>

Java type may be JRocki t Runt i me if JRockit is used or JVMRunt i ne if a standard JVM
is used.

WebLogic shows in the startup console output which Java version is used.

IBM WebSphere 5
<Server>;<Node>;<Cell>;<Version>

IBM WebSphere 6
<Server>;<Node>;<Cell>;<Version>;<MessageListenerThreadPool-ID>;<ORBThreadPool-
ID>;<WebcontainerThreadPool-ID>

IBM WebSphere 6.1
<Server>;<Node>;<Cell>;<Version>;<MessageL.istenerThreadPool-ID>;<ORBThreadPool-
ID>;<WebcontainerThreadPool-ID>;<TCPChannelsThreadPool-ID>
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. IBM WebSphere 7, 8, 8.5
<Server>;<Node>

. RedHat JBoss 4
<ApplicationName>;<j2eeName>;<ThreadPoolName>
Example: Wor kpl ace; Local ; htt p-0. 0. 0. 0- 8080

CAUTION <Server> is not the computer name of the machine, where the server
isrunning, but the virtual server inside the application server environ-
ment.

Additional Options (Optional)
This parameter can contain several key value pairs. This field is only used if the basic configu-
ration needs special treatment. Several key-value pairs are separated via semicolon. Example:
keyl=val uel; key2=val ue2.

SAS PATH=<path_to_sas file> - Is used by WebSphere application servers (5., 6.0.x.X,
6.1.x.X) when security is enabled. For further information please check the manuals. The path usu-
allyis on $WAS_ROOT/ AppSer ver/ profi |l es/ <profil ename>/ properti es.If no path is giv-
en, the monitors will check if there exists a sas.client.props file in ${ CENl T_ROOT}/ cal a/ non-
i tors/ pant properties.

| P_ADDRESS=<ip_address_to_connect_to> - For cluster environments the hostname is not usually
the address to which can be connected with the jmx client. Enter the IP address of the virtual server
to which shall be connected here.

CAUTION On WebSphere 6.1 SSL is activated per default. A keystore and trust-
store must be created. Please check the Install Guide, chapter Prepar-
ing JIMX Support - How to create the keystore and truststore files for
WebSphere 6.1.x.x.

For more information about how to configure the sas. cl i ent . pr ops file refer to the Install Guide,
chapter Preparing JMX Support - How to Configure sas.client.props for WebSphere.

The New... button
Clicking on this button will open the New Instance dialog to create a new JMX instance.
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Instance:

Ok I Cancel

Create a new instance

The Copy From... button
Clicking on this button will open the Copy Instance from dialog to copy an existing instance config-
uration of the current server into the currently selected instance. It is not possible to copy instances
from other instances.

Copy Instance Configuration From: tirsunbladeinstan... |

Ok I Cancel

The Copy Instance From... dialog

The Delete button
Clicking on this button will delete the currently selected instance.
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The Listener Tab

Managed Host: | | [ Copy from...
Managing Host e nblade | -
Description: |
Java Path s =1 Browse ... |

JMX | Listener

Listener Port

| Ok I cancel | [E Help

The Listener Tab in the New Server dialog

The New Server dialog also contains a Listener Tab, where FileNet Listener specific configuration can be
made. The following parameters are available

Listener Port
The FileNet Listener Port. If nothing is entered the default Listener port will be used. In case more
than one listener for the same application is running on the server you should read Special port
configurations for PCH in case of multiple instances of the same application

Hosts Edit... button

The hosts edit button will also open the New Server dialog with the configuration of the server currently
selected in the tree. The first instance of the data list will be pre selected. If an instance was selected in
the tree when clicking the button, the dialog will open with the server and the instance pre selected. If the
system (root element) is chosen when clicking the edit button, nothing will happen.
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Hosts Delete... button

If a server is selected, the server and all its instances will be deleted. Also all associated web environments
and products are affected by this. A confirmation dialog with an appropriate warning will be shown before the
host is deleted. If an instance is selected when pressing the delete button, only the instance will be removed.
Again web environment and products will be affected by this. If the last instance of a server is deleted, the
server will also be deleted automatically because a server without instance is forbidden.

The New Web Environment dialog - New... environment button

The following image shows the infrastructure tab with the Environments tab selected.

System:|Thrsunhlade |'| B New ... | Ml Delete ... | [# Help
Infrastructure rPruduc‘ts |
[ Hosts | Emvironments |
'ﬁ Tivsunblade New ...
¢ @ Ent
& tivsunhladelnstance (¥ Edit...
I Delete ...
[E Help

Gy Ok @ cancel

The Environments tab in the main config window

Pressing the New... button in the Web Environment tab will open the New Web Environment dialog.
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Name: [Envl| |
instances: trvsunbladelnstance on thvsunhblade

Admin Server i cunhlade -

Ok Cancel = Help

The New Web Environment dialog

In this dialog the following parameters can be defined and actions can be performed:

Name
Define the name of the web environment. It is not allowed enter an already used name. In edit
mode it is possible to rename the web environment by entering another name.

Instances
In this selection box one or several instances must be chosen. Itis not allowed to chose no Instance
at all. It is allowed to define one instance in two different web environments.

To choose several elements hold down the Ctrl key on the keyboard and select several elements
by clicking them. Release the Ctrl key after selecting the needed instances.

Admin Server
This combo box shows all servers which are associated with the displayed instance. Out of these,
an admin server can be defined which is the master host (the host which does the load balancing)
in a cluster environment.

OK
Clicking the OK button will close this dialog and store the made changes to the system.
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Cancel
Clicking the Cancel button will close the dialog without saving the changes to the system.

After a web environment was defined, the products tabs are enabled and can be edited now.

Environments Edit... button

The Edit button will also call the New Web Environment dialog and load the environment currently selected
in the tree.

Environments Delete... button

The Delete button will delete the environment which is selected in the hierarchy tree. This environment will
be lost for all products. A warning dialog will ask for confirmation before the environment is deleted. If an
instance is selected and deleted, this instance also will be lost for all products which use the environment.
If the last instance from an environment is deleted, the environment will automatically be deleted too.

The Products Tab

In the Products tab the configuration for the IBM FileNet P8 applications / products is made. Every product
or component has its own tab, just as Content Engine, Application Engine, Process Engine, Component
Manager and Process Analyzer.

NOTE Even though the PE and CE have been merged in CPE 5.2, ECM SM still mon-
itors these components independently. For this reason, the PE and CE compo-
nents of CPE 5.2 must be configured on different product tabs..

Product Tab CPE5.2 CPE5.2 P85.0/ P850/ P84.5 P8 4.5
-CEpart -PEpart 51CE 5.1PE CE PE
- Sub Tab
CE 4.x,5.0,5.1, CPE 5.2 (CE part) O - O - O -
- FileNet
CE 4.x,5.0,5.1, CPE 5.2 (CE part) O - O - O -
- Listener
CE 4.